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Abstract—Based on oblivious polynomial evaluation for 
floating-point numbers and Taylor series, we construct an 
oblivious function for any infinite derivable function, which 
generalizes oblivious function evaluation protocol. Then we 
simplify oblivious neural computing from our oblivious 
function evaluation. 
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computing 

I.  INTRODUCTION 

Oblivious function evaluation protocol, which was 
first suggested by Moni Naor and Benny Pinkas[4], is an 
efficient instrument of solving the problem of oblivious 
function evaluation. Assume that there are two parties 
Alice and Bob. Alice has a polynomial P , while Bob 
who has a value x , wants to cooperate with Alice to get 
( )xP  such that Alice learns nothing about x  and Bob 

learns only what can be inferred from ( )xP . Many 
remarkable results of OPE (Oblivious Polynomial 
Evaluation) protocol have been published, such as based 
on intractability assumptions that are closely related to 
noisy polynomial reconstruction[4], and based on 
oblivious transfer only[9]. Not only over finite fields, but 
over floating-point number[9], OPE protocol is practical 
in real-world applications. 

Data mining is a recently emerging crossed field. 
Confidentiality issues are concerned. Assume that two 
parties have private databases respectively, and they wish 
to cooperate by computing some data mining algorithm 
on the union of their databases. Similarly to the problem 
of OPE, in the privacy preserving data mining, neither 
party is willing to divulge any of the contents to the other. 
After R. Agrawal, R. Srikant [5] and Y. Lindell, B. Pinkas [10] 
proposed the notion of privacy preserving data mining 
respectively, security constraints were added to several 
machine learning techniques: decision trees[10], neural 
networks[9], support vector machines[7], naïve bayesian 
classifiers[3], belief networks[11], clustering[6], and so 
on. 

For the confidentiality issues of the neural network, 
Y.C.Chang and C.J.Lu [9] has proposed oblivious neural 
computing and oblivious neural learning which are based 

on OPE protocol and OCE(Oblivious Circuit Evaluation) 
protocol, where one party has a neural network and the 
other, with some training sets, wants to train the neural 
network in an oblivious way. Then C.Orlandi, A.Piva and 
M.Barni proposed their oblivious neural network compu- 
ting via homomorphic encryption[2], which is based on 
Paillier cryptosystem. 

In neural network, different activation functions cause 
the nerve cell has different information processing prope- 
rties, which is one of three main elements that determine 
the whole property of neural network, therefore the 
research of activation function is very important and 
fundamental. 

For the oblivious evaluation of the activation function, 
Y.C.Chang and C.J.Lu [9] only discussed the hyperbolic 
tangent function 
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But it’s not unique. As the general model of neural 
computing, activation function should be adopted 
according to the actual situation.  

In this paper, we construct oblivious function 
evaluation protocol for any infinite derivable function, 
and use it to realize oblivious neural computing. The 
OPE protocol for floating-point numbers, private scalar 
product protocol and Taylor series are our main tools. 

Ⅱ.  PRELIMINARIES 

Let r  denote a small number such that power series 
can be convergent in ( )rr,− . Fix a security parameter 
τ , so that numbers about τ−2  are considered negligible. 
A.  Oblivious Transfer 

A 1-out-of-2 oblivious transfer( 2
1OT ) protocol 

involves two parties, the sender and the receiver. The 
sender’s input is a pair ( )10, xx  and the receiver’s input 
is a bit { }1,0∈σ . The protocol is such that the receiver 
learns σx (and nothing else) and the sender learns 
nothing. 

Similarly one can define nOT1  for any 3≥n , or 
n

kOT  for any 2≥k  and nk << . It is known that 2
1OT  

is proved to be correct and secure, and the existence of 
2

1OT  implies the existence of nOT1  or n
kOT . 
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B.  Oblivious Polynomial Evaluation 

A protocol for oblivious polynomial evaluation (OPE) 
involves a sender and a receiver. The sender’s input is a 
polynomial P  of degree n  over some finite field F  
and the receiver’s input is an element F∈x̂ (the degree 
n  of P  is public). The protocol is such that the 
receiver obtains ( )xP ˆ  without learning anything else 
about the polynomial P , and the sender learns nothing. 
C.  Floating-Point Number System 

A floating-point number is a rational number 
∑ =

−±=
m

j
jm

jbb 2

1
2  

for some m , with { }1,0∈jb . Let m  denote the 
floating-point number system containing all such 
numbers together with standard arithmetic operations. 
D.  An OPE protocol for floating-point numbers 

Let ( ) 1+++= τmnk 1  and ( )nmkl 2log+= . Parties 
agree on the floating-point system k  for random 
numbers, and the floating-point system l  for all arith- 
metics. Let ijm

ij xv ˆ2 −= . 

Y.C.Chang and C.J.Lu [9] has proved the security of 
the following protocol Ⅰ. 
E.  Private Scalar Product Protocol 

A protocol for private scalar product(PSP) involves 
two partners, Alice and Bob. They have their vectors 

( )nxxX ,,1 L=  and ( )nyyY ,,1 L=  respectively, and 
want to compute the scalar product YX ⋅  privately, that 
is, nobody can know the output. 

W.Du and M.J.Atallah has proposed two protocols for 
PSP problem in Ref. [8]. Combining with our problem, 
we just need their first protocol as our main tool which is 
shown in the Protocol Ⅱ. 

PROTOCOL Ⅰ 
OBLIVIOUS POLYNOMIAL EVALUATION PROTOCOL 

PROTOCOL Ⅱ 
PRIVATE SCALAR PRODUCT PROTOCOL 

Inputs: Alice has a vector ( )nxxX ,,1 L= , and Bob has a vector 

( )nyyY ,,1 L= . 

Outputs: Alice gets vYX +⋅  where v  is a random scalar known to 
Bob only. 

1. Alice and Bob agree on two numbers p  and m , such that mp  is 
large enough. 
2. Alice generates m  random vectors 

mVV ,,1 L , such that  

∑ =
=

m

j jVX
1

. 

3. Bob generates m  random numbers mrr ,,1 L , such that  

∑ =
=

m

j jrv
1

. 

4. For each mj ,,1L= , Alice and Bob conduct the following sub-steps:

(a) Alice generates a secret random number k , pk ≤≤1 . 
(b) Alice sends ( )pHH ,,1 L  to Bob, where 

jk VH = , and the rest 

of iH 's are random vectors. Because k  is a secret number known 

only to Alice, Bob does not know the position of 
jV . 

(c) Bob computes 
jiij rYHZ +⋅=,
 for pi ,,1L= . 

(d) Using the 1-out-of- p  Oblivious Transfer protocol, Alice gets 

jjkjj rYVZZ +⋅== ,
, while Bob learns nothing about k . 

5. Alice computes vYXZu m

j j +⋅==∑ =1
. 

Ⅲ.  OBLIVIOUS INFINITE DERIVABLE FUNCTION 
EVALUATION 

A.  Taylor Series of Infinite Derivable Function 

Assume that f  is the function having arbitrary 
degree derivative at the point 0x , for every x  
satisfying rxx <− 0

 such that 

( ) 0lim =
∞→

xRnn
, 

then f  can be expanded into Taylor series in 0x ’s 
neighborhood, namely, 
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Specially, the expansion of f  at 00 =x  can be 
written as 
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which is called Maclaurin series. 
B.  Oblivious Infinite Derivable Function Problem 

Here we want to carry out infinite derivable function 
evaluation in an oblivious way between Alice and Bob. 
Suppose now Alice has an infinite derivable function 
( )·f , and Bob has x̂ . After our oblivious protocol, Bob 

can get the value ( )xf ˆ  without learning anything else 
about Alice’s function, while Alice also learns nothing 
about x̂ . 

Since every infinite derivable function can be expand- 
ed into Taylor series, especially Maclaurin series at 

00 =x , we can change the problem of oblivious infinite 
derivable function evaluation into oblivious polynomial 
evaluation, that is, it’s easy to solve the oblivious infinite 
derivable function evaluation problem, just with Alice’s 
function replaced by a polynomial. In fact, lots of 
functions are computed by using Taylor series when we 
use computer to compute it. 
C.  Oblivious Infinite Derivable Function Evaluation 

Here we discuss the situation of two power series 
expansion. Assume Alice holds an infinite derivable 

1. Bob prepares nm2  3-tuple ( )ijijijijij rvrvr +−+ ,, , ni ,,1L= , 

mj 2,,1L= , with each ijr  chosen randomly from k . 

2. For each 3-tuple ( )ijijijijij rvrvr +−+ ,, , Alice runs an 3
1OT  with 

Bob to get ijr  if 0=ija , 
ijij rv +  if 01 >∧= iij aa , and 

ijij rv +−  otherwise. 

3. Alice sends to Bob the sum of 0a  and those nm2  values she got. 

Bob subtracts ∑ ji ijr
,

 from it to obtain ( )xP ˆ . 
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function f , and Bob holds mx∈ˆ . 

1.  Maclaurin Series with Order n  

We take n  as a positive integer that is not large, then 
f  can approximate to a sum function, namely 

( ) ( ) ( ) ( ) ( ) ( ) n
n

x
n

fxfxffxf
!
0

!2
0

!1
00 2 ++

′′
+

′
+≈ L

. 

Let 

( )00 fa = , 
( ) ( )

!
0

i
fa

i

i = ( ) mni ∈= ,,1L ， 

( )xf  can be written as an approximate polynomial 

( ) ∑ =
=

n

i
i

i xaxP
0

. 

For each i , let  

∑ =
−=

m

j
jm

iji aa 2

1
2 , with { }1,0∈ija . 

We will use the oblivious polynomial evaluation proto- 
col for floating-point numbers, which contains 3

1OT  that 
can be implemented by 2 executions of 2

1OT . Note that, 
if ( )niai ,,0 L=  is an irrational number, we just need to 
choose an approximate rational number to replace it for 
our floating-point number system. It is shown in the 
above Protocol Ⅲ. 
2.  Taylor Series with Order n  

In general, when 00 ≠x , f  can be expanded into 

PROTOCOL Ⅲ 
OBLIVIOUS FUNCTION EVALUATION PROTOCOL FOR MACLAURIN 

EXPANSION 

1. Alice expands her function f  at the point 00 =x  into Maclaurin 

series with order n . Let 

( )00 fa = , 
( ) ( )

!
0

i
fa

i

i = ( ) mni ∈= ,,1L , 

then ( ) ( )xfxaxP n

i
i

i ≈= ∑ =0
. 

2. Bob runs an OPE protocol for floating-point numbers with Alice to 
get the approximation value of ( )xf ˆ . 

Taylor series at 0xx = , where ( )rxrxx +−∈ 00 , . 
Similarly to the situation of Maclaurin series, we take the 
first n  items as the approximate value of ( )xf , and 
simplify it as follow,  
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Let ( ) ( ) ( )
( )∑ =
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1 , ni ,,1,0 L= , then 

Alice’s function ( )xf  can be approximated to a polyno- 
mial ( ) ∑ =

=
n

i
i

i xaxP
0

. Oblivious function evaluation pro- 

tocol for Taylor expansion is shown in the Protocol Ⅳ. 

Ⅳ.  OBLIVIOUS NEURAL COMPUTING 
A.  BP-Neural Network Computing 

The application of BP-neural network is the most 
common, which is 2-layer feedforward neural networks 
with back-propagation learning. It contains three layers, 
which are input layer, internal layer and output layer, 
where the internal layer has T  nodes, with the t ’th 
node having a weight vector ( )'

21 ,,, Stttt vvvV L= , and 
the output layer has L  nodes, with the l ’th node hav- 
ing a weight vector ( )'

21 ,,, Tllll wwwW L= . 
Each node is associated with an activation function 

PROTOCOL Ⅳ 
OBLIVIOUS FUNCTION EVALUATION PROTOCOL FOR TAYLOR 

EXPANSION 

1. Bob chooses randomly a value 0x  from the interval of 

( )rxrx +− ˆ,ˆ , and sends it to Alice. 
2. Alice expands her function f  at the point 00 ≠= xx  into 

Taylor series with order n . Let 

( ) ( ) ( )
( ) nimx

iji
xfa n

j
ij

jij

i ,,1,0,
!!

1
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0 L=∈
−

−
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then ( ) ( )xfxaxP n

i
i

i ≈= ∑ =0
. 

3. Bob runs an OPE protocol for floating-point numbers with Alice to 
get the approximation value of ( )xf ˆ . 

( )xf ( Being practical in general，we use Sigmoid 
function which is non-linear and continuous, as the 
activation function.). The network takes an input vector 

( )'21 ,,, SxxxX L=  and produces an output vector 

( )'21 ,,, LoooO L=  in the following way, otherwise an 
expected output vector ( )'21 ,,, Ldddd L=  exists in some 
network models. 

For the internal layer,  
( )XVfy tt ⋅= ' , Tt ,,1L= . 

For the output layer,  
( )YWfo ll ⋅= ' , Ll ,,1L= , ( )'21 ,,, TyyyY L= . 

B.  Oblivious Neural Computing 

Here we show that how to carry out neural computing 
in an oblivious way between Alice and Bob. Suppose 
that Alice has a neural network which is trained to some 
degree and she uses it to serve the classification requests 
from Bob, while Bob with a set of training examples 
wants to help Alice’s neural network get better or maybe 
for his classification result. They don’t want the other to 
know anything about their own secret neither. 

After running the protocol Ⅴ, Alice and Bob obtain 
0tr , 1tr  respectively, such that ttt yrr ≈+ 10 . Moreover, 

Alice and Bob obtain ( )'
020100 ,,, TrrrR L= , 
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( )'
121111 ,,, TrrrR L=  respectively, such that YRR =+ 10

 
after running T  times of the protocol Ⅴ. 

Our protocol Ⅴ is based on scalar product protocol 
and OPE protocol, which are proved to be secure. We 
will run T  times of Protocol Ⅴ to get the output of T  
nerve cells for the internal layer, which contains one 
execution of Scalar Product protocol and one execution 
of OPE protocol for floating-point numbers. 

As for the output layer, we can just modify the first 
step because the vector Y  does not belong to Bob yet, 
instead of sharing by Alice and Bob. So,  

Protocol Ⅴ 
OBLIVIOUS NEURAL COMPUTING FOR THE INTERNAL LAYER 

1. Alice’s input is ( )'
1 ,, Sttt vvV L= , Bob’s input is 

( )'21 ,,, SxxxX L= . They run PSP protocol that outputs random 

shares 0tc  and 1tc  such that  

XVcc ttt ⋅=+ '
10

. 

2. Bob randomly chooses a value ( )rcrcc ttt +−∈ 111 ,ˆ , and sends it 

to Alice. 
3. Alice computes 

100 ˆtt ccx += , and expand her function f  into 

Taylor series ( ) ∑ =
=

n

i
i

i xaxP
0

 at the point 0x , where  

( ) ( ) ( )
( ) nimx

iji
xf

a n

j
ij
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i ,,1,0,
!!

1
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0 L=∈
−

−
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−
−
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4. Alice randomly chooses 0tr , and defines the following polynomial 

( ) ( ) 00 tt rzcPzQ −+= . 

5. Alice and Bob execute an Oblivious Polynomial Evaluation protocol 
for Floating-Point Numbers with Alice inputting Q  and Bob 

inputting 1tc , in which Bob obtains ( )11 tt cQr = . 

( ) 1
'

0
'

10
'' RWRWRRWYW llll ⋅+⋅=+⋅=⋅ , 

replacing by Alice inputting ( )'
1 ,, Tlll wwW L=  and Bob 

inputting ( )'
1111 ,, TrrR L= , Alice only needs to compute 

0
' RWl ⋅  locally and adds it into her random share. 

Ⅴ.  SUMMARY AND FUTURE WORK 

In this paper, we have studied oblivious two-party 
function evaluation protocol for any infinite derivable 
function which is based on Taylor series. What’s more, 
we apply it into oblivious neural computing as the 
activation function. 

Apart from applying our oblivious function evaluation 
into neural computing of BP network, there are many 
other models in neural network, such as SOM, ART, 

LVQ, and so on. A future direction is how to combine 
secure two-party computation with these neural network 
models, then form many more secure neural computing 
and secure neural learning. 
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