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Abstract—Chameleon signatures are based on well
established hash-and-sign paradigm, where a chameleon
hash function is used to compute the cryptographic message
digest, and becomes an important building block. The
chameleon hash function is a trapdoor one-way hash
function with some special properties, and plays an
important role in constructing chameleon signature. In the
paper, we propose a new chameleon hash scheme which
enjoys some advantages of the previous schemes:
collision-resistant, semantic security, and key-exposure -
freeness. At the same time, we show that the recipient’s
trapdoor information will never be compromised under the
assumption of g-SDH+CDH problem which is a new
security assumption

Index Terms—security analysis, chameleon hash function,
key exposure free, the g-SDH+CDH problem

1. INTRODUCTION

A chameleon hash function is a trapdoor collision-
resistant hash function: Without knowledge of the
trapdoor information, a chameleon hash function has the
same characteristics of any cryptographic hash function,
such as pre-image and collision resistance; however,
collisions and second pre-images can be easily computed
once the trapdoor is known.

An interesting application of chameleon hashing is to
obtain non-transferable signature algorithms known as
chameleon signatures. Chameleon signatures, introduced
in [5], are signature schemes based on the hash-and-sign
paradigm. To authenticate a message m, a signer
computes its digest value h using a chameleon hash
function, and then signs h using an arbitrary signing
algorithm of the signer’s choice. Thus, chameleon hash
function plays very important roles in constructing
chameleon signature.

Hash function is an important building block in the
construction of a secure signature scheme. When a
chameleon hash function is used within a hash-and-sign
signature scheme, it permits the party with knowledge of
the trapdoor to re-use the signature value to authenticate
other messages of choice. In particular, if the hash
function is part of the recipients public key, then the
signature is publicly verifiable by no one other than the
intended recipient. On the other hand, if the recipient re-
uses the hash value to obtain a signature on a second
message, the signer can prove knowledge of a hash
collision, since the original signed message and the
claimed signed message have the same hash value.
Because computing hash collisions is infeasible for the
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signer, possession of such a collision is seen as proof of
forgery by the signature recipient.

In [7], Chen et al provided a specific construction of a
key-exposure free chameleon hash function, working in
the setting of Gap groups with bilinear pairings. While
that certainly constitutes the first full construction of a
key-exposure free chameleon hash, it does not settle the
question of whether constructions exist that are either
based on other cryptographic assumptions, or of more
efficient schemes, for instance of comparable
performance to the original chameleon hash function [5].
In [1], Ateniese and Medeiros propose three schemes
based on Stong RSA, RSA [n,n] [10] and SDH (Strong
Diffie-Hellman assumption) respectively. In fact, the
ephemeral trapdoor recovered by a pair of collisions is a
kind of signature of the label under the main trapdoor. So
the property key exposure-freeness is due to the security
of the signature applied to the label, such as the common
RSA signature, the short signature based pairing [11].
Recently, Gao et.al proposed a novel chameleon hash
scheme based on Schnorr signature in [3], but hash phase
is interactive in their scheme. In this paper, we propose a
novel chameleon hash function. The scheme enjoys some
advantages of the previous schemes: collision-resistant,
semantic security, and key-exposure-freeness. At the
same time, we show that the recipient’s trapdoor
information will never be compromised under the
assumption of q-SDH+CDH problem which is a new
security assumption.

The rest of this paper is organized as follows. We
describe the preliminaries of bilinear map and chameleon
function 2. in section 3, a novel chameleon hash function
scheme is given and the security of the corresponding
scheme is analyzed in section 4 . Finally, we conclude the
paper in section 5.

II. PRELIMINARIES

We review some fundamental backgrounds required in
this paper, namely bilinear pairing, complexity
assumption and security model on which our scheme may
been based.

A. Bilinear Maps

In the following, we recall the notions related to
bilinear groups[11,12] as follows.
¢ G, and G, are two cyclic groups of prime order p;
e ¢; and g, are two generators of groups G; and G,
respectively.
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e e: G;xG,—>Gr is a bilinear map such that |G|=|G,|
=Gr |.

Let G, and G, be two cyclic groups as above. Let
G|,G; be two bilinear group as follows. A bilinear map is
a map e: G;xG,—Gr with the following properties:

1. Bilinear: for all ueG;, and veG,, and abeZ,
e(u®,v)=e(u,v)™

2. Non-degeneracy: for all ue G and veG, e(u,v)=1.

3. Computable: pairing e(u,v) can be efficiently
computed for all ue G and ve G,

We note the modified Weil and Tate pairings
associated with supersingular elliptic curves are examples
of such admissible pairings. The security of the scheme
discussed in this paper is based on the following security
assumption..

B. Security Assumption

Here we first review the definition of the strong Diffie-
Hellman (SDH) assumption introduced in [11], on which
the security of our signature is based, and then extend it
into a new security assumption, the extended strong
Diffie-Hellman assumption, on which the security of a
variant of our signature scheme is based on

Let G, and G, be two cyclic groups of prime order p.
Let g, be a generator of G, and g, be a generator of G,
such that g;=¢(g,). The q-SDH problem is defined as

follows: given (gl,gz,gg,gfz,---,gaq)as input, it outputs
a pair (¢,g"®*”) for any ¢ €Zp. An algorithm A has
advantage ¢ in solving the q-SDH problem if

PAG,.9,. 05,97 ) = (6,9 ")) > ¢
Where the probability is taken over the random oracle of
0. €G,, xeZ, , and the coin tosses of A.
Definitionl: We say that the (q,t,€)-SDH assumption
holds in groups G; and G if not t-time algorithm has
advantage at least € in solving the q-SDH problem.
[Computational Diffie-Hellman (CDH) Assumption].
Let G be a CDH parameter generator. We say an
algorithm A has advantage € (k) in solving the CDH
problem for G if for a sufficiently large k,
Advg (1) = Pr{A(P.G,,9".9”) = g7 [(p,G,) < G,
P«G.,xy«Z,)]
We say that G, satisfies the CDH assumption if for any
randomized polynomial time in t algorithm A we have the
Advg a(t) is negligible function.
Definition2. Inverse Computational Diffie-Hellman
Problem (Inv-CDHP): Let G be a CDH parameter
generator. We say an algorithm A has advantage e(k) in
solving the Inv-CDH problem for G; if for a sufficiently
large k,
AV, (1) = PrA(P,G;, .9 =¢* |(P.G) < G*,
g« G, ,x« 2]
We say that G, satisfies the Inv-CDH assumption if for
any randomized polynomial time in t algorithm A we
have the Advg a(t) is negligible function.
Theorem The CDH problem and Inv-CDH problem are
polynomial time equivalent.
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In the following, we present a novel security assumption:
g-SDH+CDH Assumption, by combining the strong
Diffie-Hellman with the computational Diffie-Hellman.

g-SDH+CDH Assumption: The g-SDH+CDH problem in
group G; is defined as follows: give q + I-tuple

(9,-9/»++,9") random pair (g,.g;) of group G as
inputs, output ( p <— g;'“*®,c ) where g, is a generator of

group Gy, ¢, r€Z,, . Note that o and r are unknown
numbers. Algorithm A has advantage, Advspy(q), in
solving g-SDH+CDH in Gy if

r

AdVq—SDH +CDH (q) <« Pr[A(gl! gf PR glbqu 5 glr) = (gl(aﬂ) ,C)]
Where the probability is taken over the random choices of
0:1 €G,, a, rEZp, and the coin tosses of A.

Definition4. Adversary A(t,e)-breaks the g-SDH+CDH
problem if A runs in time at most t and Adv g.spu+cpn

is at least €. The (q,t ,e)-SDH+CDH assumption holds if
no adversary A(t,e)-breaks the g-SDH-+CDH problem.

According to the above definition, we know that the
novel security assumption: g-SDH+CDH Assumption, is
not easier than either g-SDH assumption . Because if the
g-SDH+CDH Assumption can be solved in polynomial
time, then we set r 1, the above -SDH+CDH
assumption is converted into ¢-SDH assumption. It
denotes that the g-SDH assumption can also be solved in
polynomial time. Thus, we can obtain the lemma.
Lemmal. If the g-SDH+CDH Assumption can be solved
in the polynomial time with non-negligible probability,
then the g-SDH assumption is solvable.

Proof .Suppose that g-SDH+CDH assumption is solved.

Given an instance of q-SDH problem (gl,gl",---,gf’q) ,
we randomly r Take
(9,97>97 ,(9,,97)) as inputs of g-SDH+CDH

€ Zp to compute B =g

problem, output (g;/“**,c) . Then we can compute

g,/“"®,c ) by the known r. Thus the g-SDH problem can

been solved. Because we know that original proposition
is equivalent to converse-negative proposition.

lemmaz2. If the g-SDH assumption is hard to solve in
polynomial time, then the q-SDH+CDH assumption is
also hard to solve in the polynomial time.

lemma3. If the CDH problem is solvable in the
polynomial time, then g-SDH+CDH problem is also
solvable.

Proof. Assume that the CDH problem is solvable, given

9,,9%,9/, then g is able to been obtained. Given a Q-

SDH+CDH problem instance (g,9%, 9% ,--,9*,9,9"),

randomly choose € € Zp to compute

(9,99 " (9,9")
by the above g-SDH+CDH problem instance.

Let g, =g then the inverted sequence of

a
(9,9°"°,-++,9“*") can been expressed as

(9,, g gy =0

(a+c) _ (1/(a+c))

901 = g)



When @ is an odd number, we set p=(q—-1)/2,

otherwise, q is an evennumber, we set p =0 /2 .

(1/(a+c))?

= gO
. Because the CDH problem is solvable,

if g is an odd number, we obtain g, and

_ A (U(arc)yt?
90p+2 =0,

then we can obtain
g _ g(()l/(a+c))””
by the values(9,,,9,,,,))- Note that when g is an odd

(1/(a+c))?F*?
0

number, 2p+2=q+1.

(1/(a+c))?r+?

9 =g
2) if q is an even number, we obtain g,,and g,,.,

AW (a+e)® o (a+e)? (1 (a+c) T 1/(a+c)
=0, =(9 )

Because the CDH problem is solvable, then we can
by ( 9y,-90,. )- Note that

1/ (a+c))’*?

90p+z =0
when q is an even number, 2p+ 1 =q + 1.

(1/(a+c))*F! (1/(a+c))!

9 =0,
Given (g,9"), since the CDH problem is solvable,

obtain

_ (@)t N1/ (a+e)™ (1 (atc)
=(0"") =9

(a+c)’

then we can obtain ¢ This denotes that Q-

SDH+CDH problem is also solvable.

By the above discussion, we can obtain
Theorem4. the g-SDH problem = g-SDH+CDH problem
= the CDH problem.
where symbol = denotes that the problem A is easier than
the problem B to been solved.

(@]

C. Chameleon Hashing

A chameleon hashing function is a trapdoor collision
resistant hash function, which is associated with a key
pair (sk ,pk). Anyone who knows the public key pk can
efficiently compute the hash value for each input.
However, there exists no efficient algorithm for anyone
except the holder of the secret key sk, called a trapdoor,
to find collisions for every given input. Formally, a
chameleon hashing scheme consists of the following
efficient algorithms:

e System Parameters Generation PG: An efficient
probabilistic algorithm that, on input a security parameter
k,outputs the system parameters SP.

* Key Generation KG : An efficient algorithm that, on
input the system parameters SP, outputs a secret/public
key pair (Sk,pk) for each user.

* Hashing Computation H: An efficient probabilistic
algorithm that, on input the public key pair pk of a

certain user, a label L a message m, and an auxiliary
random integer r € Zp , outputs the hash value

h =Hash(m,r,pk,L)

* Collision Computation UF: An efficient algorithm
that, on input the secret key sk of the user which associate
to public pk, a message m, a label L and auxiliary random
integer r, and computes a second message ™' and
random parameter r' € Z, such that Hash(pk, L, m, r) =
Hash(pk, L, m',r )= C. Namely,

UF(sk, L, m, r) — (m',r"), such that

Hash(pk, L, m, r) = C = Hash(pk, L, m',r")

A secure chameleon hashing scheme satisfies the
following properties:
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* Collision resistance: Without the knowledge of
trapdoor information Sk, there exists no efficient
algorithm that, on input a message m, a random integer I,
and another message m, outputs a random integer that
satisfy Hash(m',r") = Hash(m,r), with non-negligible
probability.

¢ Semantic security: The chameleon hash value C does
not reveal anything about the possible message m that
was hash. For all pairs of message m and , the
probability distribution of the random value Hash( m',r)
and Hash(m, r) are computationally indistinguishable.

* Message hiding: Assume the recipient has
computed a collision using the universal forgery
algorithm, i.e., a second pair (m’,r’) s.t. Hash(pk, L, m, r)
= C = Hash(pk, L, m’, r’), where (m, r) was the original
value signed. Then the signer, upon seeing the claimed
values (m’,r’), can successfully contest this invalid claim
by releasing a third pair (m’’,r’’),without having to reveal
the original signed message. Moreover, the entropy of the
original value (m, r) is unchanged by the revelation of the
pairs (m’,r’), (m”’,r’”), and any further collisions:

H [(m, N|C,(m’,r"), (m”*,r’*)] = H[(m, N|C].

¢ Key Exposure Freeness: If a recipient with public key
pk has never computed a collision under label L, then
given C = Hash(pk, L, m, r) there is no efficient algorithm
that can find a collision (a second pair tri',"', mapping to
the same digest C). This must remain true even if the
adversary has oracle access to UForge (sk:) and is
allowed polynomial many queries on triples (L;,m;r;) of
his choice, except that L; is not allowed to equal the
challenge label L.

Remark: Notice that when a chameleon hash with key
exposure freeness is employed within a chameleon
signature then any label L must be explicitly committed
to the signature along with the identity of the recipient
and a description of the hashes (see [5]).

III. OUR CHAMELEON HASH FUNCTION WITHOUT KEY
EXPOSURE

In the following, we describe our chameleon hash
function. The scheme consists of the following four
algorithms:

[System Parameters Generation PG]: Let G;,G,,Gr
be three cyclic bilinear groups , where |G|=|G,|=|Gt|=q,
0,€G, is a random generator of group G,. v is an
isomorphism from G, to G, with y(g) =g;. e
G;xG,—>Gr is the bilinear pairing. The system parameters
are SP = {G],Gz,GT, w(),gz,e,q}

[Key Generation KG]: Each user randomly chooses
an integer feZp as his private key, and publishes his
public key z=g®. The validity of public key z can be
ensured by a certificate issued by a trusted third party.

[Hashing Computation H]: On input the public key z
of a certain user. Randomly choose an integer 6,€G; to
compute e(8;, g7 ™). we define hash function as follows:

h = Hash(m, §;, 2)=e(8,, 97 ™) =e(5,,z/g 2/ g7)



[Collision Compuation F]: For any valid hash
function h, the algorithm F can be used to compute a hash
collision

F(B, h,0,mm’) = £,
where 16/ =g7m™

Note that
Hash(m',5,,2) = e(5,,2/ 9;")

=e(oy ™, z/ gzm) =e(o/ ™, zﬂim’) =e(0,,2/9;)
=Hash(m,d,,2)
Thus, the forgery is valid.

Remark: According to the statement above, we find
that our chameleon hash doesn’t satisfy message hiding.

IV. SECURITY ANALYSIS

Theoremb. Our proposed chameleon hashing scheme is
resistant to forgery under the assumption of g-
SDH+CDHP in G; is intractable.

Proof. Given (g1=(g2), 2=y/(9)) =09/ ., =9/ €G,),
where o,feZ, are unknown, let us define the chameleon
hash function h = Hash(m, &,, z) = e(8,,z/g"). Given a
pair collisions (M, 8,) and (m’,d,") that satisfy Hash(m, d,,
z)=Hash(m',3,’,z), namely, (3, z/g™) = e(8,’,z/g™). Then
we can deduce the following relation

. z-m 1+m—m’
51 — 5lz—m’ — 51 z-m'
515, =6
(51' /51)1/(m—m') _ 5;"”*"‘"“*"”' _ ga/(z—m’)

Thus, we can obtain a pair (m’, (5, /6,)"™ ™). Obviously,
it is contradiction to g-SDH+CDH assumption.

The theorem denotes that our chameleon hashing
scheme is key-exposure-freeness.

Theorem6. Our proposed chameleon hashing scheme
is semantically secure

Proof. Given a hash function h, a public key pk and
any message M, there exists exactly one value 6;such that
h = Hash(m, 3, z).

V. CONCLUSION

Chameleon signatures are based on well established has
hand-sign paradigm, where a chameleon hash function is
used to compute the cryptographic message digest.
Chameleon signatures simultaneously provide non-
repudiation and non-transferability for the signed
message, thus can be used to solve the conflict between
authenticity and privacy in the digital signatures. One
limitation of the initial chameleon signature scheme is
that signature forgery results in the signer recovering the
recipient’s trapdoor information, i.e. private key.
Therefore, the signer can use this information to deny
other signatures given to the recipient. This creates a
strong disincentive for the recipient to forge signatures,
partially undermining the concept of non-transferability.
In the paper, we propose a new chameleon hash scheme
which enjoys some advantages of the previous schemes:
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collision-resistant, semantic security, and key-exposure-
freeness. At the same time, we show that the recipient’s
trapdoor information will never be compromised under
the assumption of g-SDH+CDH problem which is a new
security assumption.
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