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Abstract—In this paper, the problem of guaranteed cost
fault-tolerant control for networked control systems
(NCSs) is discussed based on Lyapunov stability theory
and Linear Matrix Inequality (LMI). The sufficient
conditions possessing robust integrity against actuator
failures are given by adopting memory state feedback
control law, which can meet a cost function for
closed-loop networked control systems, and the robust
fault-tolerant controller is designed .At last, the
numerical example is given, which can demonstrate the
effectiveness and feasibility of the proposed approach.

Index Terms — guaranteed cost control, robust
fault-tolerant control, networked control systems, LMI

I. INTRODUCTION

With the development of the technology about
computer and network, the reduction of the cost of
hardware and software, the structure of control
systems trend towards the networked, open and
intelligent direction gradually. The feedback control
systems wherein the control loops are closed through
a real-time network called networked control systems
(NCSs) ™. The outstanding feature of the NCSs is the
character of sharing resources among the control
nodes, which it compared with the traditional control
system has more advantages, such as remote
operation and easy controlling, fault diagnosis, and
simple installation and maintenance and so on!?!,
However, the issues such as the time delay, packet
dropout, congestion, which exist in the NCSs, bring
new challenge to the conventional control theory, so
the analysis and synthesis of NCSs is necessary to
explore take into account a balance between control
performance and network services new ways of
performance.

Networked control systems have been widely
used in aerospace, large-scale transport, production
and processing of complicated control systems !, and
such systems require the higher security and
reliability and therefore the NCSs which has a fault
tolerant ability performance indicators is no longer a
system of additional requirements, which have begun
to attract a high degree of attention in academic circle
51 Reference ! was a class of random time delay of
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networked control systems with Markov modeling for
the delay characteristics of the discrete jump linear
systems, and studied the problem of random time
delay for NCSs against actuator failure with hopping
theory and the idea of fault tolerant control.
Reference ! studied the robust fault-tolerant control
for the uncertrain NCSs based on the Lyapunov
stability theory, and gave the sufficient conditions of
robust fault-tolerant control for the NCSs against
actuator or sensor failure, Reference " studied the
problem of guaranteed cost fault-tolerant control for
uncertain networked control systems based on the
CAN bus protocol by adopting the state feedback
control law, but it didn’t consider the system
components failures. Reference ™'studied the
problem of robust fault-tolerant control for the NCSs
whether exist uncertainty disturbance, and the
sufficient conditions for closed-loop NCSs possessing
robust integrity against sensor or actuator failures are
given, but the higher performance requirement of
NCSs against sensor or actuator failures isn’t
considered .

In this paper, aiming at uncertain networked
control systems, the sufficient conditions which can
meet a cost function for closed-loop networked
control systems possessing robust integrity against
actuator failures are given based on Lyapunov
stability theory and Linear Matrix Inequality by
adopting memory state feedback control law, and the
robust fault-tolerant controller is designed. Finally,
the numerical example is given to demonstrate the
effectiveness and feasibility of the proposed
approach.

Il. SYSTEM STATEMENT

A. Networked Time-delay

As the bandwidth is limited in the NCSs and there
are lots of information sources, these make delay
appear in data transmission inevitably. Delay in the
NCSs consists of: Time delay for data transmission

between the plant and controller( 7, );Time delay in

controllers (7, );Time delay for command transmission



between the plant and controller(7,, 7 ); Time delay from
receiving command to executive command for the
plant( 7,,7, );In order to facilitate the analysis of

time-delay, assuming that the controller and actuator are
event-driven, the sensor are time-driven .We set that
the sampling period is h, The distribution of delay in
networked control systems is shown in Fig.1.
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Fig. 1The distribution of delay in

networked control systems

Networked control systems as a result of the
above-mentioned time delay , therefore the controller

sends the executive order at 7 .We assume that
T - 7,+7,+7,+7,, and the controller sends the

executive order atkh + 7, which is good to eliminate
the effect of the uncertainty of 7, ~ 7, ,the uncertainty

of 7. and7, are still unknown at present. But the

asynchronism between the controller and the
controlled plant is introduced into the NCSs at the
same time.

B. The mathematical Statement of the NCSs

Consider the following controlled plant with
parameter uncertainty:

x=(A+AA)Xx+ (B +AB)u O
z=Cx

Where: X € R" ,u € R™, z € R are the state, the
control input, the uncertain disturbance and the
system output respectively; A,B,C are real constant

matrices with appropriate dimension, AA, AB are
uncertain matrices of system parameters.

According to the reference ¥ and considering the
above mentioned network delay,
between the controller and the controlled plant, we
have the discretization state Eq:
x(k+1)=(A +2AA )x(k)+(B, +AB, )u(k)

+(B,+AB)u(k-1)
z(k)=cCx(k)
Where: x(k) € R",u(k) e R™ , A, B, , B,and C are
matrices with appropriate dimension, aA,AB and AB,

are matrices with appropriate dimension determined by
parameter uncertainty and time delay uncertainty.

asynchronism

)
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Assuming parameter uncertainty is norm-bounded,
and according to the construction of AA,AB,AB,,

RnxmlG c Rnxm

2

there existE e R™, G, e R"", G, e
and F e R™ is an unknown and time-varying real
value matrix function with Lebesgue measurable
elements satisfying F'F < | , we have:

[AA ,AB,,AB | =EF[G,,G,,G,] (3)

Considering the control delay in the NCSs, and
assuming (A,,B.),i=0,1can be controlled, we
adopt memory state feedback control law:
u(k)=Kx(k-7) @

Then the closed-loop control system is described
as:

x(k+1) =(A +24 ) x(k)+(B, +AB, ) Kx(k—7)

®)
+(B +2B ) x(k—-7-1)

Where:
assumption of the delay 7 satisfying0 <z <I,7,l are
positive integers.

C. The Object of Fault-tolerant Control in NCSs

Considering possible actuator failure faults, we can
introduce a switch matrix L, and lay the matrix L
between input matrix and feedback gain matrix, the
form as follows:

L =diag (1,1,,---1 )

| 1
L 0, the ith actuator failure

LeQ, where Q isa setwhich consists of all
possible actuator failure faults switch matrix L
which elements take 0 or 1 any various combinations
of the collection of diagonal matrices.

The networked closed-loop fault system (NCFS)
becomes:

X(k+1) =(A +24 ) x(k)+(B, +AB, ) LKx(k—7)
+(B +AB ) LKx(k—7-1)

the ith actuator normal
Where:

(6)

=Ax(k)+Bx(k—7)+Bx(k-7-1)
Where:
A=A +AA, B =(B, +AB )LK, B =(B +AB)LK
Assuming the objective function of system is:

3 ZZ[XT (K)Rx(K)+u" (K)Ru (k)]
:ZXT(k,r)RX(kJ)

Where:
X" (k,7) =[xT (k),x" (k=7),x" (k —r—l)]

R = diag {R,K'R,K,0}

(™)



The object of guaranteed cost fault-tolerant control
for NCSs with uncertainty against actuator failures is
to find state feedback matrix K, the NCSs system is
guaranteed cost asymptotically stable with Le Q
where Q is a set which consists of all possible
actuator failure faults switch matrix L.

IHI.MAIN RESULTS

Given three matrixZ, Z,and Z, by Lemma [14], if
there exitZ +e' 2,Z2;+e2,2,<0,3 >0, if and

onlyifZ +ZAZ,+Z,AZ] <0, where VA A <1.
Lemma 1 Considering any possible actuator
failures L€Q | matrix K and positive definite

symmetric P,S andT , make matrix inequality

1, A'PB, A'PB
B/PA II, B/ PB |<0 (8)
B/PA B'PB,  TI,

For an acceptable uncertainty are established. Fault
closed-loop system (6) is asymptotically stable under
the conditions of satisfying certain performance indicator

(7), and the state feedback u(k)=Kx(k-7)is a

guaranteed cost fault-tolerant control law of the
system.

I,=A"PA-P+S+R, I1, =B'PB -T
Where: o

I,=B/PB,-S+T +K'RK,
Demonstrate:
Considering the Lyapunov function of system (6) is:

V(k):xT(k)Px(k)+inlle(k—i)Sx(k—i)

+x (k-7-1)Tx(k-7-1)
Where P,S,T is positive definite symmetric
matrix, the difference of Lyapunov function along the

system (6) is:

AV (k) =V (k+1)-V (k) =x" (k+1)Px(k +1)
+Zr:xT (k+1-i)Sx(k+1-1)
+x (k—7)Tx(k-7)=x"(k)Px(k)
_ZXT (k-i)x (ki)

~x"(k-7-1)Tx(k -7 -1)
=x" (k+1)Px(k+1)—x" (k)Px(k)
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X (K) SX(K) X (k—7) (k)

+X (k=7)TX(k—7)—X" (k—7-1) TX(k—7-1)

(D
Substituting the expression

x(k+1) = Ax(k)+Bx(k-7)+Bx(k-7-1)into
(9) ,we obtain:

x(k)
[xT(k), x (k-7) xT(k—r—l)](a x(k-1)

X(k -7 —l)
(10
I, - R, A"PB, A"PB,
Where ®=| B/PA TI,-K'RK B, PB,
B/PA B/ PB, I,

According to Theorem 1, we obtain by combining
inequality (8) with formula (10):

R 0 0|]| M APB APB
©+ 0 K'RK 0|=[B'PA II, B'PB |<0
0 0 0| |BPA BPB I

Thatis AV (k)+x" (k,z)Rx(k,7)<0
Because of

AV (k) <=x" (k,7)Rx(k,7) <=4, (R)||x(k,7)| (11>
According to the Lyapunov stability theory, the

closed-loop system (6) is asymptotically stable.

Further transforming (11) ,we have:

—AV (k) > x" (k,7)Rx(k,7) (12
Accumulating k of formula (12) at both ends,

where k isfromOto oo, thereis:

J<x'(0) PX(O)JFZ:XT (=i)Px(-i)

+x (-t -1)Tx(-r-1)
Therefore, u(k)=Kx(k—-7)is a guaranteed cost

fault-tolerant control law of the system (6), the proof
is completed.

In order to facilitate the solution of the above
matrix inequality and controller design, the following
further processing will convert non-linear matrix
inequality into linear matrix inequality, the formula (8)
of theorem 1 is equivalent to the next formula:

AT

B/ |P[A B B]

B!
- (13
-P+S+R 0 0

+ 0 -S+T+K'RK 0 (<0
| 0 0 -T



Schur lemma can be completed by formula (13) is
equivalent to formula (14):

P A B, B,
A" —P+S+R 0 0
_. . <0 14
B, 0 ~S+T+K'RK 0
B’ 0 0 -T

Substituting the expression A, B, B, M, AB, AB
to (14) , we have formula (15):

-p* A B,LK B,LK
A -P+S+R 0 0
(B,LK)' 0 ~S+T+K'RK 0
| (BLK)' 0 0 -T |
+EFG +(EFG)' <0
(15

Where: E=[E" 0 0 0]
G=[0 G, GLK G,LK]

Available by the lemma: the existence of formula
(15) is equivalent to formula (16):

P A B,LK BLK
A -P+S+R 0 0
(BLK)' 0 ~S+T+K'RK 0 | (16)
| (BLK)' 0 0 T
+eEE +€'G'G<0

Pre-and post-multiplying (16) by diag{l, X, X, X},
We obtain (17)

X+eEE AX BLY BLY |

(Abx)T -x1+5+xTF;X+r Q Q © an
(BY) <(GY)GX Q Q

L (BY)  €'(G)ex Q o
Where:

[=e' XGG,X,H =e" X (GLK)" (GLK)X

Q, =" (G,X) (GLY), Q, =" (G,X) (G,LY)
Q,=-S+T+Y'RY +H, Q,=c*(GLY) (G,LY)
Q€' (GLY) (GLY), O, =-T+(G,LY) (G,LY)

X =P Y=KX, S$=X"SX, T =XTX
Applying lemma 1 again, we have (18):
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[ o =By o 0 0

d xQ o 9 X 0

By o Q (v o ¥ | = (@8
0 g G el 0 0
0 X 0 0o R o0

| 0 0 Y 0 0 Rl |

Where:

Q, =-X+eEE",Q, =(AX +B,LY),Q, =(G,X +G,LY)

Lemma 2 : Considering any possible actuator
failures L € Q| if the existence of positive definite
symmetric matrix X,T,Sand the matrixY , and
positive constant€ to make the networked closed
fault system with uncertainty(6) satisfy the linear
matrix inequalities (18), u(k)=Kxk-7) is a
guaranteed cost control law of the system, and the
controller can be obtained by K =YX ™.

IV. MATHEMATICAL SIMULATION

Considering the networked control system (6),

where:
036 0.32 015 025 0 05
A= B, = C=
023 020 0.16 0.06 02 04
015 O sin(0.01t) 0
E = F =
0 0.15 0 €0s(0.01t)

015 03 025 02 10
G,= G = R =
02 015 04 025 0 1

0.1 0.15 0.12 0.20
R,=01G, = B, =
02 0.25 015 0
Setting memory state feedback delay 7 with the
upper bound | = 2, and the state of the initial value is:

x(0)=x(-1)=x(-2)=x(-3)=(0.1 0.1)
In cases of actuator normal and possible failures,
the switch matrices L, = diag (1,1), L, = diag (0,1)

and L, = diag(1,0) indicate actuator normal and

actuator 1,2failure, respectively.
We can introduce memory state feedback control

lawu (k)= Kx(k —7) into the NCSs. According to

the formula (8) of lemma 2 and takinge=1, we can
obtain by solving linear matrix inequalities:

04243 —0.1185) . (01139 0045
:(—0.1185 o.4194j :(4).0455 o.1231j
. (00567 —0.0226 00401 00202
:[—0.0226 0.0614} =(—0.0312 —0.0324}

Finally, we have a state feedback control law:

( 0.0815 —0.0466)
u(k) = X(k —17)

—0.1033 -0.1064



Performance function J < 0.0629

When 7 =1,in the cases of L, L L, indicating
actuator normal and actuator failure, zero-input
response of state x , X, are showninFig.2:
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a. Zero-input response of state X,
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Time(s)
b.  Zero-input response of state x,

Fig.2. Zero-input response of actuator normal and
actuator failure

When 7 =2 inthecasesofL ,L,,L, indicating
actuator normal and actuator failure, zero-input
response of state x , x,are shown inFig.3:

1-actuator normal E
2-actuator 1 failure
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a. Zero-input response of state x

1-actuator normal E
2-actuator 1 failure
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Fig.3. Zero-input response of actuator normal and
actuator failure

By the simulation results, the presented method
makes the networked control system with uncertainty
against actuator failures possess good control
performance by adopting memory state feedback
control law.

V. CONCLUSION

Based on Lyapunove stability theory and linear
matrix inequality (LMI), the problem of guaranteed
cost control for the NCSs with uncertain disturbance
is investigated in this paper. According to lemma 2,
the networked control systems with parameter
uncertainty against actuator failures, we can obtain
robust fault-tolerant controller guaranteeing certain
performance indicators by solving the linear matrix
inequalities directly. The advantage of the presented
method is that solving simple and no need to adjust
other parameters. The mathematical simulation
further demonstrates effectiveness and feasibility of

the proposed approach.
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