
41 

Secure Fragile Watermarking Algorithm with 
Side Information 

Ying Zhang , Jun Xiao , Ying Wang , and Yan.dd  
College of Computing & Communication Engineering, Graduate University of Chinese Academy of Sciences 

 Beijing, 100049, China 
Email: zhangying207@mails.gucas.ac.cn ,xiaojun@gucas.ac.cn, ywang@gucas.ac.cn, yanddenator@gmail.com 

 
 

Abstract—Security is an important performance of 
watermarking system. In this paper, the idea of side 
information is introduced into the security domain of 
watermarking system, and a secure fragile digital 
watermarking algorithm with side information is proposed 
associating with the idea of cryptography. In the proposed 
algorithm, the original image is segmented into blocks and 
the watermark is segmented into subsections, and then the 
current subsection of watermark is preprocessed by using 
the former subsection of watermark as side information. 
The embedding position of each subsection of watermark is 
also chosen by using the position of the former subsection of 
watermark as side information. Each part of watermark 
and embedding position is good associated, so good security 
of the proposed watermarking system can be obtained. 
Experimental results show that the  proposed algorithm can 
improve the security of watermarking system effectually. 
 
Index Terms—fragile watermark; security; side information; 
cryptology; 
 

I.  INTRODUCTION 

With the development of computer and network, 
digital watermark is becoming widely used, and as an 
important factor, watermarking security worth more 
research [1, 2]. 

There have been great achievements for watermarking 
security [3-9], most of which applying cryptography and 
can be attributed to two categories: one is encrypting the 
embedding place [3, 4], and the other is encrypting the 
watermark [5-9]. In the year 2002, Weiwei and others 
brought up a typical method based on chaos theory [3], 
the method can resist the exhaustive attack by encrypting 
the embedding place. But the embedding positions are 
selected randomly in this method, when the selected 
positions are the high significant bits, the image will be 
affected highly. 

Encrypting the watermark can also be classified to two 
categories, one is using image scrambling [5, 6], and the 
other is using cryptography [7-9]. The initial watermark 
is encrypted and embedded by using the classical 
numeration of the image scrambling, e.g. Arnold, Hilbert, 
Fibonacci and Fibonacci-Q. So, the initial watermark still 
can not be seen by the attacker when the carrier is 
attacked. But the image scrambling still has hidden 
trouble, when attacked, the encrypted watermark is 
extracted and may lead to the initial watermark be 
resumed finally. The cryptography is mostly used in text 
watermark. The text watermark is encrypted by using 

cryptographic algorithm and embedded. The method has 
the same defect as the image scrambling. 

Today, side information is seldom used in the 
researches of watermarking security. In 1999, Cox and 
others considered watermark as communications with 
side information [10]. Now, the advantages of 
watermarking system with side information are accepted 
by more and more people. But there is still no any report 
on enhancing the watermarking security by using side 
information. 

Side information will be used for enhancing the 
watermarking security in this paper, and a new algorithm 
is proposed, the relationship between watermark and the 
carrier will be made full use of when the watermark is 
preprocessed or the embedding position is selected. 

The realization of the algorithm will be explained in 
the second part of this paper, including the embedding 
and extracting procedure. The algorithm will be tested 
and the conclusion will be given in the third part of this 
paper. 

II.  SECURITY WATERMARKING ALGORITHM BASED ON 
SIDE INFORMATION 

To make full use of the idea of side information, the 
relationship between the watermark and its carrier is 
considered as side information. The watermarking 
security is improved in two ways, i.e. the embedding 
position and the watermark. The embedding place is 
selected by using Hill Cipher’s idea. And the watermark 
is preprocessed by using XOR algorithm. The two ways 
are connected to improve the watermarking security. The 
Fig.1 shows the embedding and extracting procedure. 

A.. Embedding procedure 
As shown in the Fig.1, the embedding procedure can 

be divided into four steps. 
Step 1: Segment the original image into blocks. 

Suppose the cover image 0C  is a gray image with size of  

×M N  pixels and is segmented into blocks with 

0 0×M N  pixels. In order to unify the modular arithmetic 
of coordinate, we need to make sure that 

0 0

M N
M N
⎡ ⎤ ⎡ ⎤
⎢ ⎥ ⎢ ⎥
⎢ ⎥ ⎢ ⎥

＝ , ⎡ ⎤⎢ ⎥  stands for floor. And we use 

( )0 , ,C k i j  stands for the pixel of ( ),i j  in block k. Let 
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0 0

M NP
M N
⎡ ⎤ ⎡ ⎤

= ⎢ ⎥ ⎢ ⎥
⎢ ⎥ ⎢ ⎥

＝ , and the position of block is 

expressed in the form of two-dimensional ( ),x y , such 

as ( )1,1  stands for ( )0 1,:,:C , ( )1, 2  stands 

for ( )0 2,:,:C , L , ( )0 1 ,:,:C P+ , ( )P P，  stands for 

( )0 × ,:,:C P P .  
Step 2: Watermarking preprocess with side 

information. Watermark m is segmented into subsections 

1 La aL , and the size of each subsection is 0 0×M N . 
The previous watermarking subsection is considered as 
side information, and the current watermarking 
subsection is treated according to XOR algorithm by 
using the side information, then the watermark 
subsections 1 Lb bL  are got, as in (1). 

1 1

2

1

     

L L L

b a
b

a a −

=⎧
⎪ ⊕⎪
⎨
⎪
⎪ = ⊕⎩

M

2 1=a a

b

                        （1） 

Step 3: Calculate the embedding position of watermark 
with side information. Before embedded, the image is 
considered as side information and the embedding 
position is calculated according to the mathematical 
thought of Hill Cipher algorithm by using the side 
information.  

Particular way is: The next embedding position is 
calculated by multiplying key matrix by the current 
embedding position, as the function ( , )F x y  shown in 
(2). 

( ) ( )( , ) : ', ' , modT Ta b
F x y x y x y P

c d
⎛ ⎞

=⎜ ⎟
⎝ ⎠

     （2） 

a b
c d
⎛ ⎞
⎜ ⎟
⎝ ⎠

 stands for key matrix, P  is got from step 1, 

( )', ' Tx y  and ( ), Tx y  stands for the position got in step 

1. In counting, the initial position ( ),x y  stands for 

current position, ( )', 'x y  stands for the next position 
got from the current position according to (2). Then the 
position calculation is continued by considering ( )', 'x y  
as current position.  

It is worth noting that to avoid the position collision, 
the initial position should be changed after being 
calculated for a set number of times, and then the position 
calculation is continued with the new initial position until 
all the embedding positions are got. Moreover, suppose 
the ( )', 'x y  is the calculated position, then we use 

( )' 1, ' 1x y+ +  as the embedding position, because the 
Equation (2) is modular arithmetic and the initial position 
of block is ( )1,1  

Step 4: Watermark Embedding. In the algorithm, one 
bit of the watermark subsection is embedded in one pixel 
of image block by using the least significant bit algorithm. 
After finishing the watermark embedding, we need also 
embed the encrypted key matrix and last position into the 
specified block, and the storage format is shown in Fig.2 
and Fig.3. ik  stands for the digit of the binary 

representation of i , 0n  stands for the number of last 
position. The encrypted key matrix and last position can 
also be used to realize the user authentication. 

 

 

Figure 1. Algorithm diagram 
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Figure 2. The storage format of the key matrix 
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Figure 3. The storage format of the last position 

 
 

Figure 4. Original image

 
 
 
 

   Figure 5. watermark 

From the embedding procedure, we can see that the 
idea of cryptograph is blended into the watermark 
algorithm, and the side information is also used to ensure 
the watermarking security. 

B.  Extracting procedure  
According to the Fig.1, the extracting procedure of the 

new algorithm is the inverse of the embedding procedure. 
The extracting procedure can be described as the 
following three steps. 

Step 1: Extract the key matrix and the last position. We 
segment the received image into blocks like the step 1 of 
embedding procedure, and extract the key matrix and last 
position from the specified block first. Then we calculate 

the modular inverse matrix 
' '
' '

a b
c d
⎛ ⎞
⎜ ⎟
⎝ ⎠

 according to (3). 

' ' 1 0
mod

' ' 0 1
a b a b

P
c d c d
⎛ ⎞⎛ ⎞ ⎛ ⎞

=⎜ ⎟⎜ ⎟ ⎜ ⎟
⎝ ⎠⎝ ⎠ ⎝ ⎠

           （3） 

Step 2: Calculate the embedding position. We calculate 
the preceding position according to the function 

'( , )F x y  in (4) by using the modular inverse matrix of 
the key matrix and the last position, and extract the 
embedding information 1 ' 'Lb bL  by using LSB 
algorithm. 

( )

( )

( )

( )

' '
'( , ) : ', ' mod

' '

' '
, mod

' '

1 0
, mod

0 1

,

T

T

T

T

a b
F x y x y P

c d

a b a b
x y P

c d c d

x y P

x y

⎛ ⎞
⎜ ⎟
⎝ ⎠

⎛ ⎞⎛ ⎞
= ⎜ ⎟⎜ ⎟
⎝ ⎠⎝ ⎠
⎛ ⎞

= ⎜ ⎟
⎝ ⎠

=

           （4） 

Step 3: Resume the watermark. The initial watermark 
subsections 1 ' 'La aL  is resumed from 1 ' 'Lb bL  
extracted in the step 2 according to (5). 

( ) 1 1

1 2 1 1 2 2

2 3 2 2 3 3

1

' , : ' '
' ' ' ' ' '
' ' ' ' '

            
' ' 'L L L

G x y b a
a b a a a a
a b a a a a

a b a−

=

⊕ = ⊕ ⊕ =
⊕ = ⊕ ⊕ =

⊕ =
M

                 （5） 

From the embedding and extracting procedure, we can 
see that the watermarking security is improved by using 
side information, even though attackers can obtain some 
watermark subsections, they can’t get any useful 
information. And after attacked, some watermark 
subsections will be destroyed, as a result, watermark will 
be destroyed because of the XOR process. 

III.  EXPERIMENTAL RESULTS 

To verify the security of the new algorithm, we use the 
new algorithm and the traditional LSB algorithm to test 
many images and obtain the same result. Due to space 
constraints, here we only use the lena image with size of 
256*256 shown in Fig.4 and the watermark image with 
size of 64*64 shown in Fig.5, and segment the lena image 
into blocks with size of 8*8 as example to show the 
experimental result, as shown in TABLE I. 

We can see from the test result given in TABLE I, 
when the image is attacked by shearing, most of the 
watermark is intact by using LSB algorithm. Yet by using 
the new algorithm, the watermark will be destroyed 
seriously because of the XOR process. And when the 
image is attacked by scaling, average of four fields and 
window median filter, the watermark extracted by using 
LSB algorithm can be recognized. By contrast, the 
watermark extracted by using the new algorithm can’t be 
made out because of the XOR process. When the image is 
attacked by exhaustive attack, the watermark will be 
extracted integrality by using LSB algorithm, but the 
watermark won’t be extracted integrality because of the 
embedding position calculation by using the new 
algorithm. 

Moreover, when the image is attacked by JPEG 
compression and Gaussian noise, due to the fragility of 
the new algorithm, the digit information shown in Fig.2 
and Fig.3 will be destroyed, and then the algorithm will 
exit and the watermark can’t be extracted. 

We can see that the new algorithm is more fragile than 
the traditional LSB algorithm. When the watermark 
embedded by using the new algorithm is attacked, 
because of the side information is fully used in the new 
algorithm, the watermark extracted can’t be recognized. 
And if the key matrix or the last position in the specified 
block is destroyed, the new algorithm will exit. So the 
new algorithm has high security.  
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IV. CONCLUSION 

A new algorithm with the idea of cryptograph is 
proposed in this paper. In the new algorithm, the image 
is segmented into blocks, and watermark is segmented 
into subsections, then the subsection has been embedded 
is considered as side information. The embedding 
position and the watermark are encrypted by using 
different methods, and side information is used to 
improve the watermarking security. 

It is shown in the experiment that the new algorithm 
has good fragility and high security. The side 
information is fully used in the new algorithm to 
interconnect each part of watermark, so that if you want 
to get right watermark you must obtain all right parts of 
watermark. 
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TABLE I.  COMPARISON BETWEEN THE NEW ALGORITHM 
AND THE LSB 

Attack type New 

algorithm 

LSB 

algorithm 

Shearing 

  

Double the size 

of image 

  
Reduce the size 

of image by a 

quarter   
Average of four 

fields 

  
Window median 

filter 

  
Exhaustive 

attack 

  




