


Figure 5. Network throughput from server to a mesh access node 
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the network throughput between sever and node 1, 4 

and 5) and node 2. Figure 6 shows the number of 

retransmission each node experiences. We see that node 2 

has a large number of retransmission which is due to 

existence of error-prone links in this case (network 

congestion is not the cause in this scenario) and as a 

result the network throughput varies drastically from 

other nodes. Based on our measurements, server and node 

2 are communicating over the network by sending a large 

number of small packets (about 42% of total packets) as 

RSRB messages (Remote Source Route Bridging) 

creating overhead [4].  

Table 1- Delay over the network 

 Server Node 1 Node 2 Node 3 Node 4 Node 5 Gateway 

Processing Bottleneck No 
Bottleneck 

Potential 
Bottleneck

No 
Bottleneck 

No 
Bottleneck 

No 
Bottleneck 

No 
Bottleneck 

Table 2- Network diagnosis for bottlenecks and potential bottlenecks 

 Server <-> 
Node 2 

Server <-> 
Node 1 

Server <-> 
Node 3 

Server <-> 
Node 4 

Server <-> 
Node 5 

Protocol 
Overhead

Bottleneck Bottleneck Bottleneck Bottleneck Bottleneck

Chattiness Bottleneck Bottleneck No 
Bottleneck 

No
Bottleneck 

No 
Bottleneck 

Retransmissions Bottleneck Potential 
Bottleneck

Bottleneck Bottleneck Bottleneck

Out of Sequence 
Packets

No 
Bottleneck 

No 
Bottleneck 

No 
Bottleneck 

No
Bottleneck 

No 
Bottleneck 

TCP Windowing 
(A  B)

No 
Bottleneck 

No 
Bottleneck 

No 
Bottleneck 

No
Bottleneck 

No 
Bottleneck 

TCP Windowing 
(A  B)

No 
Bottleneck 

No 
Bottleneck 

No 
Bottleneck 

No
Bottleneck 

No 
Bottleneck 

TCP Nagle’s 
Algorithm

No 
Bottleneck 

No 
Bottleneck 

No 
Bottleneck 

No
Bottleneck 

No 
Bottleneck 

In disaster scenarios where responders communicate 

different types of data, video, digital maps and voice over 

the same network, different types of services should be 

defined to meet each application needs specifically. 

Finally Figure 7 shows the total amount of application 

and network data exchanged between server and mesh 

nodes. The network behaved differently between server 

and node 2 because of an error-prone link which was 
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verified by the signal strength measured during the drill.          

Our goal is to extend this research to identify the main 

cause of this particular behavior and reduce the number 

of retransmission to reduce the occurrence of bottlenecks 

in the network. Additionally in future network studies we 

will enhance the network performance to transfer voice 

and data (video for example) with the best possible 

Quality of Service (QoS). Since in this particular 

application protocol overhead is a main source of 

bottleneck, network resources can be utilized by sending 

fewer larger application messages. Detailed study of Ad 

hoc performance measurement is crucial as it provides 

the test bed to experiment different topologies at different 

locations, for a variety of scenarios for an efficient 

network performance. 

In voice applications over IP, voice is transmitted as 

packets over the Internet instead of bits over regular 

copper telephone wires. This application is very delay 

sensitive; therefore, QoS is important. Deploying VoIP 

over the mesh network provides local connectivity, 

enabling people at the disaster site to communicate with 

each other even without access to the Internet. When 

voice is transmitted over IP in a network with large 

packets, it would experience a larger delay which is not 

acceptable. Therefore, it becomes necessary to prioritize 

transmission of voice over data to reduce queuing delay. 

In disaster scenarios where responders communicate 

different types of data, video, digital maps, and voice 

over the same network, different types of services should 

be defined to meet each application needs specifically. In 

such scenarios, users sending voice are running a delay 

sensitive application which should be granted a Constant 

Bit Rate (CBR) service with a certain amount of 

bandwidth guaranteed at all time for that particular user 

while limiting the total number of users at any given time. 

Because of the QoS requirements of voice data, this type 

of traffic service prioritizes voice users over data users 

sending different types of data over the same network. 

Clearly the voice users are guaranteed with a minimum 

amount of bandwidth at all times; therefore data users 

may experience a longer delay depending on the amount 

of CBR traffic over the network. In this case, data users 

are provided by Available Bit Rate (ABR) service which 

means the available bandwidth is divided among the 

users, and there will not be any limits on the number of 

users in the network. Consequently the response time and 

end-to-end delay for data users are increased as they are 

left with a portion of bandwidth. 

VII. SECURITY AND PRIVACY ISSUES  

In an emergency application all different organizations 

communicate over the same network at some point in 

time. A secure communication is necessary for future 

communication networks to ensure that each organization 

receives only the data that is meant for them. In 

emergency scenarios with medical applications [11], 

patients’ medical data can be accessed only by the 

medical team as part of personal privacy requirements 

established by HIPPA. It is very important to keep 

classified information away from mass media, which are 

always present at a disaster site. Cellular phones location 

detection might play a crucial role in life threatening 

emergency scenarios while in many other scenarios may 

conflict with privacy and the desired anonymous 

communication objectives.  

In many scenarios, data should be encrypted to ensure 

that the right information reaches only the right people. 

Each data object has to be encrypted for the designated 

recipients so that only they are able to decrypt the 

message and access the information. There are several 

group communication protocols in traditional security 

systems addressing this type of security. In the 

applications with urgent need to access an operational 

infrastructure immediately, a feature should be 

implemented in the network enabling operators to turn 

encryption on or off. Depending on the special 

requirements of an application, an authenticating 

mechanism should ensure that only the right people 

access the information. Designing an appropriate 

authentication mechanism to provide secure 

communication over future hybrid networks is a 

demanding task considering the dynamic nature of the 

network. There has been a lot of research in identification 

mechanisms for Ad hoc networks [9].  

Message integrity is another key feature that needs to 

be provisioned within the system. Furthermore, if in some 

scenarios the general public is providing the response 

organizations with potentially critical information, there 

should be ways to verify the accuracy of information and 

find out if it is trustworthy. Some existing group 

communication protocols have been briefly discussed in 

[10]. It is important to keep the size of such messages 

reasonable, as the number of people sharing the same 

information is increased. It is important in a group 

communication protocol to keep the changes transparent; 

therefore, when a user leaves or joins the group, this 

should be seamless to the other people sharing the same 

information to facilitate the well-known key distribution 

and key management problems in group communication. 

These are all real concerns that are becoming more of an 

issue as the communication technology evolves. 

VIII. CONCLUSION  

Designing a robust communications infrastructure for 

emergency applications is a demanding effort. It should 

allow for reliable communication among different 

response organizations over a distributed command and 

control infrastructure. Additionally, it should facilitate the 

distribution of warning and alert messages to a large 

number of users in a heterogeneous environment. The 

new communication technology should be cost efficient 

with minimum training requirements to effectively 

operate the system to allow wide deployment. We 

addressed the problem of interoperability by deploying 

wireless Ad hoc mesh networking nodes with multiple 

interfaces to facilitate collaboration amongst different 

systems in a heterogeneous environment [1]. The power 

dependency as the cause of many tower failures has been 
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addressed by using battery operated wireless access nodes 

for emergency applications and planning a back-up power 

supply. 

   The important role of social artifacts and tradition 

has been mentioned in developing and deploying new 

technologies. Devices using new technologies are not as 

convenient and widely used as regular ones. However an 

established alternative plan for emergency 

communications will help to speed up rescue and 

recovery efforts considerably and make a more efficient 

use of network resources. For example the use of VoIP 

handsets needs to be encouraged although they may not 

have the high quality of voice over landline handsets and 

cellular phones. Traffic management is achieved by 

prioritizing voice over data traffic to meet time-sensitivity 

requirements of voice applications.  

We have presented measurements obtained over the 

real mesh test bed deployed on campus which is a 

valuable analysis tool to improve network survivability in 

emergency situations. In this paper we have explored and 

evaluated the network performance based on the real test 

bed measurements to identify vulnerabilities of the 

system off-line and to develop what-if scenarios to 

improve network survivability for disaster scenarios. We 

noticed that in this particular application, we should send 

fewer large packets to prevent bottlenecks across the 

network. By reducing the overhead caused by exchanging 

too many small control packets the network performance 

and application response time will be improved. 
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