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Abstract— Service Oriented Architectures with underlying
technologies like web services and web services orchestration
have opened the door to a wide range of novel application
scenarios, especially in the context of inter-organizational
cooperation. One of the remaining obstacles for a wide-

this decentralized management has increased the exposure
of enterprise applications and requires a thorough inves-
tigation of their security implications. Access controdan
privacy issues are always of major concern to distributed

spread use of these techniques is security. Companies and applications.

organizations open their systems and core business processes

to partners only if a high level of trust can be guaranteed.
The emergence of web services security standards provides
a valuable and effective paradigm for addressing the se-
curity issues arising in the context of inter-organizational
cooperation. The low level of abstraction of these standards
is, however, still an unresolved issue which makes them
inaccessible to the domain expert and remains a major
obstacle when aligning security objectives with the customer
needs. Their complexity makes implementation easily prone
of error. The SECTET — a model-driven security engineering
framework for B2B-workflows — facilitates the design and
implementation of secure inter-organizational workflows.
This contribution has three objectives. First we present a
high-level domain specific language — called EECTET-PL.
Being part of the SECTET-framework, SECTET-PL is a pol-
icy language influenced by Object Constraint Language and
interpreted in the context of UML models. We then detail the
Meta Object Facility based metamodels for the integration
of business requirements with the security requirements.
Finally, using Model Driven Architecture paradigm, we
describe the transformation of high-level security models
to low-level web services standard artefacts with the help of
Eclipse Modelling Framework and OpenArchitecture\Ware.

Index Terms—Domain Specific Language, Model Driven
Architecture, Model Driven Engineering, Service Oriented
Architecture

I. INTRODUCTION

Applications built on web service technologies use
plenty of standards like WS-Trust for trust negotiation,
WS-security for the fulfilment of security requirements
like confidentiality and integrity and eXtensbhile Access
Control Markup Language (XACML) for the specification
of access policies to name a few. These open standards
enable the agreement and inter-operability at the technica
level, upon which different proprietary applications can
be built. The low level of abstraction of these standards
is, however, still an unresolved issue which makes them
inaccessible to the domain expert and remains a ma-
jor obstacle when aligning security objectives with the
customer needs. Their complexity makes implementation
easily prone of error. Further, these web services security
standards have a distingtter-operability orientedfocus
— that is, these standards abstract the heterogeneity of
the underlying middleware platforms only rather than the
design intent- which is, to model high-level security con-
cepts in application domains. Enormous growth of these
standards is also a vexing problem. The intricate inter-
dependencies among these standards (e.g. dependencies
among XPath, XQuery and XACML etc) require a consid-
erable amount of time in mastering these standards which
could be a daunting task. A pressing need is therefore,
to develop techniques that can abstract the complexities
of the underlying security architectures (based on web

. Service Orignteq Architecture; (SOASs) with u”defly'services security standards).
ing technologies like web services and web services Moreover, in order to provide a satisfying alignment

orchestration have opened the door to a wide range Qfgqyveen the high-level security concepts in application
novel application scenarios, especially in the context ofjomains and its corresponding implementation, all stake-
inter-organizational cooperation. By providing a solotio g ders involved in the realization of the distributed sys-
to interoperability concerns, the advent of web servicesem _ from the domain experts to the software engineers
standards [1] have paved the way for the integration of st have a common understanding of the security
business processes. Due to this flexibility, on the ongequirements, each one at the appropriate level of abstrac-
hand, business partners having common business gog|§n This means that the security concepts should not be
can connect their enterprise applications regardless Qfynfined only either to high-level descriptions or to low-
their platform or technology in use. On the other hand,e,e| implementations. A very strong binding between the
high-level security models and the underlying implemen-
tation is required and only abstraction techniques are not
enough.

Over the years, an important goal of the software
researchers is to develop techniques to model domain con-

This paper is based on “Modeling Permissions in a (U/X)ML \orl
by M. Alam, R. Breu, and M. Hafner, which appeared in the Prdicess
of International Symposium on Frontiers in Availability, IRbility and
Security (FARES), in conjunction with The First Internaté Con-
ference on Availability, Reliability and Security, ARES @®©) 2006
IEEE.
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cepts in terms of their design intent rather than the under- The rest of the paper is structured into two parts: In the
lying implementation environment. Effective complexity first part, section Il presents the conceptual foundatidns o
management techniques play a significantly important roleur framework and the DSL in the context of a case study
in the development of accurate, reliable, and maintainabléfom the health-care domain. In the second part, section
information systems which become increasingly larger]ll elaborates two parts of our domain architecture: the
complex and distributed in nature. In this contépdel- metamodels (section 1lI-A) which serve as a common
Driven Engineering(MDE) is a promising approach 1) syntactical and semantic base and the transformation’s
that treats models as an important artefact during softwareorkflow (section 111-B) through which high-level secu-
development; 2) that precisely envisages the problem antty models are transformed to low-level security artefact
the solution domain at different level of abstractions andSection IV summarizes the related work and finally, in
3) that defines methodologies for each level of abstractiosection V a conclusion is drawn.

and provides techniques to lower the level of abstraction

by defining relationships between the participating mod-

els. The approach of MDE has two pillar aspects. The Il. CONCEPTUAL FOUNDATIONS

aspectDomain Specific LanguagéSL) helps to model

concepts in specific application domains such as online %o generate deliverable products from models. Using the
government, health-care s_ervices etc. Domain_specific IarbSLs, the approach of MDE has made it possible to build
guages .are formallzeq using metamodels_ which arg us§ rger, more accurate, reliable and maintainable software
to describe relationships among concepts in a domain. Tk@/stems. When using MDA standards, one of the possible
aspecfTransformation Engin@nalyzes various aspects of ways for creating a DSL is to base tr’1e definition of the
the models in the problem domain and then synthesizegSL directly on theMeta Obiject Facility(MOF) [6]
implementation artefacts from the models of the probler‘r}JIISO termed as heavyweight extensions. In this way, MOF
domain. provides a common syntactical and semantic base for the
The software design framework from the OMG [2] psL and other conceptual elements in the domain. A
— called Model Driven Architecturg3] — is considered ps|_ can range from something that is very specific such
as an implementation of the MDE [4]. Using the MDA a5 elements of a radar systems to something as broad
framework, the software functionality is modelled with 55 component-based middle ware applications built using
a standard modelling language (UML) asRdatform  pjatforms such as EJB, CCM [7], [8] or web services.
Independent Mode{PII_\/I_) and then transformed to one ' The ECTET project cluster — a (model driven) se-
or morePlatform Specific ModelPSMs) or other PIMS. ¢ty engineering framework — facilitates the design
The MDA paradigm considers models an essential part 0fq implementation of secure inter-organizational work-

the definition of the software rather than a visual aid forfons Based on the SOA paradigm, the objective of the
understanding and communication. This makes it the moste~TET-framework is to design and implement inter-

appropriate solution to abstract the complexities of theorganizational workflows in a peer-to-peer environment —
underlying platform while remaining expressive to model; ¢ \yithout central control. Case studies from the domain

complex business scenarios. of health-care, e-government and education gave us the
We specialize the concept of MDE tdodel-Driven  opportunity to the apply the BCTET-framework in real
Security EngineeringMDSE) by providing a framework Jife scenarios [9]-[15]. The framework weaves the ideas
in which security concepts in an application domain areabout MDA, MDE and web services standards together in
modelled using UML and DSLs at the PIM abstractionto an inter-organizational workflow conceptual framework
level and are merged with business requirement modelghat is more than the sum of its parts.
These Security enhanced PIMs are transformed to dif- The framework caters the needs of a broader domain
ferent open standard specifications (PSM) which in turtermed as’Security Critical Inter-organizational work-
configure our component based reference architecture [Sfows Scenarios” All component based application do-
In summary, our contributions include (1) focusing onmains are under the scope dEGTET-framework broader
the security concepts in a domain at the PIM abstractiomlomain. We believe that security concepts like authen-
level and making a clear separation between the securitycation, authorization etc are fundamentally same for
models and the underlying security architectures; (2) prodifferent application domains [16]. For example, the fun-
viding an abstract representation of the underlying secudamental concept for authorization — called Role Based
rity artefacts responsible for the configuration of segurit Access Control (RBAC) [17] is a general security concept
components rather than relying on direct code generaand has been specialized in different application con-
tion; (3) resolving model dependencies while integratingexts. Similarly, £CTET-framework represents a high-
security models with the business requirement modeltevel repository of security concepts which are realized
not only at the model and application level but at thein specific, component based application domains. In this
metamodel level as well and; (4) providing explicit high- sense, the abstract languages defined within EETET-
level transformations for the platform independent DSLframework broader domain are termed as DSLs. Security
and its supporting models to platform specific securityrequirements such as workflow security requirements,
models. access control etc are modelled using DSLs at the design

A significant characteristic of the MDE is the ability
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Workflow View Interface View

level and seamlessly integrated as security patterns in th
business requirements models.

The Trust Managementmodule within the ECTET-
framework — the focus of this paper — deals with the re-
alization of dynamic security requiremehtdhe module
is composed of two major components. The objective of E
the Modelling Componentwithin the Trust Management
module is to make a clear separation of concerns at eac Dﬁ
appropriate level of abstraction and integrate them using
appropriate modelling techniques. At the PIM abstraction
level, the component models domain concepts with a Figure 1. Model Views
UML profile called SECTET-UML. The profile is used t0 544 make it available as a (welervice is termed

model business requirements such as data type and stagg g Service Providerand the Partner with which the
security requirements such as roles and their respectivgyibytes of aService Requestoare clarified is called
hierarchies [17]. In order to model dynamic security an Attribute Authority. AGlobal Workflow specifies the
requirements, BCTET-UML is combined with a DSL - hegsage exchange protocol between the Service Provider
called SECTET-PL. o and the Attribute Authority in a distributed environment.

- SECTET-PL [11], [18], [19] — a predicative language Ty types ofModel Viewsare used to depict the Global

in Object Constraint Language (OCL) style [20] — is\yorkflow (cf. Fig 1). Generally, the sub-models within
tightly integrated with the UML — a de-facto standard yhe workflow Viewdepict the message exchange protocol
for modelling. UML model property check at the PIM penyeen the cooperating partners with a focus on secu-
abstract level is the guiding principle for the design of ity requirements like confidentiality, integrity and non-
SECTET-PL. Due to its restricted semantic scope, thergpydiation. In particular, th&lobal Workflow Model
generation of dynamic security policies from the abstracEGfWM) specifies message exchange between the coop-
SECTET-PL specifications is very intuitive. Using the erating partners and teocal Workflow Model (LAWM)
SECTET-PL predicates, positive and negative permissiongjascribes the application and workflow logic.

can be specified with respect to any UML class diagram. Through thelnterface View each Partner contributes
Due to this 'flexibility, the dynamic security requirements gayices to the outside with a given data type and autho-
specified via ECTET-PL can be transformed to any yization requirements. By specifying a minimum set of
middle-ware, object-oriented security platforfEGTET-  requirements, the Interface View describes every Pasner’

PL has been successfully applied (with some extensiong)apices independent of their usage scenario.
in multiple dynamic security requirement specification

domains such as attribute-based delegation of rights [Zjé SECTET-UML — A UML Profile for Trust Management
and privacy-enhanced access control [15]. At the PSM ab-~ i o
straction level, the Modelling Component defines domain e conceive an application workflow as a network

specific web service security standard metamodels whicAf Partners cooperating in a controlled way by calling
are described in section 1. services and exchanging documents. The Model Views

The Transformation Componentwithin the Trust Man- &€ useq t_o depict a specific application domain scenario
agement module incorporates two transformation patterndy SPecifying the messages each Partner exchanges and
The Model-To-Mode(M2M) pattern deals with the trans- services which every one of them agreed to contribute

formation of high-level access requirement models tdo _the workflow with additional constraints (security re-
low-level XACML policy metamodel using the opera- duirements) [10], [12], [13]. As Trust management is the

tional transformations of theQuery View Transforma- main focus of this paper, we concentrate on the Interface
tions (QVT) [22] — an MDA standard. ThéModel-To-  View only.

Code(M2C) pattern uses the XACML policy metamodel  1aPle 1 shows the stereotypes used to map the model
instances to generate XACML policy files. After the elements o_f the Interface View to their representation in
elucidation of the main definitions of the problem domain,UML (cf. Fig 2,3a,3b).

the following sections endure highlighting th&STET-
UML and the E£CTET-PL with an example from medical
domain.

Role Model
<<role>>
ActorRole1 A
<<role>>
ActorRole2

Interface Model

<<interface>>
WebService

Global
Workflow Model

Local
Workflow Model

External

Partneri Partner2 ‘WS-Port
D« Model

Internal
WS-Port

)

Access Model

EE

context
Webservice:op1(...}

perm[ActorRole1] : cond

Table 1. Model Elements of the Interface View Mapped to UML Stereotypes
UML Model Element UML Stereotype

Package <<interfaceView>>
Package <<interfaceModel>>
Interface <<interface>>
Package <<roleModel>>
Class <<partnerRole>>
Class <<domainRole>>
Package <<documentModel>>
Attribute <<key>>

Class <<d>>

Interface <<external>>
Package <<accessModel>>
A ! < .

Interface View Model Type

Interface View
InterfaceModel
Interface
RoleModel
TechnicalRole
HumanRole
DocumentModel
UniqueAttribute
DistributedEntity
ExternalFunctions
AccessModel

A. Definitions of the problem Domain

EachPartner in an application workflow is conceived
either as éervice Provideior as anAttribute Authority.
In particular, the Partner which possesses the resource

1security requirements like access control, privacy andgadgien of

rights that are dependent on the calling subject profilesessed object
attributes or current system state.
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«documentModel

DataTypeliew
Name
«interface» Disease il + actorbame [+ first ; String
Lt + akey» diseaseld @ String pioy ~ 1 |+ last: String
+name : String + «key» actorld @ String
: gjga:zg‘;ﬂz‘ﬁﬁs ()) + confidential : Boolean + hospitalld : String
d +area : Sring + hopitalName : String -
+ gatCurrentyear () 4 dob : Date <«interface»
g Time
* + B
+ patientDisease + gggqelrmesgg,ng
Q + getSystemTime { )
[ [ [ |
Nurse Patient Physician Administrator
A ysici dmini
+ward : Sfring * + patients | * Insuranceld : String 0.+ +pep |+ specialization : String + administeredward : String
+ specialization : String |—— P + InsuranceMame : String + designation : String
+ examiner 0.* +REENE 1y yarationstatus | Boolean
*
«externals Tj
ExternalFunctions + wardsPationts
+ map )
Figure 2. Sample Document Model
]
«roleMaocel>
oy Roletodel
«interfaceModelbs
Interfaces 1 [ «domainRaolex»
NurseRole
«interfaces I ety Wbty ]
MedicalSystem s - «partnerRoles
«damainRalex» «damainRales pHnspitaI
+ displayPatentRecord ¢ ) Akl RAN <<use>> -------- --1 SurgeonRole [ PhysicianRole
+writePatientRecord () || o inRal
+ makesppointment ¢ ) L <<u ’e'» ----------------------------------------------- «Aodm‘?lnlsole»
= o minkole
+emergencycall (3 [ |« Sl e————
PatientRole
(a) (b)

Figure 3. Sampl€a) Interface Model(b) Role Model

between the partners and for the profiles of the users iface Ext er nal Funct i ons definesexternal functions
the form of a UML class diagram. We talk of documentswhich verify the relationship between the caller of the web
in order to stress that we do not interpret this classervice and particular elements of the Document Model.
diagram in the usual object oriented setting but in theExternal functions will be presented in section II-C.
context of XML schema. Figure 2 shows an example

Document Model of thavedi cal Syst emweb service In the Interface View, the sub-modéiterface Model

defines an abstract set of UML operations the component

foil;]smg only ont tl\r/]le dprlm;:les of trle usters. (?:;n?rﬁ_lassegﬁers to its clients. Figure 3a shows the Interface Model
In the Document Mode! have a stereotyped>>. ThiS ¢ yhe \pdj cal Syst em web service. The data types
stereotype indicates that attribute values in the corre-

. : L . of the parameters in the operations of the web service
sponding ef“'ty can be d|str|b_uted, which means that th interface) are either basic data types or classes in the
corresponding entity (e.g. patient data) can be possess

by some other Partner (or hospital) in the workflow cument Model. Hence, the Document Model provides
Y . P . . 'a data type view not only for the attributes of the callers
Attributes and entities that are not available locally will

be requested by an attribute requesting service from thOf the web services bgt alsq for the dqcuments travelling
corresponding Partner Between the partners in an mter_-organlzanonal workflow.

' The Interface Model together with the Document Model
is used to create a Web Service Description Language
(WSDL) [23] file for describing interfaces to web-facing
components [24].

Some entities in the Document Model contain
an attribute which has a stereotype<key>> e.g.
Physi ci an, Di sease etc. This stereotype indicates
that the corresponding attribute is unique and serves as The sub-modelRole Model (cf. Fig 3b) describes
a primary key for the entity. This key attribute can alsoroles having access to the (web) services and is ex-
be used during navigation to locate a particular objecpressed as a UML class diagram. The Role Model is
of the entity. The clas#ct or generalizes the callers of used in theAccess Modeto aggregate the rights of a
the web service and all actor classes €Qgysi ci an, particular role. In our scenaridiiospi t al represents
Pat i ent etc are specializations &ct or. The Docu- a Partner role (stereotyped<part ner Rol e>>) and
ment Model also contains sonm®ntext functiorclasses all sub roles specific to the domain bbspi t al e.g.
e.g. Ti me. These classes contain query functions whichNur seRol e, Adm nRol e etc are represented domain
give date, time or some domain specific values. The interroles (stereotyped<domai nRol e>>). Hence each role
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TABLE I.
SECTET-PL

Navigation Expressions

Let X be a set of typed variables. The set of typed navigation esfes oveiX is defined as follows.

N1 Eachx € X of type T is an expression of typ€.

N2 If eis a navigation expression of class typeanda is an attribute of typd in classA thene.ais a navigation expression of tyge

N3 If eis a navigation expression of class typeand there is an association between clasand classBas depicted in Figure 4 then
e.roleis a navigation expression of tyfeif the multiplicity a..b = 1..1,Set(B otherwise.

N4  If eis a navigation expression of tyf®et(A) a is an attribute of typd in classA thene.ais a navigation expression of ty[get(T)

N5 If eis a navigation expression of class tyBet(A)and there is an association between clasnd classB as depicted in Figure 4
thene.roleis a navigation expression of tyiet(B)

N6 If eis a navigation expression of tygeand A < B in the class inheritance relation thens a navigation expression of tyf

N7 If f(y1: T1,y2 : T2, ,yn : Ty) : Tis a query operation of some interfacén the Document Model andy, ez, , e, are expressions
of type T, T2, , T, resp., thenl.f(e1, e2,, en) is a navigation expression of type

N8 If e is a navigation expression of typ@et(A)and a is an attribute of clas®\ then e.selectOne(boolean-expression-withaajd
e.select(boolean-expression-with-ae navigation expressions of type(Set(A) respectively).e.selectOne(pjeturns one entity of
type A for which the Boolean expressignis true (undefined if no such entity existg.select(pyeturns all entities of type\ for
which the Boolean expression is true.

N9  For each clasé in the Document Modesubject.map(A)s an expression of typA.

Permission Predicates

P1 Ifelande2are navigation expressions of the same type thkr e2is a permission predicate. (Additionally, the usual comeris
operators<, <, ... on expressions of type integer and real are provided).

P2  If eis a navigation expression of ty[&et(A)anda is an attribute in clasé thene.forAll(Boolean-expression-with-&§ a permission
predicate.

P3 If elande2are permission predicates thefh or e2 el and e2not(el)are permission predicates.

P4  If pis a permission predicate with variabdef type T ande is a navigation expression of tydethenlet z:T = e in pis a permission
predicate.

either stands for a human being or some other system that In the Access Model each operatiop of the Interface
Model is associated with a set of rules according to the

+ role f i .
A ﬂ“ ollowing structure:
N T a.b  — g
a: —

context WebService op(xy : Ty, a0 : To,,xp : Ty, 0 T)

Figure 4. Association with Role perm[role;] : condExp; ... ;

. . proh[role;| : condExp,
authenticates to the given node (where the way how actors .

authenticate can be freely chosen). Notice the difference
betweenPhysi ci anRol e in the Role Model standing
for the calling physician and the claBlysi ci an in the
Document Model standing for the internal representatio - ) )
of the physician's data in the Partner node. is permitted to call web servicep. A negative r.ulle
The sub-model Access Model extends each operatioRroh[role;] ncondExp; describes the condition
definition (in the Interface Model) with a permission 7condExp; under which some roleole; is prohibited
section. This section specifies rules and conditions unddP call web serviceop. The conditions are permission
which a given role in the Role Model is permitted (or predicates over the formal parameter_s o_f the Wek_) service
prohibited) to call a specific web service of the Interface(*1 = T1,72 : Ta,, @, : T,). Permission predicates
Model. These rules are described in the predicative lar@!/lOW navigation through XML documents, comparison
guage ECTET-PL which is described in the next section. Of expressions and the connection of predicates by log-
ical operators. The language of permission predicates is
C. Predicative Speciﬁca’[ion of Access R|ghtsE€BET- defined in Table I. In the current core version & ET-
PL PL, we use a simple type system which supports basic
types, class types and a set type (with usual operators
Iﬂ'ke arithmetic operators, union, notEmpty, etc. which are
t mentioned in Table 1).

A positive rule perm|role;] : pcondExp; describes
rlihe conditionpcond Exp; under which some roleole;

SECTET-PL is a predicate language in OCL style
allowing the specification of fine-grained data dependen
access permissions based on roles. Originally developé?]O
with the goal of integrating aspects of authorization in use The following examples refer to the Document Model,
case based development [25] we use this language in theterface and Role Model in Figures 2,3a,3b respectively.
SECTET context to specify permissions for calling web
services. The approach is model driven in the sense th&ule 1. A person, identified by his or her patient number,
we generate platform independent XACML policies fromis allowed to make an appointment only for weekdays.
the predicative specifications (cf. Section IlI).
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context Medi cal Syst em makeAppoi nt ment perm[Nur seRol e]:
(pat!D:String, phyl D: String, Day: String) let nr = subject.map(Nurse) in
proh[Pati ent Rol €]: Day = "Saturday" or Day = "Sunday"; nr.patients. sel ectone(actorld=patlD).

pati ent Di sease. sel ect (di seasel d = patDi seaseld and
The next example constraint depends on the internalea = nr.specialization) .notEnpty();
representation of the calling actor. The underlyingproh[Nur seRol e]:

XML documents are provided by the parameters oOfiet nr = subject. mp(Nurse) in

the web services on the one side, and by the special. patients. sel ectone(actorid = pat!d).
constructsubj ect . map(T) on the other side which patientDisease. sel ect (di seasel d = pat Di seasel d

is supported through a library @xternal functionsThe  and confidential = true).not Enpty();

Document Model hosts the library of external functions
in the interface Ext er nal Functi ons stereotyped In general the evaluation strategy of a set of per-
with <<ext er nal >>. This stereotype indicates that missions and prohibitions referring to some rolel e
the corresponding interface is not transformed to XMLand operationop is such that all permission condi-
schema but refers to the security infrastructure in order téions pcondy, . .., pcond,, and all prohibition conditions
verify a certain relationship between the caller of the webncond;, ..., ncond,, are connected by a logical "or”
service and a particular element of the Document Modelleading to the following access condition:

The identification variables(e.g. subj ect) associated
with these external functions distinguish different types
of callers, e.gsubj ect . map( T) allows the connection
of the calling actor with his/her internal representation
to the business logic enabling permissions like "the actoRule 4. An administrator is allowed to check the medical
has access to his/hewndata”. In Rule 2, an association records in working hours only.

between the callingPhysi ci an and the Pati ent

is required whose identity is passed as a parameter. lfntext Medical Syst em di spl ayPati ent Recor d(pat | D: Stri ng,
order to provide this connection we make use oOf th&atpiseasel d: String)

subj ect . map construct mapping the calling actor (in perm[Adni nRol e]:

the Physi ci anRol e) to its internal representation of Tjme. get Syst enfi ne()>=8 and Ti ne. get Syst enili me() <=17;
classPhysi ci an.

pcondy or...or pcond, and
not(ncond; or...or ncond,,)

Taking into account inheritance relations between roles,
Rule 22 A physician can modify any medical record for the positive permissions in the formula above are extended
which he or she is the designated primary care physiciarby permissions referring to superior roles (again by con-
nection through a logical "or”). This means that positive

context Medi cal System wri tePati ent Record(pat | d: String) permissions are inherited while negative permissions are
perm[Physi ci anRol e]: not inherited. The concept of inheritance of permissions in
l'et ph=subj ect. map(Physician) in the presence of role hierarchies is extensively elaborated
ph. patients. sel ect (act or | d=pat | d) . not Enpty() ; in our modelConstraint based Role Based Access Control

(CRBAC) [26].

Used in some permission or prohibition expressions, Following a fail-safe defaults principle the result of the
the special construcsubj ect. map(T) authenticates €valuation is an exception in cases where no rule can be
the caller of the web service (where the way how au-2pplied (there is neither direct permission nor an inhérite
thentication is done can be freely chosen), checks iPermission).
the caller is in the specified role and maps it an to
an internal representation in the Document Model. In 11l. DOMAIN ARCHITECTURE

case the caller belongs to the some other domain, the This section explains three parts of our domain archi-
subj ect. map(T) requests the attribute values that P b

. . tecture. In the first part, we discuss the integration of
are not present locally from the corresponding doma"bECTEI'—UML with SECTET-PL at the metalevel. The
through an attribute requesting service [15]. . :

~ second part elaborates the transformation of platform
~The next examples show the combina-independent models to platform specific models using
tion of positve and negative permissions. QvT transformations. Finally we exemplarily show how

. information captured via platform specific models can be
Rule 3: A nurse can read the medical records of everytransiated to executable web services artefacts.

patient for her specialization. But she shall not be
permitted to read the medical records of the patient if
patient disease is marked confidential. A. Metamodels

A metamodel defines a schema for the specification
context Medi cal Syst em di spl ayPati ent Record(pat|d: String, of additional semantics of existing information [27]. The
pat Di seasel d: Stri ng) Meta Object Facility (MOF) is an OMG standard which
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Interface Model Access Model Metamodel Role Model

Metamodel Metamode!
| SecurityRequirement |

N - -
I WorkflowSecu r|tyRequlrementl I DocumentSecurityRequirement PartnerRole
<<refegences>>

Operation [\ N, I DynamicSecurityRequirement ]

~ . 1

1 > N - o
SIS 1 .
o ~ Res?urceR?f ! Permission RoleRef | >[DomainRole
- ~|+refService : String - —— =
+refOperation : String |  +resref EiSHegativekiBooisan ignedPermissi +role *
MessageRef - 1 assigne: 'ermissions
1
+user
Ogecth
=9 SECTETPL ActorRef
AST
<<references>> SECTETPLExp S
1
Document Model <<referbnces>>
Metamode! q g
Message MessageBody < DocumentType & DataType HActorAttributes ]—0‘ActorCIass
1 1 1 0.1 1

Figure 5. Domain Model (Some Attributes are omitted for brevity

provides a framework for the management of metadata. |
the context of MDA, the MOF is used for the integration
of dissimilar metamodels as well as for the syntactic val- Do
idation of instance models. At the PIM abstraction level, s
our Domain Model(cf. Fig 5) uses the MOF framework
for the integration of business requirements (Document L
and Interface Model) with access control requirements;' :
(Role and Access Model) at the metalevel.
Each caller of the Service is represented roTargel
by the class ActorCl ass and based on his/her
credentials Actor Attri butes), the corresponding
ActorClass is assigned a Domai nRol e.
Each Permission or Prohibition (if *
i sNegative=true) is associated with —a | [t ] [Reows] [ acion ]
SECTETPLExp, with a Rol eRef and with a ' o e

+resAtt 0.

Resour ceRef which in this case is a@per at i on of " — . . -
aServi ce. In the Domain Model, some model elements e e
references <<ref erences>>) elements of other e
models through proxy classes. For exampldrd) e Ref atite
references a Donmmi nRole 2) ResourceRef
references anQperation of the Service 3)
Actor Attri but eRef references the attributes of an
Act or 4) which are of someDat aType from the
Document Model and so on. Figure 6. XACML metamodel
The Dynam cSecurit yRequi r enent represents
a SecurityRequi renment and is the super class of
the SECTETPLExp which defines the structure of the
SECTET-PL expressions (please refer to Table | for
the syntax of SCTET-PL expressions). At the PSM XACHL Context
abstraction level, the Modelling Component defines the
domain specific web service security standard metamod-
els. For instance, the domain specific XACML [28] pol- =
icy metamodel (cf. Fig 6) extends the general XACML L %
policy model with aRol ePol i cySet (RPS) and a
Per mi ssi onPol i cySet (PPS). These policy sets de-
fine the structure that the XACML policies will have in S S0
our domain. P

<<references>>

[.—A_}
[reMName: Sting | permissionReference

policies

Policy

l Environment ]

interfacen
+apply XACMLBlackBox
[+setXACMLCondition(in exp : AST-SECTETPLEXP)

AttributeSelector

Security Domain Boundaries

SECTET-PL
Policy
Editor

Conversion

to
XML Schema

Plain SOAP
Request Document

Access

Plain SOAP

Secured SOAP

In XACML, a <Pol i cySet > is a container that holds response Responsa
<Pol i cy>, other<Pol i cySet > elements or otherwise
references some external policies. The elementary units of Figure 7. Target Architecture

a policy are the<Rul e> elements, which are evaluated
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on the basis of their content and form the input toQVT operational transformation language (M2M). After
the decision request according to some rule-combiningi2M transformations, the XACML metamodel is popu-
algorithm specified as an attribute of tkdol i cy>  lated with domain specific parts and XACML metamodel
element. According to the XACML data-flow model a instances are generated using the Eclipse Modelling
Policy Enforcement PoirPEP) acts as a security gateway Framework (EMF) [29]. The instances of the XACML
at the domain boundaries (cf. Fig 7). It intercepts a requeshetamodel are then transformed to XACML policy files
coming from the outside and queriesPalicy Decision using OperArchitecturé\are’s XPAND language (M2C)
Point (PDP) for access rights by sending an XACML re-[30]. In the following sections, we sketch a high-level
guest. The PDP looks for policies that apply to the requestiew of the transformation process particularly focusing
by matching the<Tar get >, which defines the set of on M2M and M2C transformations. Our goal is to provide
<Subj ect >, <Resour ce> and <Act i on> elements the whole transformation process as efficiently and visibly
that must be met for &Pol i cySet >, a <Pol i cy>  as possible.

or a<Rul e>. Authorization decisions are often based on

some additional characteristics of the subject (like rote)
the resource or even the system environment (e.g., date, SECTETPL
time etc.) via attributes, which are named values of known = —

. . . . ResourceRre!
types. A predicate is a statement about attributes, which [ :sectetriex |s oTService— MedicaiSystorT
can be evaluated to eithér ue or f al se. Optionally, IS refOperation="writePatientRecord”
a <Rul e> can encapsulate |@Condi t i on>, which is Permission RoloRef

. . . isNegative="false” ‘\1\ RefRoleName="PhysicianRole”
a Boolean function over a subject, resource or action ang 1

environment attributes or functions of attributes. Once a
policy is found and verified as applicable to a request, Figure 9. A Simplified Instance of Domain Model
its rules are evaluated. If the condition evaluates to

true, then the rule’s effect is returnegdrmit denyor  Model-to-Model Transformations (M2M). Figure 9

notApplicablg. shows a simplified instance of the Domain Model (cf.
Fig 5). According to this model, the instance of the

B. Transformations positive Per mi ssi on (i sNegati ve=f al se) is as-
sociated with aSECTETPLExp and is assigned to

R — Model-to-Model (M2M) - — -~ —— - —— . the instance of theRo_I eRef (Physi ci anRol e). The

| [ Pratom maependent | QVT Operational T ST : SECT ETPLExp contains the abstract.syntax tree_for the

: TR Transformations | XACML MetaModel || constraint defined in Rule 2 (cf. section II). In this way,

| ! the Domain Model provides a common syntactical and

semantic base for theEETET-PL expressions.

EMF

. Model-to-Code (M2C)- -~ - -~ ____'i 1 transformation DomainModelToXACML (in dm: DomainModel, out policies: PolicySet)
I OpenArchitectureWare | 2 main ()
I Platform Specific Transformations Piatform Specific I 3 dm.objectsOfType (RoleRef) -> map RoleRefToRolePolicySet();
: XACML Policy Files XACML Instance Model I 4}
b e ! 5 mapping RoleRef::RoleRefToRolePolicySet() : rps:RolePolicySet

6 {

Figure 8. Transformations Workflow 7 policySetID="RPS” + self.refRolename;

8  policyCombAlg = “Deny-Overrides”;
9 If (self.assignedPermissions.isNegative) {

Transformationglay a key role in the MDA paradigm , o
e 0 roleReference := object PolicySetIDReference {
and are used to generate target platform specific models:  refiane = "wees:” + seif.refrolenane
. 12 }
from the source platform Independent mOdels The OMG 13 self.assignedPermissions => map PermissionToPPS(self);
has recently adopted a specification for the transformation:4 1 // end of it
. .. 15 self.assignedPermissions -> map PermissionToCondition();
between dissimilar metamodels call@diery View Trans-
formation(QVT) [22]. The QVT specification defines two
flavours of transformationsdeclarative and imperative
I . f - h | . h b 17 mapping Permission:: PermissionToCondition(): cond:Condition {
In dec aratlve trans ormatlonsl t ere atlons Ip etween18 if 1nott. cond.setXACMLCc‘ndit;o‘r} (self.sectetpl) ) ; // Black Box Operation
the source model and the target model is defined usingj®  raise "Transfornation Failed’;
R 20 '} // end of mapping PermissionToCondition
the Relationsand the Core language. These languages |2 ;
support complex object matching within source and tar-
get models and describe relationships between variables Figure 10. Example Transformation Pattern
in terms of relations. In imperative transformations, an
explicit sequence of steps is defined to generate a target Figure 10 shows an example transformation pattern
model from the source model [22]. Figure 8 describedhat uses the operational mappings of the QVT. The
the whole transformation process as a workflow. ThdransformatiorDomai nMbdel ToXACM. (line 1) defines
Role and the Access Model from the Domain Modeltwo typed candidate models (as parameteidiyiof type
are first transformed to an XACML metamodel using theDonai nMbdel and "pol i ci es” of type Pol i cySet .

16 } // end of mapping RoleRefToRolePolicySet
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The starting point for any operational transformation is il i i s
the funcUon rra_| n() _ Ca||ed entry operatlon |n th|s policyld="NPPSPhysicianRole* policySetld="RPSPhysicianRole*

. . . g | 4
case, themai n() function retrieves all the objects of

type Rol eRef and applies a mapping operation called RolePalicySet
Rol eRef ToRol ePol i cySet () to all the objects of ! _policySelld="SubRRSPhysicanRole
type Rol eRef (line 3). / \ 1

The corresponding Rol eRef ToRol ePol i cySet Pol . FolcySeldReferonce e
mapping operation (defined at line 5) implements a [ _PbenPaer polcyd="PPPSPhysicianRole alue=Physicanole
mapping between one or more source model elements (a)

(Rol eRef) to one or more target model elements

(Rol ePol i cySet). In general, the mapping operations ‘l . L_:ie_f_e_r_e_nces»
populate the attributes of the target model elements with 1T

the source model element attribute values. For exam-

ple, in this casepolicySet|D is set to"RPS" +

:PermissionPolicySet

Gholicy ‘Attribute
policyld="Perm:for:PhysicianRole"

sel f. ref Rol eName where sel f refers to the in- K (OADAED st palenscnn)
stance of the source meta class andepresents con- Rue e Sthe
Catenatlon. ruleld="Physician:Affiliation:Rule" L 1

The operational language defines an alternative method ' f Ao fo—{ | Atrtute
for mappings callecbbj ect expression. Thebj ect e T
expression is used to facilitate the creation and/or up- [ g e
dation of model elements within mapping operations. )
For example, theobj ect expression (defined at line
10) creates an instance pbl i cySet | DRef er ence Figure 12. XACML metamodel Instance

and populates its attributesef Name with the name 5 |ength of the QVT scripts is reduced significantly
of the contextual parametesel f.ref Rol eName. In 504 makes the implementation of some parts of the
this way, a high-level conciseness is achieved. The maptansformation opaque. For instance, the mapping oper-
ping operatiorRol eRef ToRol ePol i cySet also con- 440 per i ssi onToCondi ti on (line 17) contains a
tains a call to another mapping operation (at line 12} 50k hox operation which returns eititer ue or f al se
Perm ssi onToPPS(sel f) . depending on the status of the transformation. The black
box operatiorset XACMLCondi ti on() (line 18) takes

AL =BX an object of the AST of theect et pl expressions, per-

Constraint | Model | View XACML | About |

: ; forms the syntax and semantic analysis and then populate
context Medicaliysten:displayPatientRecord(patId: 3tring, m .
patDiseaseld: String) _ the target model elements — XACML metamodel with the
b;m[”}Ysimml“lEr A generated values in the form of XPath [31] expressions.
.patients. selectiactorld=pat. notEmp s H . . . . .
- ¢ - view KACHL The black box operatioset XACM.Condi t i on — im-
generate XACHL plemented as a prototypical tool (cf. Fig 11) uses Antlr
OpenConstraint [32], a compiler program to generate the abstract syntax
SaveConstraint tree from the ECTET-PL expressions. The tool performs

the semantic analysis of the predicates against the model
information specified via XMl files.
Figure 11. &CTET-PL Prototype Figure 12a  shows a Rol ePol i cySet
instance for the XACML metamodel defined in

In order to transform the BCTET-PL expressions Figure 6. The Rol ePolicySet defines a role
associated with the permission object (cf. Fig 9), we usdhysi ci anRol e as a Subject attribute in
the black box operations. According to QVT specificationthe Target. It makes the Rol ePoli cySet
black box operations can be considered as Java Nati&pplicable to any XACML request possessing the role
Interface (JNI) methods and are used to allow the domaiRhysi ci anRol e. The Rol ePol i cySet contains a
specific libraries/algorithms to calculate complex modelreference to the negativePer mi ssonPol i cySet
property values from the source model. The calculatedgenerated for the Physici anRole) in the
values are then used to populate the target model elesPol i cySet | DRef erence> element of the
ments. The black box operations can be coded in an){ACML. The sub Rol ePol i cySet contains the
programming language with MOF bindings. In this way, references to the positivBer ni ssonPol i cySet of
the specification of complex domain specific algorithmsthe Physi ci anRol e and to a generabenyPol i cy.
(such as syntax and semantic analysis &CBET-PL  In case none of the postivBer mi ssonPol i cySet
expressions in our case) in their optimal languages careturns true, the general DenyPolicy will be
be done rather than in QVT transformation languagespplicable.
which are too general and therefore not best suited for Figure 12b shows th@&er m ssi onPol i cySet in-
coding these algorithms. Consequently, the complexityptance of the XACML metamodel which in this case is a
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Figure 13. XPAND Language Script

positivePer m ssonPol i cySet . This positive permis- dat a and with a definition statemenbDEFI NE — line 2)
sion policy set contains a sub policy which defines perwhich defines a link to the metamodel class for which
missions for thePhysi ci anRol e. Within this policy, this template is defined. Within this definition statement,
the permissions are defined as XACML rules. The targethe EXPAND statement (line 3) defines another definition
of these rules contain the web service and its operatioblock with different variable contextr ps in this case)
name aResour ce andAct i on attributes respectively. and works as a subroutine.
TheCondi t i on within theRul e contains the constraint Line 6 defines the Corresponding definition block for
and is a combination obDesi gnat or attributes (e.9. the EXPAND statement defined at line 3. This def-
ActionDesi gnat or) and the constraint in the form jnjtion block starts with aFl LE statement (line 7)
of Condi ti on functions. used to redirect the output from its body statements
Model-to-Code Transformations (M2C). We use the to the specified target. The attributeol i cySetid
Eclipse Modelling Framework (EMF) to generate domainof the Rol ePol i cySet instance is used as the file-
specific instance models of the XACML metamodel. Thename €<pol i cySeti d>>+. xm ) within the FI LE
XACML metamodel is drawn using Rational Rose andstatement. TheSubj ect of the Target is popu-
imported into the EMF. The imported metamodel is thenlated with the name attribute of the corresponding
populated with domain specific values and transformedRol ePol i cySet instance (line 13). TheFOREACH
to XACML policy files using theOpenArchitecturd\are’s ~ statement iterates over each element of the target instance
XPAND template language. For more information on howmodel and generates the specified output E@REACH
it is done, please refer to [33]. at line 24 iterates over all the policy references defined
Figure 13 ShOWS an excerpt Of the XPAND |anguagéNithin theSUbROI ePOI i CySet and Output theil’ names
script used to transform the XACMRol ePol i cySet ~ in the<Pol i cySet | dRef er ence> element.
instance model (cf. 12a) to XACML policy files. The Figure 14 shows an exampl®ol ePol i cySet
script starts with arl MPORT statement (line 1) used to generated for the XACML metamodel instance
import the instance model packages which in this case iBhysi ci anRol e (nhamespaces are omitted for
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<PolicySet PolicySetId="RPSPhysicianRole" PolicyCombiningAlgId="Deny-Overrides">
<Target>
<Subjects>
<Subject>
<SubjectMatch MatchId="string-equal">
<AttributeValue DataType="string">RPSPhysicianRole</AttributeValue>
<SubjectAttributeDesignator AttributeId="role" DataType="string"/>
</SubjectMatch>
</Subject>
</Subjects>
<Resources><AnyResource/></Resources>
<Actions><AnyAction/></Actions>
</Target>
<PolicySetIdReference>NPPS:RPSPhysicianRole</PolicySetIdReference>
<PolicySet PolicySetId="SubRPS" PolicyCombiningAlgId="Permit-Overrides">
<PolicySetIdReference>PPPS:RPSPhysicianRole</PolicySetIdReference>
<PolicySetIdReference>DenyPolicy</PolicySetIdReference>
</PolicySet>

Figure 14. Sample XACML Role Policy Set
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of delegation policies in proprietary languages compared
to open standards like XACML profile for rights dele-
gation [37] restricts its usability. There are some other
approaches like [38] which require the counterpart in a
trust establishment scenario to fully rely on the syntax
and semantics of their devised trust policies and hence is
of restricted usability.

PolicyMaker [39] and REFEREE [40] suggest a pro-
gramming language to express trust policies based on
open-standard(digital certificates). These approaches are
primarily concerned with the specification of trust poliie
using public key based authorization, authentication and
do not consider modeling at a higher level of abstraction.

In [41], the authors have presentelbgic-basedframe-
work to regulate service access control and information
release in open environments. The framework is supported
by a Portfolio and Service Protection Language (PSPL)

IV. RELATED WORK for the specification of access policies for services and

Compared to other approaches that support a polic{Pr _in_fprmation release. The PSPL_ only provides logical
language for the specification of dynamic constraints, oufl€finition and no actual language is provided. Moreover,
primary goals are different from the existing approached Prototype for the PSPL is also not available. The
in that we intend to apply model-driven engineering4S€ of logic programming for tht_a specification of Trust
techniques to advance aspects of access control. To théanagement requirements provides a powerful mecha-
best of our knowledge, this is the first approach for modeliSm to prove the correctness of the overall system but
to-model transformation of high-level access models tdhe specifications are difficult to understand and obscure
low-level web services models. transcription. Moreover, no logic-based mechanism is yet

There are some Trust Management approaches basktforporated into a standard framework.
on proprietary-standards e.g. TrustX [34] is an XML In [42], the authors have highlighted only the ne-
based framework for trust negotiations in peer-to-peegotiation aspects of a Trust Management scenario in
environments. It is intended to work in open environmentgheir model-driven framework. They use UML activity
like the internet where the entities have no prior knowl-diagrams to express trust negotiations among different
edge of each other. Tru¥t-supports different strategies partners. The approach lacks the support for a high level
for trust negotiations. One of the most important featuregolicy language for the specification of context dependent
of Trust-X is to have a strategy for the ordering in complex trust policies.
which credentials should be disclosed which our mod- Compared tomodel-driven security aspect of our
eling framework does not support at the moment. Butframework, [43] presents an approach for the applica-
Trust-X has no notion of modeling and its low level of tion of pattern-based software development to recurring
abstraction makes it inaccessible for the domain experproblems in the domain of security. The basic idea
A major drawback of Trusk is the lack of full sup- of the approach is to capture expert-knowledge in the
port for open standards which makes policy exchangsecurity domain and make it available to developers as
and management among different domains more difficulta security pattern during software development. The ap-
Moreover, its disclosure policy is not type safe, whichproach provides an in-depth view of security patterns, its
can cause inconsistencies in Trust Management scenariatevelopment through an ontology based knowledge base
In [35], the authors describe a proprietary XML basedand sorting out relationships between different existing
framework that defines the mapping of strangers to rolesecurity patterns. Although the author uses patterns to sys
based on their credentials. Their prototype called Trustematically capture knowledge about security issues at the
Establishment (TE) does not support sensitive credentialsnodel level, the semantics remain close to the technical
This means that, while assigning roles to strangers, onkevel. The author does not address transformation in any
of the basic TE's assumptions is that credentials can beay. The author in [44] has presented a verification frame-
disclosed without any privacy requirements which hindemork for UML models enriched with security properties
its suitability in distributed environments. KeyNote [36] through a UML profile called UMLSec. The framework
is a very well-known Trust Management language. ltsstores UMLSec models using XMl files format in a Meta
main feature is the support for distributed authorizationData Repository (MDR) which is then queried using Java
through delegation policies. These policies (called asseMetadata Interfaces (JMI) by different analyzers. These
tions) contain the description of the authorizer, constgai analyzers perform static as well dynamic analysis on the
and licensees (to whom rights are delegated). HoweveltJMLSec models for different security properties like con-
KeyNote language addresses only rights delegation aspefidentiality, integrity etc. Compared to these approaches,
of a Trust Management scenario and the specificatioour framework is more domain specific and focused on

brevity).
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the automatic generation of (standard) security artefacts Currently, we are working along two lines. We are
specified during the early phases of software developmenpushing an implementation of a model transformation
Further our objective is to develop high-level abstract lanengine based on MOF-QVT with the EMF for research
guages through which executable security requirementgurposes and extending our tool support [11], [18] to
of a distributed system can be specified at a higher levgderform visible QVT transformations. Secondly, we are
of abstraction. [45] proposes a UML based notation forextending &CTET-PL for the specification of rights
access control using RBAC and provides code generatiodelegation, obligation, information filtering and sepemat
exclusively for object oriented platforms (J2EE or .NET). of duty constraints.

Our approach has the advantage that it can be used in any

environment and also by using web services standards in REFERENCES
our case, policy exchange and management across domain] “Web service security specifications, available at,”
boundaries will be easier. http://www.oasis-open.org/specs/index.php.

There are som@IDA-frameworks that provide the [;2:,} ::I\O/Igj(;eglt Mﬁlgigi?;iﬂggacr’gﬁf’hngs;m%rg%gﬁﬁda
means to realize metamodels and_ transformatlon_througl'if] S Brahe and K. Osterbye: “Business Process Modeling:
template languages. The comparison we make is base Defining Domain Specific Modeling Languages by Use of
on the parameters that how much a corresponding UML Profiles,” in ECMDA-FA 2006, INCS 4066, pp.241-
framework is flexible to accommodate domain specific 255, 2006. _ .
frameworks like €CTET-framework and its support for  [3] "\:" Hlaf”er’ R. Br_e“'_a”dl Mv'\/Brlff:J’ A IEEC‘_J”W VA\\/ré:hnstectur_e

. or Inter-organizationa orkflows-Putting ecurity
the MDA related standardsiNDROMDA [46] is an Standards Together,” ifCEIS 2005,ISBN: 972-8865-19-
open source MDA-framework that provides metadata- g
handling facilities through the Apache Velocity template [6] “Meta Object Facility: OMG Adapted Specification avail-
language. The framework uses theENBEANS meta- able at, notezhttp:.//www.omg.org/docs/ptc/04-;0-15.pdf,'."
data repository (MDR) [47] for storing metadata and [7] K. Balasubramanian, A. Gokhale, G. Karsai, J. Szti-

: : panovits, and S. Neema, “Developing applications using
a set of cartridges for access to the MDR. A major model-driven design environmentsComputer vol. 39,

drawback of the framework is the complexity involved no. 2, p. 33, 2006.
in defining the domain specific extensions. Writing a [8] R. France and B. Rumpe, “Domain Specific Modeling .
new cartridge forANDROMDA is not a very trivial job. editorial of Software System Model Journal 2005.

OpenArchitecturd\are is another framework that provides [9] wbr|;<|aff8r?rtt?QdRsél?zgijér:%?TsEgcﬁpe El)r;ttirr%?learfirzaaTig;nal
f"‘ more generic SOIU“Q” for ‘,’Oma'” specific engineer- Workflows,” in To Appear in: Journal ofInterne?Research,
ing [30]. The reason is that it is open to other mod- 2006
elling frameworks like Eclipse Modelling Framework [29] [10] R. Breu, M. Hafner, B. Weber, and A. Nowak, “Model
or tools like MAG CDRAW/[48]. Its template language driven security for inter-organizational workflows in e-
XPAND provides an intuitive way to generate any kind ___ government” inTCGOV, 2005, pp. 122-133. .
of data from specified models. However, none of the 11 M'a'A(lS;';{)EL%%uﬂ’d%n idn 'YEEHEaZ'Srésl\g%%g'sngl\?%r_r%sggns
above MDA-frameworks support the QVT based trans-  7g557.9. ' '
formations. [12] R. Breu, M. Breu, M. Hafner, and A. Nowak, “Web ser-
vice engineering — advancing a new software engineering
V. CONCLUSION discipline.” in ICWE, 2005, pp. 8-18. ) _
: [13] M. Hafner, M. Breu, R. Breu, and A. Nowak, “Modelling
In this paper, we presented a model driven security inter-organizational workflow security in a peer-to-peer

i ; ithi BETET- environment,” in ICWS ’'05: Proceedings of the IEEE
engineering framework within the ET-framework International Conference on Web Services (ICWS'05)

pgrticularly focusing on trust manager_nent is_sues. The Washington, DC, USA: IEEE Computer Society, 2005, pp.
primary goal of the ECTET-framework is to align the 533-540.

high-level security objectives of Business Services withj14] M. Alam, M. Hafner, and R. Breu, “Model Driven Security
the underlying implementation in the form of Privacy for Web Services (MDS4AWS),” itNMIC 2004,Digi Obj
Security Trust (PST) technologies. Further, we provide[15] Id 10.1109/INMIC.2004.1492930

th ificati fd . traint lici ia hiah M. Alam and M. Hafner and R. Breu, “Modeling autho-
€ Speciiication or dynamic constraints policies via high- rization in an soa based application scenario.JASTED

level language BCTET-PL. One of the most important Conf. on Software Engineering006, pp. 79-84.
advantages of BCTET-PL is that it is tightly integrated [16] M. Hafner, M. Alam, and R. Breu, “Towards a mof/qut-
with the UML models which is a de-facto standard based domain architecture for model driven security.” in

; ; ; ot MoDELS 2006, pp. 275-290.
for modelling and it combines the use of a predlcatlveg[17] Role Based Access Control (RBAC) avialable at,

language at a high-level of abstraction with an underlyin csre.nist.gov/rbac/.
platform independent access policy standard XACML[18] SECTETPL : A Predicative Language for the Spec-
This brings great potential for future extensions ranging ification of Access Rights available at, http:/ge-
from the combination and harmonization of access models ?fOme’ﬂlTéUIbk-ag-gg{nEuThslr_nn;?d/
echnicalReport .pdf.

:/(\)/ prcIJperty Che;:kdOtLaqctti‘SS T.Odeli at thgt abStrdaCIt Ieyt 19] M. Alam, “Model-Driven Security Engineering for the

€ aiso presented the Integration of Securily models wi realization of Dynamic Security Requirements in Collabo-
the business models and generation of security artefacts rative Systems ,” iPhD Symposium of IEEE/ACM Models

using OperArchitecturd\are’s XPAND language. 2006 LNCS 4364.

© 2007 ACADEMY PUBLISHER



JOURNAL OF SOFTWARE, VOL. 2, NO. 1, FEBRUARY 2007 59

[20]

[21]

[22]
(23]

[24]

[25]

[26]

[27]

(28]

[29]
[30]

[31]
[32]
[33]

[34]

[35]

(36]

[37]

(38]

[39]

[40]

[41]

[42]

[43]
[44]

[45]

“UML 2.0 OCL Specification,” international conference UML 2002 Dresden, Germany,
http://www.omg.org/docs/ptc/03-10-14.pdf. 2002.
M. Alam, M. Hafner, R. Breu, and S. Unterthiner, “A [46] AndroMDA v3.0M3 available at, http://andromda.org/.

framework for modeling restricted delegation in service[47] “http://mdr.netbeans.org/.”
oriented architecture.” ifrustBus 2006, pp. 142-151. [48] “http://lwww.magicdraw.com/.”
“Query view transformation: Omg adapted specification

available at,” http://www.omg.org/docs/ptc/05-11-01.pdf. M.Sc Masoom Alamis a PhD student at the university of

“Web Service Description Language (WSDL), available : o

at” http:/Avww.w3.org/TR/wsdl. Innsbruck Austria. Before joining the group of Prof Dr Ruth
“WSDL First, July 22, 2003,” Breu, he was a lecturer in the Institute of Management sciences
http://webservices.xml.com/pub/a/ws/2003/07/ Pakistan. He got PhD scholarship from the higher education

22/wsdlfirst.html. - : : :
commission of Pakistan for perusing his PhD abroad. The focus
R. Breu and G. Popp, “Actor-centric modeling of user P 9

rights.” in FASE 2004, pp. 165-179 of his PhD is the application of model-driven techniques for
M. Alam, M. Hafner, ’and R. Breu, “A Constraint based the realization of complex access control patterns like restricted
Role Based Access Control in the SECTET A Model- delegation of rights and privacy enhanced access control. His

Driven Approach,” inProceedings of the ACM PST 2006 current research interests include Trusted Computing and policy

E)(I:Té%rgfgg?ﬁl %%rge_re'{l'gseonqbZ':VfQ" 250%%‘."“3' and Trust, ;o del extension of Security Enhanced Linux (SELinux).

http://wikipedia.org/.

“XACML 2.0 Specification Set

available oooat)” - bhbttpi//_WWW-?aS'S‘ Prof Dr. Ruth Breu is head of the research group Quality
ﬁtp;g.r;)org/ ngﬁggfﬁ%ﬁﬂf‘p prwgbbrev=xacm. Engineering since 2002. Before she was a researcher at the
OAW XPAND Lan'guage available at, University of Passau and Technische Universitt Mnchen and

http:/iwww.eclipse.org/gmt/oaw/doc/ra@PandReference.pdfspent several years in industry working as consultant in the
. o ) area of Software Engineering. The research group Quality
XML Path Language (XPath) specifications available at,Engineering with currently about 20 members focuses on novel

http://www.w3.org/TR/xpath. usage scenarios of models in the areas of security engineering,
Http://www.antlr.org.

OAW 4 EMF Example available at. T governance and model quality assessment.
http://www.eclipse.org/gmt/oaw/doc/3ImfExample.pdf .
“Trust-x: A peer-to-peer framework for trust establish-

ment,” IEEE Transactions on Knowledge and Data En- Dr Michael Haf ined indust . in th
gineering vol. 16, no. 7, pp. 827842, 2004. r. Michael Hafner gained industry experience in the

A. Herzberg, Y. Mass, J. Michaeli, Y. Ravid, and D. Naor, @utomotive and the telecommunications sector from his former
“Access control meets public key infrastructure, or: As- activity as a technical consultant for systems integration

signing roles to strangers,” I8P '00: Proceedings of the with one of the big five companies before joining the group
2000 IEEE Symposium on Security and PrivacWash- ot professor Ruth Breu at the University of Innsbruck as

;\r}lgtglr;‘,zlgcj Lljiigelrllzbiﬁrr? OT ?g;irn%?: I(;txaz,golgépdrﬁytisa researcher. In his dissertation, he focused on the model

“The keynote trust-management system version 2, driven development of secure inter organizational workflows
United States, 1999. based on Service Oriented Architectures. Michael Hafner was
“XACML  v3.0 administration  policy ~Working responsible for the design and the realization of the SECTET

Draft 05  December 2005  hitp://www.0asis- framework and was technical project manager in the SECTINO
open.org/committees/documents.php2atdprev=xacml. project
g .

T. Yu, M. Winslett, and K. E. Seamons, “Supportin
structured credentials and sensitive policies through inter-
operable strategies for automated trust negotiati&GM
Trans. Inf. Syst. Secuwol. 6, no. 1, pp. 1-42, 2003.

M. Blaze, J. Feigenbaum, and J. Lacy, “Decentralized trust
management,” Tech. Rep., 1996.

Y.-H. Chu, J. Feigenbaum, B. LaMacchia, P. Resnick, and
M. Strauss, “Referee: trust management for web applica-
tions,” World Wide Web J.vol. 2, no. 3, pp. 127-139,
1997.

P. Bonatti and P. Samarati, “Regulating service access and
information release on the web,” fBCS '00: Proceedings

of the 7th ACM conference on Computer and communica-
tions security New York, NY, USA: ACM Press, 2000,
pp. 134-143.

H. Skogsrud, B. Benatallah, and F. Casati, “Model-driven
trust negotiation for web servicedEEE Internet Comput-
ing, vol. 7, no. 6, pp. 45-52, 2003.

M. Schumacher, “Security engineering with patterns,”
INCS 2754 ISBN: 3-540-40731-6, 2003.

J. Jirjens, “Secure systems development with uml,” in
ISBN: 3540007016

T. Lodderstedt, D. Basin and J. Doser, “A UML Based
Modeling Language for Model-Driven Security ,” 5th

© 2007 ACADEMY PUBLISHER



