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Abstract— Wireless sensor networks provide solutions to a can be successfully used in a Wireless Sensor Network
range of monitoring problems. However, they introduce a  (WSN).

new set of problems mainly due to small memories, weak ~ There are many different types of sensor environments,
processors, limited energy and small packet size. Thus only .

a very few conventional protocols can readily be used in ranging from large areas cov_ered by Se_nsors’ to many
sensor networks. This paper closely examines the currently Se€nsors in a small area [1]. Different environments have
available key distributions protocols, their strengths amd  a wide range of different charateristics. The protocols pro
limitations. The performance of these protocols under difér- posed in this paper are designed for Wireless Surveillance
ent scenarios are thoroughly investigated using theoretéd Sensor Networks (WSSNSs), however, these protocols can

analysis and using a simulation study with TinyOS. First a Iso b lied to oth . ts that h imil
number of single server protocols were proposed and their also be applied to other environments that have similar

performance was analysed. Then we propose a new set of Security requirements found when using WSSNs.
multi-server key distribution protocols, where base statns A WSSN may not require encryption, but may require
(or controller nodes) are untrusted. The proposed solutios  guthentication. For instance, a sensor detecting the amoun
replicate the authentication server such that a group of ¢ jight in a publically available room supplies no or little
malicious and colluding servers cannot compromise secusit . . . .

or disrupt service. A detailed comparison of the performane Ihformatlon to an adversary. HOWE‘{er’ the information the.
of the proposed protocols with that of other available light sensor sends to another device should be authenti-
protocols show the advantages of our protocols. We show cated before any actions are taken. TinySEC [2] is an
that the proposed multiple server authentication protocos  example of link layer security, where encryption can be
will only have O(n) complexity, where n is the number of  y, heq off, and Message Authentication Codes (MACS)

authentication servers. The protocols use information fron . .
the sensor nodes and the servers to generate a new key, &€ added to the packets to ensure the integrity of the

and do not solely rely on the sensor nodes to generate good MeESsages.
random numbers. The proposed protocols guarantee that Figure 1 is an example of a WSSN, consisting of cheap

the new key is fresh and that the communicating nodes use sensor nodes and more expensive cameras. The sensor
the same key. nodes are motion detectors, and if they are triggered,
Index Terms— wireless sensors, network security, key distri-  they will notify the camera to start recording. Cameras
bution, cryptography, performance sending continual data need to be connected to a high
bandwidth and throughput network. For instance, Axis
has wireless cameras that can connect to a 802.11g access
point [3]. The Omnicast system can handle up to 50000
Wireless sensors and actuators have the potential wameras, where the bottleneck is in the network [4].
significantly change the way people live and interact. ASCameras are also designed to handle inputs and supply
the sensors permeate the environment they can monitautputs to external sensors. SensEye [5] is an example
objects, space and the interaction of objects within af a multi-tier camera, where smaller cheaper cameras,
space. Sensors can monitor a wide range of diverseith low bandwidth requirements, are used to notify more
phenomena by collecting information such as vibrationsexpensive cameras with higher bandwidth requirements of
temperature, sound, and light. Different sensors havan event. Different networks can be used in surveillance
different associated costs. For example, a sensor sinsystems, and each network has different requirements.
ply detecting light will have different costs to a sensor One of the security vulnerabilities we address in this
recording sound. However, less costly sensors can bgaper is the use of small keys. For performance reasons,
used to detect a phenomenon before alerting the mormgensors use small keys, however, small keys give an
costly sensors to start their monitoring. As the numberttacker a greater opportunity to compromise a sensor
of heterogeneous sensors increases, so will the amountde. Thus, small keys will require frequent refreshing.
of interactions between the sensors. In this paper, w®ld keys can be used to generate new keys. But, if the
propose a number of key establishment protocols thatld key is compromised then the new key can easily be

I. INTRODUCTION
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Base Station . L. .
Motion Sensors found in both traditional and sensor networks, with the

aim of converting one of them into a multiple server
- / " protocol. Two single server protocols are proposed and
w % % Cam‘ﬂf’s their performance is analysed in detail. Section VI pro-
% 53 =) poses three multiple server protocols for WSSNs. Section
— e M= i provides a detailed analysis of the proposed multiple
=& % server protocols. Section VIII compares the proposed pro-
T~ . op tocols in different sensor network environments. Finally,
% , % a conclusion is provided in Section IX.
Motion %
% \%\\ [I. NOTATION AND ASSUMPTIONS
% A VQ\ Table | gives a list of notations, which are used when
% \ > describing authentication and key establishment prosocol
in this paper.
Figure 1. Motion Sensors Triggering a Camera in a WSN TABLE .
NOTATIONS

compromised. A secure, efficient and scalable mechanisni Notation Description
to freshen the keys between the sensors nodes is discussed 4 andB | The two nodes who wish to share a new session

in Section V-A. S Ke%/r.usted server.
When WSSNs are deployed in battlefields or developed Si A server in a set of serversy, ..., Sn, where
to monitor homeland security, they have a likelihood of Na Z':otrtfe”g“en;gf;tsegfbsj.rvers'
becoming the target of adversaries. In an open enviq  {if}g Encryption of messag@/ with key K to pro-
ronment, an individual server or an intermediate sensor vide confidentiality and integrity.
node may not be completely and permanently trustworthy,  [(MIIx \'igg)é%tr'g%ggtgﬁ;sagM with key K to pro-
Several existing protocols [6], [7] found in traditional [M]x One-way transformation of messagd with
network protocols handle the shortcomings of untrusted key K to provide integrity.
servers. We, however, show that those existing protocol§ /% ﬂg I\?;}S:egmhk: %érw'igssigﬁrﬁgyb& and 5.
have anO(n?) complexity, and are therefore not suitable | x AS:“;?BS Long-term keys initially shared byl and S,
to a resource constrained environment. and by B and S for centralized authenticatio
In this paper, we propose five protocols to address| g a5, Kps, if)rnvgt'erm keys initially shared byl and S;,
the problems described above. Our proposed multiple and by B and S;, for eachi € 1,...,n.
server authentication protocols will ha@n) complexity XY I{heanrgif't of the concatenation of data strings
in time and space, and)(n) messages, where is A— B:m | Denotes thatd sends a message to B.

the number of authentication servers. These protocol§ A — S;:m | Denotes thatA sends a message to each
use information from the sensor nodes and the servers SErver.

S; — A :m | Denotes that each server sends a message
to generate a new key. The proposed protocols do no A
rely on the sensor nodes to generate cryptographically XoVv Exclusive—or operation witd andY'.
good pseudo—random numbers. We will show the sensor
nodes can prove that the new key is fresh, and will . s
demonstrate how key confirmation ensures that the nodesIn protocols using a multiplicity Of. SEIVers we also
are guaranteed to be using the same key. We show ssumeA and B do not trust any |nd_|V|duaI server.
previously undiscovered attack against the KDC portion InyOS is used as our development environment, and we

of the PIKE protocol. We also propose a defense againstlésed the following restrictions on the size of the data

tructures. The key size is 64 bits, the nonce size is 1
ell-known replay attack on the Boyd four—pass protoco R T .
w wn repray ya four=p P gyte, the packet size is 29 bytes, and finally the location

[8]. Among the five proposed protocols presented in this’? . : .

paper, we have included two of our recently proposec?'ze is 2 bytes (which allows 64K of nodes in a sensor

[9] protocols as well. Although this paper is partly basednetwork)‘

on our previous work reported in [9], this paper has

substantial new material including a number of new IIl. BACKGROUND

proposed protocols and in depth analysis. We refer to a sensor network as a heterogeneous sys-
Section Il shows the notations used throughout thigem combining small, smart, and cheap, sensing devices

paper. Section Il provides a background to WSNs andsensors) with general-purpose computing elements. A

WSSNs, and the unigue security challenges. Section I\8ensor network consists of a potentially large number of

describes the multiple server protocols found in traddion sensors; there may also be a few control nodes, which may

networks, and the problems with using those protocolfiave more resources. The functions of the control nodes

in WSSNs. Section V examines single server protocolénclude: connecting the sensor network to an external
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network; aggregating results before passing them on; corkeys, we can classify the key establishment protocols in
trolling the sensor nodes; providing services not avadlabl WSNs into three main categories: Pair-wise schemes;
to a resource constrained environment. Sensor netwofRandom key predistribution schemes; Key Distribution
applications [10] include tracking bushfires, monitoringCenter (KDC) schemes.
wildlife, conducting military surveillance, and monitag The simplest is the full pair-wise scheme [21], where
public exposure to contaminants. each node in a network of total of nodes shares a
Some sensor nodes are resource constrained, such @sique pairwise key with every other node in the network.
the Mica mote [11]. The Mica motes contain a 4 MHz The memory overhead for every sensor nodénis- 1)
processor with 512 KB flash memory and 4 KB of cryptographic keys. Other pair-wise schemes [22], [23]
data memory. A Mica mote also has a separate 512 KRBiso haveO(n) memory cost. In a pair-wise scheme, the
flash memory unit accessed through a low-speed serigensor network is not compromised even if a fraction of
peripheral interface. The RF communication transfer ratéhe sensors are compromised.
is approximately 40 kbps. The maximum transmission Random key predistribution schemes are the second
range is approximately 100 meters in open space. Comategory [21]. This is a major class of key establishment
munication is the most expensive operation in sensoprotocols for sensor networks. They rely on the fact that
networks. a random graph is connected with high probability if the
Other components in the sensor network may hav@yerage degree of its nodes is above a threshold. After
more computation power and memory. Examples are thghe connected secure network is formed, the protected
Stargate platform [11], the GNOME platform [12], the |inks can be further used for agreeing on new keys, called
Medusa MK-2 platform [13], and the MANTIS platform path_keysOne of the main problems with random key
[14]. These platforms may use other higher—level operpredistribution schemes is that if a certain number of

ating systems such as the Linux operating system. Thgensor nodes become compromised, then the entire sensor
platforms themselves may have additional communicatioRetwork can be compromised.

mechanisms. For instance, the GNOME platform also has thea third category is the KDC scheme. If two en-

an Ethernet connection. tities sharing no previous secret want to communicate
securely with each other, they can receive assistance from
A. Key Establishment in Wireless Sensors a third party. In WSNs the two entities are typically

Security in sensor environments (where there are sef€source—constrained sensor nodes, and the third party
sors with low resources) differs in many ways from thatiS & resource—heavy base station. However, in a multi-
in other systems. Efficient cryptographic ciphers musfiered environment, such as a WSSN, the third party may
still be used with care. Security protocols should use &€ & resource heavy camera. Typically, the base station
minimal amount of RAM. Communication is extremely provides an authentication service that distributes arsecu
expensive; any increase in message size caused by se€§ssion key to the sensor nodes. The level of security
rity mechanisms comes at a significant cost. Energy is thef @ typical key distribution protocol depends on the
most important resource, as each additional instruction gkSsumption that the third party is trustworthy [8].
bit transmitted means the sensor node is a little closer to KDC schemes use the least amount of memory com-
becoming nonfunctional. Nearly every aspect of sensopared with the other two categories, and has an ex-
networks is designed with extreme power conservation. tra advantage of providing authentication for the sensor

There are many aspects to WSN security [15], [16];nodes. Examples of KDCs in WSNs were first proposed
ranging from data fusion security, location aware securityin SPINS [17]. However, the SPINS protocol may not
to the lower level security primitives such as cryptog-be suited for every WSN topology. For instance, it does
raphy, authentication and key establishment protocolgiot easily scale to a large WSN, since the non-uniform
We will not cover all aspects of WSN security in this communication will focus the load onto the KDC. This
paper, instead only concentrate on some of the loweay cause the battery life of the network nodes to
level primitives: authentication and key establishmenudiminish considerably. However, a KDC mechanism is
protocols. suitable for a surveillance sensor environment.

Several cryptography libraries using symmetric keys Hybrid schemes can also by created by combining
[17], [2] have been proposed. Recent work has showwlifferent key establishment categories. The PIKE scheme
that even asymmetric keys may be used in WSNs [18][24] is such a scheme, it combines a pair—wise scheme
[19]. Singh et al. [20] has proposed an efficient keywith the KDC scheme, where one or more sensor nodes
establishment protocol using elliptic curves. Howeveract as a trusted intermediary to facilitate the key establis
they still consume considerably more resources than thment. The scheme was developed to limit the amount of
symmetric counterparts. memory used by the pair-wise and random key predistri-

Key establishment protocols are used to exchange arltion schemes, and also to limit the communication load
set up shared secrets between sensor nodes. Asymmetbiecause of the KDC schemes. However, the difficulties
cryptography is unsuitable for most sensor architecturegm using a sensor node as the trusted third party are:
because of the higher computational overhead, and erhe trusted intermediary can easily become compromised;
ergy and memory consumption. When using symmetrikey sizes in sensors nodes are not large; sensor networks
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may only accept authenticated messages, so may not hasempromise a sensor node. Thus, small keys will require
access to an encryption algorithm. frequent refreshing. Old keys can be used to generate new
It should be noted that none of the above sensor kelteys. But, if the old key is compromised than the new

establishment schemes can handle authentication whéwey can easily be compromised. Many existing sensor
the third party is compromised. Also, if the KDC is a protocols concentrate on the initial key distribution but
sensor or controller node, then there is a higher likelihoodlo not have a secure mechanism available to update the
that it can be compromised. keys. Keys in sensor networks are usually 64 bits in size,
and they may become easily compromised. Sensors that
are short—lived may not require that cryptographic keys be

B. Security for the KDC )
y ) updated, however any sensors that exist for an extended
Several researchers have addressed security of the cofinount of time will require updating of keys.

troller nodes and/or the base station. SIA [25] addresses

the issue of compromised nodes by using statistical tech- V. PROBLEMS IN USING MULTIPLE SERVERS

niques and interactive proofs, ensuring the aggregated Boyd and Mathuria have produced a survey of key
result reported by the base station is a good approximatiogstablishment protocols using multiple servers [29] in
to the true value, even if a small number of sensor nodegaditional networks. In their survey, two multiple server
and the aggregation node may have been compromisepkotocols were listed: Gong'’s multiple server protocol [6]
However, the communication overhead between sensend the Chen—Gollmann—Mitchell protocol [7]. However,
nodes and the base station is high. Other works havehis survey did not take into account the unique nature of
shown that some of the statistical methods used are net sensor environment. The main goals of using multiple
resilient to a group of malicious sensor nodes, and theervers in a sensor network are:

end user should be aware of which statistical methods . even if one or more servers become unavailable, it
are easily cheated [26]. Another way to protect results is  may be possible for the sensor nodes to establish a
to use a witness node mechanism [27]. session key.

A different approach is to protect the base station loca- « even if one or more servers are untrustworthy, the
tion. Routing mechanisms to protect the location and dis-  sensor nodes may still be able to establish a good
guise the identity of the base station have been proposed key.

[28]. Hop-by-hop re-encryption of each packet’s header
and data fields is designed to change the presentation Bfotocol 1 Gong's simplified multi-server protocol
a packet so that it cannot be used to trace the directiony;; 4 . B. A B N4, {A, B, z1,cc(z)} i, s

toward or away from the base station. Uniform rate . A, Bz, cc(z) i,

control is advised so that traffic volume nearer the base yjo p . 5, A B N4, Np, {A, B, z;,cc(2) i o,

station is undifferentiated from traffic farther from the {B, A, yi, cc(y) Yk,

base station. Time decorrelation between packet arrivalsy;3 g, . B . {B, N, v, cci(y) Y e,

and departures further increases the difficulty of tracing {A,NB,xi,cci(x)}KB;

packets. M4 B—A: {B,Na,yi,cci(y)}kars---s
However, ensuring that the authentication services are {B, N, yn,cCn()}ica s ANA ica s,

not hindered by a compromised or broken controller node Np

or base station presents different challengers. A simplejs5 A4 — B:  {Ng}k,,
approach is to replicate the authentication services of the

server so that any one of several servers can perform A simplified version of Gong'’s original multiple server

authentication. However, this approach reduces the IeV?Jrotocol is described in [29]. We describe this version
of security; if one server is compr_omised, security foraS shown inProtocol 1 One of the main features of
every replicated server is compromised. this protocol is that the nodesd and B, choose the
keying material while the: servers,S;,5,,...,S,, act
C. Limitations and Concerns as key translation centers that allow keying material from
pne node to be made available to the other. Initially
A shares a long-term key<4; with each servers;,
fEnd similarly B sharesKg; with S;. Node A has split

When WSNs are deployed in battlefields or develope
to monitor national security, they have a likelihood of be-
coming the target of adversaries. In an open environmen . ,
an individual server or an intermediate sensor node maeY’e keyx into z1,23,..., 2, and nodeS has split the
not be completely and permanently trustworthy. To maké®Y ¥ N0 y1, 42, ..., y,. The session key is defined as
a key distribution protocol work in an environment where {45 = /i(z,y) whereh is a one-way function. The

sensor nodes do not trust an individual base station, aW(_)I_tOCOI sen?s a total din g 3 messa?es. disrunting th
authentication scheme, which can be used with limited 0 prevent compromised Servers irom disrupting the

resources and can reduce the requirement for trustin%?toco" A and B form a cross-c_hecksum for all the
ares. The cross-checksum feris shown in Equa-

servers, needs to be found. ' 1
For performance reasons, sensors use small keys. Holo" @-
ever, small keys give an attacker a greater opportunity to ce(x) = (h(z1), h(z2),. .., h(zy)) Q)
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The cc;(z) (should be equal toc(x)) andee;(y) (should The messaged/4 and M5 in the Chen et al. multi-
be equal tocc(y)) are the cross—checksums returned byserver protocol have a computational complexity of
serversS;. The node will give a credit point to the servers O(n?). While messaged/2 and M3 have O(n), mes-
if their cross—checksum values are the same as the valusagesM 1 and M6 haveO(1) computational complexity.
obtained from the majority of servers. When all the checks This protocol encounters similar problems as the Gong
are complete3 retains the value:; with the most credit multi-server protocol with regard to the size of the
points. messages. Once again, several messages @éndf in

The major problem with this protocol is the size of the size. With the cross—checksums containing the outputs of
messages. The message sized/dfand M4 in the Gong a one—way function where the inputs are key values, once
multi—server protocol are @b (n?). Message\/5is O(1),  again the size of the output will need to be large. The
while M2 and M3 are ofO(n). A message size @d(n?)  cross-checksums in this protocol are encrypted instead of
is not desirable in a sensor network. Another problem ionly requiring a hash algorithm. However, the Chen et al.
that the size of the output of the one—way function will multi-server protocol is considerably more efficient with
have to be reasonably large (otherwise a malicious serveéegard to the size of the messages.

can quickly calculate the possible values foandy). So Another aspect of the multiple server protocols is the
for small values ofn, the message sizes themselves willcreation of the new keyK 5. The nodesA and B
be very large for a sensor network. retrieve the new key by using a secret sharing mechanism

The second multiple server protocol we consider issuch as the one defined in [30]. Secret sharing is a
the Chen et al. multiple server protocol as shown inmechanism allowing the owner of a secret to distribute
Protocol 2 One of the main features of this protocol is sharesamongst a group. Individual shares or a small
that the servers, rather than the sensor nodes, choose thigmber of shares are no help in recovering the secret. The
keying material. Both nodes employ a cross-checksum to shares are distributed, such that any set (dr more)
decide which servers have given valid inputs. The protocoshares is sufficient to obtain the secret. The most well-
sends a total o2n + 4 messages. known threshold scheme uses polynomial interpolation.

When polynomial interpolation is used in cryptographic
Protocol 2 Chen-Gollmann-Mitchell multi-server proto- applications the field is typicallf,, the field of integers

col modulo p, for some primep. To share a secret € Z,
M1 A—B: ADB,Na in the (¢,n) threshold scheme, the dealer generates a
M2 B—S;: AB,Na Ng polynomial of degree — 1:

M3 Si_)B: {BaNAaKi}KAm{AvNBaKi}KBi

M4 B — A: {B,NA,Kl,}KAU---a f(x):a0+alx+...+atflxt71 4)
{B,Na, Kn}ka,. cca(l), ..., The coefficients are randomly chosenZip except for
ceg(n) ag = s. The shares are values ¢fz) with 1 < a2 < n.
M5 A—B: cca(l),... ;CCA(”)’ If ¢ shares are knownr can be recovered. For example,
{B,Np, Ni}x,, it £(1), f(2),..., f(t) are known then:
M6 B— A: {AaNAaNB}K;‘B
. J
S = 1 — 5
The cross-checksum used in this protocol is different ;f( )i<Jl_.[<t J = ©)

from the one used in the Gong multi-server protocol.
The sensor nodeé3 calculates theccs (i) as shown in
Equation(2).

Given anyt points on the polynomial (excluding the
value of 0), the value foif (0) can be obtained.
The time complexity to compute shares i€ (nt). The
cep(i) = {h(K1),h(K2),...,h(K.)}k,, Yi € (1,...,n) time complexity to recoveu, is O(tlog, t) [6]. Having
(2) such a scheme or similar scheme in a sensor node will
To preventA or B imposing the session key, the choice consume significant amount of resources in an already
of h() is limited; for example, it cannot be an exclusive—resource constrained environment.
or—operation. If B doesn't receive any message from The existing multiple server protocols are therefore not
serverS; then ccp(j) is an error message, and k) suitable for a sensor network environment. An ideal so-
is replaced by an error message in the calculation of thiution with the desired characteristics requires innaati
otherccp(i) values. WhenA receives the checksumd, — multiple server protocols.
will first decrypt the values and compares the values with
its own calculations of the cross-checksums. The vAljd V. SINGLE SERVER PROTOCOLS
secrets are retained for the majorityiofalues and others e investigated the available single server protocols
are discarded. The session kBy, 5 is defined to be the with the intension of exploring the possibility of extend-
hash of all the goods; values concatenated, as shown ining one of the protocols into a suitable multiple server
Equation (3). protocol. We also developed two single server protocols
and compared their performance, both analytically and
Kap =MKj,...,Ky) (3) via simulation, with the existing protocols. Of particular
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interest are the protocols using shared key cryptographgenerated using information from, B and S, as shown

Boyd and Mathuria have also surveyed the protocols foin Equation (6). The nonces are used to guarantee the key

authentication and key establishment [29] in traditionalis fresh. The nonce&’4 and Nz can either be random

networks. However, the protocols have not been extermumbers or a counter, althougkis should be a good

sively analyzed for WSN environments. random number. The last two messages supply the key
Boyd and Mathuria have listed a total of 22 server-confirmation functionality forA and B. Also, the server

based key establishment protocols [29]. For our analysishould remove<s from memory. If the server itself ever

we have reduced the number of significant protocols to #ecomes compromised, then it will not compromise any

manageable size of seven. Keeping sensor environmergensor nodes.

in mind, we have used the following steps to filter out the

desired protocols. Protocols requiring sensor nodes that Kap = [Na, Nglks (6)

store old messages to prevent replay attacks have been

removed. If an optimized version of the protocol exists, The requirement forl/2 and M 3 to have the location

it will be looked at in preference to the older protocol. of A andB encrypted is not essential. Thus, we have pro-

The requirement of a flexible protocol for most situationsposed a modified version of the Boyd four—pass protocol.

helped us rule out the protocols relying on timestampsThe Modified Protocol lis the modified version without

as not all sensor environments are guaranteed to havke encryption of the locations, however the locations are

secure time synchronization. Another requirement is tcstill used to create the MAC values.

minimize the amount of communication, so we removed

any protocols requiring five or more messages, leaving ublodified Protocol 1 Modified Boyd key agreement pro-

with protocols sending only four messages, as shown i#ocol

Table II. M1 A—S: A B/Ny

M2 S—B: [[KS]]KAS’[A’B’KSL[[KSHKBS?

TABLE II.
COMPARISON OFFILTERED TRADITIONAL NETWORK SINGLE [A, B, KS]KBS7NA7 A
SERVERPROTOCOLS M3 B—A: FKS]HKAsa [A, B, Ks]K 45,
NA Kap» NB
Properties for the Key M4 A—B: [Nplkas
Protocol Control | Freshness| Confirm
Bauer—Berson-Feiertag [31] S A+B No . ) .
Otway—Rees [32] S A+B No The security of the protocol is slightly weakened be-
Yahalom [33] S A+B B cause the location names are no longer verified from
Bellare-Rogaway [34] S N No both decrypting the message and the integrity checks of
AN Otway-Rees [35] s A+B No yptng ge al Integrity
11770-2 Mech. 13 [36] B A+B No the MACs. WhenB and A receive their messages, the
Boyd four—pass [8] SINB | A+B A+B location namesB and A can only be verified from the

MACs. However, conventional security protocols err on
From the remaining seven protocols, the protocol Withthe side of caution [2]. Most algorithms producing MACs

the most desired properties was the Boyd four—pas%re good enough, because the probability that the location

protocol [8]. One of the most important properties i names are nofl and B is extremely low. The benefit to

) . . . .~ .~ performance is considered to be worthwhile, at the cost
the key confirmation property: if key confirmation is - ) : .
) ) ) ; . of a minimal decrease in security. In the next sub—section,
not considered important in a particular environment

then another protocol such as Bellare—Rogaway can b\/é/e investigate the scalability of owlodified Protocol 1

considered.

The Boyd four—pass protocol provides key authenticaA, Scalability Improvements when Updating Keys
tion, key freshness and key confirmation in four messages
as shown inProtocol 3 The nodesA and B exclusively
share a secreti{4s and Kpg respectively) with the
trusted authentication servstr By executing the protocol
sensor nodegl and B intend to establish a session key
Kap.

" The Modified Protocol 1will only need to be run once
betweenA and B. The sensor nodes can cachg and
instead of contacting the server again, they can then use
a different protocol to establish a new key. Upon further
investigation, we discovered that we can exploit the use of
Bellare—-Rogaway MAP1 protocol [37], a provably secure
entity authentication protocol, to produce a new session
key.

The MAP1 protocol, as shown iRrotocol 4 provides
mutual authentication betweehandB. If K 45 is calcu-
lated using Equation (6), then this protocol becomes a key
establishment protocol. The nelf4 5 key is guaranteed
to be fresh, sincé&V, and Ng are used to create the new
key. Key confirmation for both sensor nodes is another
An attractive feature of this protocol is thd&f 4,5 is  feature of this protocol. By creating a néfv4 5 we have

Protocol 3 Boyd key agreement protocol

M1 A—S: A B,Ny

M2 SHB: {A,B,Ks}KAS,{A,B,Ks}KBS,
Ny

]\/[3 B—>A {AaBaKS}KAsa[NA]KABvNB

M4 A— B: [NB]KAB
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Protocol 4 Bellare-Rogaway MAP1 protocol C. Security Analysis of Proposed Protocol 1
M1 A—B:A Ny In Proposed Protocol there are two messages that
M2 B — A:Np,[B,A Na,NB|k s contain theM ASK ; the messag@/2 — serverS sending
M3 A— B:[A Nplkas to nodeB, and the messagk/2’ — serverS sending to

node A. Neither A nor B ever send out the\/ ASK.

A possible attack on our protocol is for an adversary to
transformed an entity authentication protocol into a kewry and obtain thelM/ ASK value by interrogatings. If
establishment protocol. . an adversary pretends to bg it does not matter what

One of the properties of the MAP1 protocol is that|ocations and nonce gets passedStobecauses should
encryption is not used to establish the key. There argroduce a newks, and therefore a ne@w/ASK and a
situations where wireless sensor environments do not neggbw M ASK & K.
to support encryption, and may only need integrity check- As shown in Equation (7), if two exclusive—ors produce

ing. However, most key establishment protocols, wherghe same value, and the keys are different, then the
there is a trusted server involved, require some form ofyy ASK will have to be different.

encryption. The reason for the integrity checking is that , )
Bellare—Rogaway MAP1 protocol has key confirmation MASK & Ks = MASK" & K )

for both the sensor nodes. Key confirmation functionalityj¢ the 17 ASK is the same. as shown in Equation (8), then
can be removed if we remove messay@, and remove g exira information abouk's can be obtained, as long
the MAC from M/2. as a strong MAC is used. It is assumed that the adversary

] ) ] does not know the long term kel 4.
B. Removing Encryption Requirements from the Boyd

Protocol [A7B7KS]KAS = [A7B7K,/S'}KAS (8)

Janson and Tsudik developed an authenticated keginceB does not initiate the protocol, it has no input into
distribution that did not require traditional encryption the creation ofM ASK. So an adversary who pretended
when establishing a new session key [38]. We extendo beB has less input in the value af ASK than if they
their technique to remove the need for encryption in oupretended to bel. The integrity of the key is also assured
proposed protocol. In ouProposed Protocol 19], the  since key modification requires simultaneous modification

following constructs are used: of AUTH as well asM ASK @& Kg.
AUTH A = [A, B, Ksk 45 This of course will fail if either A or B become
MASK s = [[AUTHal]k 45 compromised. Key establishment protocols betwetn
AUTHp = [A, B, Ks|kps and B cannot detect if either one of the sensor nodes
MASKp = [[AUTHp]| k55 is compromised. Communication between the nodes will

The M ASK can either be created from an encryption

I if fal h
algorithm or from a MAC. In cases like CBC-MAC, need to be analyzed to detect if any false dawa has

here the algorith Jerlvi . : been sent [25], [27]. If the server becomes compromised,
where the algorithm uses an underlying encryption aigog, , key Ks may also become compromised. A possible

rithm, it may be more efficient t(? use en(_:ryptlon._ln Othersolution to this is to use multiple servers to create the key,
cases where there is no encryption algorithm available (fo

instance there is only HMAC—MDS5, or hardware support)-éo t.hat even if one or more servers become compromised
. it will not affect the security ofKs.

then theM ASK can be created by using the MAC. The The key K can be used in the future to create or

size of MASK should be eq_ual to or greater than the_renew a session key betweeh and B. However, that

size of the keys. By default TinySEC has_a 32 blt MAC,; relies on the assumption that the kégs has not been

C\(/)ewre\;\e/(ra' gwsocsifi:t_m:si‘;gg;rZIEIi(gsvi?\;/aL:Isa?(Le dziree'\aﬂséc'compromised. Sincé(s is never used as a session key

the size of messag&/ 3, thus minimizing the amount of or used to encrypt any plaintext, the ke, and K p.s

data sent by sensor node However, if desired, messages should be compromised befot’s. The sensor nodes
: ! o should regularly refresti 45, Kps and Ks with server
M?2 and M2’ can be recombined into a single message g y AS» BBS o
and then messag¥ 3 will need to increase in size again.
Also, if key confirmation functionality is not required then

messaged/3 and M4 can be removed.

However, we should not discount that there may be
some environments wher& g is more likely to be
compromised beford{ 45 and Kpgs. In this case,Kg
should be refreshed more often thAn,s and Kgs. The
natural thought will be to run our protocol from the start.
However, there is an attack where an adversary can replay
a portion of a previous message, so that the new key is
still K. Note that there is no way to guarantee that the
encryption of A, B, Kg is an old value or a new value.
This type of attack can be classified as a replay attack.
If the keys between the nodes and the KDCs are updated
more frequently thark(g, then our protocols can be run

Proposed Protocol 1No Encryption Key Agreement
Protocol

M1 A—S: AB,Ny

M2 S—B: ANsAUTHp, MASKp® Kg
M2 S—A: AUTHA,MASKs® Ks

M3 B— A: [NA]KABaNB

M4 A— B: [NB]KAB
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from the start without fear of a replay attack. The differentProtocol 6 PIKE key agreement protocol
keys between the nodes and the KDCs stop any adversarwil A — S: {A, B, Kap}k.s
performing a replay attack. M2 S—B: {A B Kaptkgs
Boyd’s defense against the replay attack relies on aM3 B — A: {A,B,Nplk.,
revocation list being available to all parties, but having
a revocation list infrastructure may not be feasible in
a low bandwidth, low energy, and low computationalwith S and B, as shown inAttack 1 This protocol is
environment. We have therefore developed a fix to thgulnerable to the replay attack since the messagésind
protocol involving the addition of a short extra message at/2 do not contain any nonces or timestamps to indicate
the start of the protocol, and having the nonces as part qhat they are new messages. It is further compounded by
the encrypted messages, as showRiiaposed Protocol2  the fact thatB is not being able to confirm that has
The construction of thelUT H now includes the nonces. the same key aB does. Another problem with the PIKE
Both nonces are added for the strongest security [39]. protocol is the lack of session identifiers. This has the
AUTH4 = [A, B,Na, Np, K5k 45 effect of only having one running instance of the protocol
AUTHp = [A,B,Na, Np, Ks|k s at a time. The other protocols, described in this paper,
have nonces, which can be used as session identifiers.
Proposed Protocol 2Fix to Boyd key agreement protocol Hence, they do not suffer from this issue. Because of the

M1 A—DB: ANy major limitations of the KDC protocol described in PIKE,
M2 B—S: A B,N4 Ng we will not investigate it any further here.

M3 S—B: AUTHp,MASKp® Kg

M3 S—A: AUTH., MASK. & Ks,Ng Attack 1 Attack on the PIKE key agreement protocol
M4  B—A: [Nalkag M1 C—S: {AB Kip}ras

M5 A— B: [Nplkis M2 S—B: {AB,Kaplkgs

M3 B—C: {A B,Nplk,,

D. Comparison with Existing KDC Mechanisms for Sen- Since the SPINS protocol does not have key confir-
sors mation, when we compare the protocols, we will remove

We will compare our protocols with existing KDC the key confirmation messages from the other protocols.
WSN protocols, such as SPINS [17] and PIKE [24]_In our Proposed Protocol Ive remove M3 and M4,
Other KDC WSN protocols, such as TUTWSN KDC and messages/4 and M5 are removed fromProposed
protocol [40], do not meet the criteria of having less Pr (I)tOCOI 21In Bellare—Rogavr\]/ay MAPL protoc_(I)IP(ot(zj-
than five messages and are therefore not considered. TR 4 We can removel/3. The messaga/2 will nee
SPINS protocol is described ifrotocol 5 It contains to be modified .to remove the key confirmation segment
four messages, witty (the KDC) sending two of those [B, A, Na, Np] in the message.

messages. The KDC generatEs g and sends the key PTabIe C;I;D is a ;:(J)l;nparisog POf thelzleSk protocol,
to both A and B. The noncesV4 and Np are used to roposed Protocol, Proposed Protoco én Keys are

stop any replay attacks. Neithet nor B confirms that updated. T.hen value is the number of iteratiqns of the
the other node has the correct key. Whereamposed protocol. Since our proposed .p.rotocols are built on top of
Protocol 1has key confirmation for botd and B. the B_oy(_j_protocol and thM.O dm?d Protocol ] and there

are significant advantages in using the proposed protocols,
we have not shown the Boyd protocol and tedified
Protocol 1in the table. Also, our comparisons, shown
in the table, does not contain the performance impact
of key confirmation betweer and B. We also assume
that the M ASK attribute in the Proposed Protocol 1

Protocol 5 SPINS key agreement protocol
M1 A—B: A N4z
M2 B—S: Ng,Np,A B/[Na,Np,A Blkgs
M3 S—>A [[KAB]]KAsa

[Na, B, [[KaB]lkas]K as is calculated via an encryption algorithm, rather than a
M3 S—B: [[Kapllkps MAC. If our proposed protocols were using a MAC then
[Na, B, [[KaB]lkss]Kss it would be necessary to move the encryption values down

to the MAC row. The nonces are simple counters, and the
Protocol 6is the description of the PIKE protocol. This random numbers shown in this table is for the creation
protocol contains three messages, with each node sendiong any new keys. A sensor node sending data is a very
only one message. Sensor nodlgenerated( 45, which  expensive operation: each bit transmitted consumes the
sends the key t®, which in turn sends it ta3. Sensor same amount of energy 8800 instructions if the distance
node A can confirm thatB does haveK 45, however, between the nodes is ten meters [41]. A useful aspect

sensor nodéB cannot confirm thatd has K 4 5. in our proposed protocols is that the kéy,p can be
The key agreement protocol described in PIKE suffergefreshed using the MAP1 protocol.
from a replay attack. WheA needs to refresi 4 5, then We next compare the number of cryptographic opera-

an adversary’' can intercept or even initiate the protocol tions when performing multiple updates of k&y, 5. For
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TABLE Il

PERFORMANCECOMPARISON OFSINGLE SERVER PROTOCOLS byte message is 21.1 microjoules, and a 16 bytes message
is 32.4 microjoules. There is a substantial startup cost for
Protocol SPINS | Proposed 1] Proposed 2 each message sent, and then there is an added cost for
Messages senf| 4m 2m + 1 2m + 2 every bit that is sent.
En(de)cryption| 4m 4 4 A memory comparison for our application was per-
MAcS om | 2mtd | 2mtd formed in a TinyOS environment. We compared CBC—
Bytes sent 37m | dm 128 | dm 32 MAC using SkipJack and RC5, and HMAC-MD?5 on our

application, as shown in Table IV. The ROM memory is
greater for HMAC-MDS5 than it is for CBC—-MAC. The

o ) amount of RAM used is less for HMAC-MD5.
simplicity we assume that each operation costs the same

amount. In the SPINS protocol there li$m operations, TABLE V.

. . . MEMORY OVERHEAD IN BYTES ON MICA2 PLATFORM
where m is the number of iterations of the protocol.
The number of cryptographic operations performed by

f . Memory | CBC-MAC | CBC-MAC | HMAC | No Encrypt
our prop_osed_ protocol i2m + 9. If we also mclqded (SKIPJACK) (RC5) MD5
key confirmation then our proposed protocols will have[ rRom 13884 13290 24534 11532
6m + 9 operations. Our proposed protocols has slightly FcijAM 623107 %107 iii 58208
. | .data
more operations than the SPINS protocol. However, aftef * °C 537 537 148 488
only one key refresh, our proposed protocols perform text 13804 13210 24390 11452

fewer operations than if using the SPINS protocol.

The next comparison is the number of messages sent o
by each protocol. The SPINS protocol has a total of The combination ofbssand.datasegments use SRAM,

4m messages, where: is the number of iterations of and the combination atextand.datasegments use ROM.
the protocol. The number of messages fBroposed The values in Table 1V indicate that HMAC-MD5 uses
Protocol 1with key confirmation is3m + 2 and without leéss RAM and more ROM than CBC-MAC. Théext
key confirmation the number of messages2is + 1. ~ contains the machine instructions for the application. The
Even with the higher number of messages found in keybsscontains uninitialized global or static variables, and
confirmation theProposed Protocolias fewer messages the .datasection contains the initialized static variables.
sent after the second iteration. The number of messagesOn further investigation the HMAC code itself only
for Proposed Protocol Rith key confirmation is3m +3 ~ adds 176 bytes oftext and has no impact on thelata
and the number of messages without key confirmatiosegment. The major memory cost in HMAC-MDS is the
is 2m + 2. Once again, even with key confirmation the cost of MD5, it uses a total of 12826 bytes. Further
proposed protocol has fewer messages sent after only tfiesearch into reducing the size of MD5, or investigating
second iteration. other one—way functions could lead to more memory
The number of messages sent is not a true indication gifficient implementations. For instance, thtext section
the performance of the protocol, since the number of byte8f HMAC-MDS5 can be decreased if the common trans-
sent is not considered. When investigating the amount dormation macros are re—factored into functions.
bytes sent, we found that the SPINS protocols has a total We found that the TOSSIM simulator cannot be used
of 37m bytes, wheren is the number of iterations of the for obtaining very accurate results when comparing the
protocol. The number of bytes faProposed Protocol 1 different MAC algorithms. Instead, ATEMU was used to
with key confirmation isl2m + 29 and number of bytes Show the number of cycles performed by the different
without key confirmation isim + 28. The number of MAC implementations, as shown in Figure 2. From our
bytes sent by the proposed protocol with key confirmatiorinitial implementations, the size of the digest does not
is significantly less on the second iteration. If thereaffect the number of cycles by a significant amount.

was no key confirmation, then the proposed protocolVe notice that HMAC-MDS5 is significantly larger than
will have less bytes sent after the first run. The samdoth SKIPJACK and RC5, and RC5 performs better than

test was performed foProposed Protocol, 2and similar SKIPJACK. When we increased the digest size from four

results were obtained. The number of bytesfooposed bytes to 8 bytes, there was no significant difference in
Protocol 2with key confirmation is12m + 32 and the the number of cycles. It should be noted that this is

number of bytes without key confirmation dsn + 32. not an extensive survey of MAC functions. For instance,
there is no requirement for the underlying hash function

used by HMAC to be collision free (it needs to be a
one-way function), which greatly increases the number
We used the values provided by the TOSSIM simulatoiof MAC functions that can be used. However, even with
(a part of the TinyOS installation) to obtain an indicationa naive approach to implementing MD5 we have shown
of the power consumption when sending a message. lthat it is possible to use HMAC-MD5 when no encryption
our calculations we do not take into account any collisioralgorithms are available.
avoidance times. On the mica2 mote, the cost of sending a After a detailed analysis of the proposed protocols and
0 byte message is 9.9 microjoules, the cost of sending antBe comparison with the existing protocols, we conclude

E. Simulation Results
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Figure 2. Number of cycles required for different MAC aldgoms

that the large number of features (such as key confirma-

tion, no need for large encryption algorithms, scalability
key freshness) found iRroposed Protocoldnd Proposed

Protocol 2make them ideal candidates when creating a M3

new multiple server protocol.

VI. NOVEL MULTIPLE SERVER PROTOCOLS
The single server protocols assume that seveis
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and K 4,5 are created. Sensor node sends its cross—
checksums t@3, so B can creatds 4 5. The final message
completes the key confirmation betweehand B, as
shown in Proposed Protocol [3].

The Proposed Protocol Brovides key authentication,
key freshness and key confirmation, using multiple au-
thentication servers. In ouProposed Protocol,3the
following constructs are used:

AUTHa; = [A, B, K|k o,
MASK 4; = [[AUTHai) |k o,
AUTHp; = [A, B, K|k ps.
MASKp; = [[AUTHpi]] ks,

Proposed Protocol 3 A Preliminary Multiple Server
Protocol

A—S;: A B,Ny
SZ—>B NA,A,Si,AUTHBZ',
MASKg; & K;
M2 S;— A: S, AUTHaA;, MASK x; & K;
B—A: ccp(l),...,ccp(n),Np
M4 A—B: cca(l),...,cca(n),[NglK .y
M5 B—A: [Nalkis

Both of the sensor nodes and the servers contribute

never compromised. In a sensor environment, this may, the key value. The value¥, and N are generated

not be always true. A solution is to use multiple au-

thentication server protocols, specifically designed ffier t

by A and B respectively as input to the MAC function,
that determines the session key. The key used with the

sensor environment. The multiple authentication servefjac function is generated by the servers. Bothand

protocols we have developed are based on the concepf compute the session key d§ip = [N, Ng]|

of the Boyd four—pass protocol. These will maintain
similar security characteristics as that of the centrdlize

Ks'
The nodes should have a minimum number of servers
returning valid results before confirming that the key is

authentication protocol, as shown in the Boyd four-pas§gjid. Node B will calculate ces (i) Vi € 1,...,n.
protocol. Because of the severe resource constraints which

exist in sensor nodes, a multiple authentication server

protocol should have low computational complexity in

both time and space. A multiple server authentication pro-

[KZ]Kz
EM

if valid,
otherwise

©)

cep(i) = {

tocol in a sensor environment should have the following Where EM is an error message; an example will be

characteristics:
« Small computation overhead,
o Minimal number of messages,
good randomness,
The new key should be fresh,

There should be key confirmation by both nodes.

A. Proposed Multiple Server Protocol with no encryption
In our attempt to create an efficient multiple server

protocol, we specifiech servers. The proposed protocol
has the following message flows. The sensor nédends
the first messaged, B, N4, to each of the servers. Each
server sends their message to both sensor nddasd
B. Sensor nodeB sendsNg, the keying data, and the
cross—checksums created B It is important to note
at this stage thak(s is unknown, so unlike the original
protocol, B is not able to sendN 4|k, ,. When sensor

the value zero. There is a remote chance a valid case may
be zero. If the valid value is zero, the server needs to be
considered a compromised server (even though it is not a

Sensor nodes should not be relied upon to generaf@alicious server).

Node A will calculate cc4(i), and compare it with
ccep(i). If they are the same, then the senris valid.
Below is a way the nodes compare the cross checksum
for cca(i) andcep(i).

conli) = {ccBu) = [Kilx,

EM
After the comparison of the entire cross checksums, a
set of valid keydi, . .., V,, should remain. The creation
of Kg is defined as follows.

if valid,

10
otherwise (10)

Ks=Vi®...0V, (1)

WhereV; is thei*" valid key given by a server, and is
the total number of valid servers < m < n, where

nodeA receives the next message, it will calculate its ownt is the minimal number of trusted servers. However,
cross checksums, and compare them against the crosgnlike the existing multiple server protocols, the trusted

checksums created bys. At this stage, the keyd(g
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cca (i) values are returned t8, whereB performs similar  use as a high speed backbone network to communicate
checks asA and calculates(s. with other GNOME machines. In ouProposed Protocol
4, the sensor noded only sends one message to a
server, denoted a$;. ServerS; then gathers all the
required information from the other servers through the
Our Proposed Protocol Bas a number of advantages, server network (rather than the sensor network). Server
one of which is that the nodes do not need good random; concatenates the information and sends it to sensor
number generators to create the nonces. The nodes cofjdde B. The list of servers may either be a static list,

even safely use a counter for their nonce values. Anothgfnown by the sensor nodes, or it may be a list based on
advantage is that if a server or a number of servers amge trustworthiness of the servers.

unavailable, the authentication service itself still &xis

through the other servers. The servers and the sensProposed Protocol 4Reduced number of WSN messages
nodes have different keys; even if one or more servers ;1 4 _, g . A B,N4

become compromised, the authentication service or they /o g _, S;: AB

B. Analysis of Proposed Protocol 3

security of the system is not compromised. M3 S;—S,: MASKp;, AUTHg; & K,
The proposed protocol only encrypts random informa- MASK a;, AUTHA; © K;

tion. If the encryption cipher uses dV value (such as  yry g . pB. §, MASKp, AUTHp & K,

RC5 and SKIPJACK currently used in TinyOS [42]) then e Sns MASK g,

we can use a constaiil’ value. However, the constant AUTHpg, @ K,,,Na, A

IV value chosen for our protocol must only be used 5y g . A: MASK4, AUTHs. G K, ...,

to encrypt the random data and should never be used MASK pn, AUTHapn ® Ky,

to encrypt other information. Also, a wide variation of pr5 B, 4. ccp(1),...,ccn(n), Np

different ciphers can safely be used. M6 A—DB: cca(l),...,cca(n),[Nlkay
Some MACs have vulnerabilities when the message j;7 p . 4. (Nalkas

sizes are variable. All of our message sizes are of constant

value, allowing us to safely use a wider range of MACs ) _ o

than previously available. The size of the MACs can be 1) Security Analysisif S; becomes malicious, there

lower than that of conventional protocols. The integrity@® @ number attacks that the server can try. The simplest

checking is performed by the sensor nodes. i§ the size attack is a denial of service, where the server will not

of the MAC in bits, then an adversary hasn 2% chance gather any extra information from other servers, or doesn’t

in blindly forging a valid MAC for a particular message. "espond to the sensor nod# If sensor noded does not

The adversary should be able to succeedin! tries. eceive a response frodi in a required amount of time,

Because of the low bandwidth of sensor nodes, a 4 bytthen it should trySs. .

MAC, requiring23! packets, will take years to complete. ~Another possible attack; can try is to forge the MACs

If an adversary did attempt this attack, the sensor nodi create legitimate messages from the other servers. As

would be non—functional within that period. In addition, discussed earlier, it is unreasonable to assume a server

an adversary will need to forge¥ MACs; t MACs to A can forge a message, let alopemessages.

and ¢+ MACs to B, and stop traffic from the other base If there aret malicious servers, thes; can contact

stations before they can determine the valuekofs. those servers and not involve the trusted servers. However,
In order to study the performance impacts of each ofh€ Proposed Protocol & also vulnerable t@ malicious

the multiple server protocols, we first define the followingServers, as described in our explanation Rfoposed

symbols. The size of location indicator ig, the nonce ~Protocol3 o

size isai, the key size isus, the hash size g3, and If contacting only one server is still a concern, we

the number of servers is. The following equations are Can use a higher level reputation based framework [43]

used to define how many bytes are sent for each messad¥! t©op of existing authentication protocols to make sure
M1; = 2a9 + a1, M2; = 2a9 + a1 + ag + a3, M2, =  the nodes collaborate with only trustworthy base stations.
L L 7

ao + az + as, M3 = ay + nas, M4 = (n + 1)as, and Another solution is tha#l can send the first messageto
M5 = as. However, there are. messages of typa/1,  Servers, wherg < n, and each server is allocated servers
M2 and M2'. from which to obtain information (however, this will re-
quire more code and logic within the sensor applications).
) 2) Cost/Complexity analysisThe Proposed Protocol 4
C. Reduction of Number of Messages decreases the number of packets sentib¥he following
We have investigated and extended Breposed Proto- equations are used to define how many bytes are sent for
col 3further to reduce the large number of messages semtach messagel/1 = 2a¢ + a1, M2; = 2a9, M3; =
through the WSN. Thereby we developed #Beposed 2as+2a3, M4 = ag+ a1 +nas+naz, M4 = nas+nas,
Protocol 4 We assume that the servers can communicat®/5 = ay + nas, M6 = (n+ 1)as, and M7 = as.
through a different network, other than the low bandwidth Although the Proposed Protocol decreased the num-
WSN used by the sensor nodes. For instance, the GNOMEer of messages sent bly it is not as reliable aProposed
platform [12] also has an Ethernet connection it canProtocol 31f S, is down, eitherA will need to detect this
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and try S,, or S, itself will need to be a clustered system. B. Performance Analysis
The drawback of a true replicated clustered system is that \ynen looking at authentication algorithms, a number

it is more likely that the system can be compromised gifferent aspects need to be taken into consideration.
since there are more macr_nnes available f(_)r_an gdversawpart from the security properties, such as key establish-
Fo attack. Another prok?lem 51 l?ecomes malicious is that ment, key freshness, and key confirmation, a number of
it may not_ return any information from the other SeIVers.performance aspects should also be looked at. In the past,
Once againA can try other servers. symmetric key algorithm performance was categorized
by the number of messages and the number of rounds.
VIlI. SECURITY AND PEREFORMANCEANALYSIS However, in sensor networks these are not true indicators
of the performance of an algorithm. Other measures such
as computational costs, number of bytes and packets sent
The keyK s can be used in the future to create or renewand received, the amount of memory consumed are also
a session key betweeA and B. However, Ky in the Important in a sensor environment.
multiple server scenario has similar problems as Ahe The computational costs to our scheme arises because
in the single server scenario. The multiple server scesarid®f the encryption, decryption and integrity checking of the
have strengthened the security between the nodes and tk@ys generated by the servers. There is also the generation
KDC. Compromised keys between a node and one (off the Kap by both A and B. An inefficient aspect of
more) servers, does not affect the security of the protocothe Boyd four—pass protocol is the need to decrypt the
An adversary can replay previous (portion of) messageBiessage before the integrity check is done. Our protocols
to force the sensor nodes to use the sdmeas before. If have a similar restriction if bits were changed in the
this is considered a concern, then we can corPasposed M ASK then it will not be known until bothM ASK
Protocol 2to a multiple server protocol. and AUTH were calculated. Bogus messages injected
The Proposed Protocol % produced with the same by @ third party cannot be detected using any compu-
methodology as the one used to prodiRreposed Pro- tationally efficient methods. The Bellare-Rogaway uses
tocol 4 The advantage of th@roposed Protocol 6ver ~ the encrypted messages when performing the integrity
Proposed Protocol & that if K is ever compromised, check, rather than the decrypted message. A very simple
then the protocol can be run again safely. We modifiednodification to the Boyd four—pass protocol removes this
the calculation of AUTH so that a replay attack is not minor limitation, as shown in th&odified Protocol 2
possible.

A. Security Analysis

AUTH; = [A, B, N, NB|k ., Modified Protocol 2 Boyd protocol integrity change
AUTHg; =[A,B,Na, NB|kp, M1 A—S: ADB,Ny
M2 S—B: [[KS]]KAS’[A’B’ [[KSHKAS]’
Proposed Protocol 5Multiple Server Protocol with Se- ([Ksllkps: [A, B, [[Ks]lxps]xps,
cure Server Key Na, A
M1 A— B: A Ny M3 B—A: [[Ksllkas,[A B, [Ksllkaslkas
M2 B—S,: AB,NiNg [Nalan, N5
M3 S —Si: A B.NiNg M4 A—B: [Nplkas
M4 SZHsl : AUTHB“MASKBl@KZ,
AUTH;, MASK 4; ® K; The size of the messages does not change, and there is
M5 Sy —B: AUTHpi, MASKp ® K1,..., the added benefit of the integrity check performed before
AUTHg,, MASKg, ® K, the decryption of the message. We can also extend this
M5 S1—A: AUTHp, MASK 1 ® K, ..., technique to be used in our protocols (however, encryption
AUTH 5,,, MASK 4, ® K,, algorithms are then required to be implemented on the
M6 B—A: «ccg(l),...,ceg(n),Np sensor nodes). However, it has been shown that the
M7 A—B: cca(l),...,cca(n),[Nglkis communication costs are almost an order of magnitude
M8 B—A: [Nalk.s more than the computational costs in security systems
[17].
Proposed Protocol Bas one more message thBrno- The communication costs will be heavily dependent on

posed Protocol 4however, Proposed Protocol 4ias a  the topology of the network. Also, different protocols have
larger message. This is because of the need to desmti  different communication overheads for the sensor nodes,
N, in M4, whereas inProposed Protocol the message and the servers. The communication overheads of the
M5 does not need to send this extra information. Thedifferent protocol is examined in detail in Section VIII.
maximum size message iRroposed Protocol 4an be

decreased if another messaggl’ is sent as shown in VIII. COMPARISON

Equation (12). We now compare our proposed protocols with a number

of the existing protocols. The computational complexity
A—B:ANa (12)  of the existing multiple server protocols is greater since
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the key is constructed using a key—sharing mechanism. 12000 \ \ \
This has two major drawbacks in a sensor network envi- 10000 Gong Multi Server
ot B Chen Multi Server------ .
ronment. The first is the amount of extra code_ (and there- Pmp%‘;e 4 Protocol s
fore memory overhead) needed when creating the n@w gogol _
key. The second is the additional computation (and theri'g—
fore extra energy) required when creating the new key. gf 6000 -
we use a threshold scheme such as Shamir's scheme @O]
. . . 4000 — - |
to recover the key, the computational complexity will b&é
O(tlog, t). Whereas our proposed protocols use a simple  5pg0 | T
exclusive—or function (as describe in Equation (11)) to T
recover the key, which has a computational complexity 0 : : : : : :
. . 1 2 3 4 5 6 7 8
of only O(n). Not only does this save on computational
. .. Number of servers
cost, but also has the added benefit of requiring less
code than a full-blown key-sharing threshold scheme.  Figure 3. Total Number of bits sent by different Protocols
The advantage of using a full-blown key—share threshold
scheme, is thatservers can calculate the new session key
betweenA and B if they are the only servers involved in restriction on our proposed multiple server protocols.
the protocol. However, for performance reasons we have Table V compares the three proposed multiple server
not placed the same restriction on our proposed multipl@rotocols, where: is the number of servers. The table
server protocols. shows that inProposed Protocol the performance hit is
Another comparison is the communication cost of ouron sensor noded. The other two protocols put greater
proposed protocols compared with the existing protocolsemphasis on the server nodes. The extra message in
For simplicity, we will assume that the output of the one—Proposed Protocol Boes not affect sensor nodg and
way function used to calculate the cross—checksums ifor a large number of servers it is insignificant.
the existing multiple server protocols is the same size

as the integrity function used in our proposed protocols. TABLE V.
. . . PERFORMANCECOMPARISON OFPROPOSEDMULTIPLE SERVER
Although, as described earlier, for security reasons the PROTOCOLS

one—way function in the existing multiple server protocols
will need to be larger.

] Proposed Protocol 3
We will compare the total number of bytes sent by [TNode A B 5 5,
sensor noded for each of the existing multiple server Msgs Tx n+1 2 2 2
protocols, and ourProposed Protocol &nd Proposed Msgs Rx n+2 ntl 1 1
p 4 H il lculati h Bits Tx 72n+ 32 | 32n + 40 243 243
rotoco owever, similar calculations as the ones |—gis Ry [ T44n + 40 | 1680 + 32 10 10
shown here can be used to calculate the impact on the Proposed Protocol 4
base stations and sensBr '\Nﬂode - g g S1 S
. sgs TX n+1 1
The total number of b)2/tes sent by sensbin the Gong Msgs RX 3 > o I
multi—server protocol i&“as +2nag +nas + 2ag + 2a1 + Bits Tx 32n + 72 32n +40 | 232n—40 | 192
az, which has a complexity of)(n?). The number of Bits Rx || 128n+40 | 128n 456 | 192n — 152 | 40
bytes sent by sensod in the Chen et al. multi-server | n Proposed gm"’co’S < <
. 0 ,
protocol isn?az + nagz + 3ao + 3a; + az. The above two Msgs Tx > 3 P T
cases have a complexity 6f(n?). However, the number Msgs Rx 3 3 n 1
of bytes sent by sensad in Proposed Protocol and Bits Tx || 32n+72 | 32n+88 | 240n —48 | 192
Bits RXx || 128n 140 | 128n + 72 | 192n — 144 | 48

Proposed Protocol 4re 2nag + na; + (n + 1)as and
2ap+ a1+ (n+1)as, respectively. Both of these messages
have a complexity oD (n). The number of cryptographic operations performed by
Figure 3 compares the total number of bits sent out ireach node in the three proposed protocols shown in the
the entire network, relative to the number of servers usedable, is the same for each of the proposed protocols. The
The Gong protocol is the most expensive, followed bynumber of AUTH calculations i2n + 4 for both A and
the Chen protocol. Also, the protocols consider for thisB. The number ofM ASK calculations is2n for both
graph send all their messages over the sensor network, and B. For S; the number of AUTH and M ASK
rather than sending some of the messages over a fast@ilculations is two. The only nodes that need to create
backbone network. good random numbers are each of the sere@nd they
The existing multiple server protocols have messagenly create one for each run through of the protocol. Both
sizes of sizeD(n?), whereas our proposed protocols areN4 and Nz can be a simple counter.
O(n). It should be noted that the existing multiple server Another comparison is the number of packets sent
protocols do have added functionality, where the trustedby each of our multiple server protocols, as shown in
servers are able to calculate the kéy,p. However, Figure 4. The comparison is done over two different
for performance reasons we have not placed the sanmeetwork topologies. The servers either communicate over

© 2008 ACADEMY PUBLISHER



26 JOURNAL OF NETWORKS, VOL. 3, NO. 6, JUNE 2008

the sensor network or they have a separate network to \ \ \ \ \ =

communicate over. ThRroposed ProtocolBas the same S000f= b Protocol 3 Ewggm)}i

cost over both network topologies, since every message P. Protocol 5 (WSSN)--—---

interacts with a sensor node, and the servers do not need ™™ £ 2ECCAE (ISY ¢

to communicate with one another. Because of the larggr , P. Protocol 5 (WSN)--—-—=

number of messages sent by tReoposed Protocol 4 g E

and Proposed Protocol, 5t is natural for the number § 500l

of packets to be more thaRroposed Protocol, 3vhen =

all the messages have to be sent on the same sensoriooo

network. However, as the number of servers increases, the

other proposed protocols converge wioposed Proto- 0 : : : : : :
2 3 4 5 6 7 8

col 3. The other proposed protocols have the advantage Number of Servers

of concatenating messages, which the original proposed

multiple server protocol did not have. If the servers Figure 5. Number of bits sent by different Proposed Progcol

can communicate over a different network, the number

of packets sent byProposed Protocol 4nd Proposed TABLE VI.

Protocol 5is the same if the number of servers is equal COMPARISON OFMULTIPLE SERVERPROTOCOLS

to five. This is because of the first protocol having larger

000

; Properties of the Protocol
message sizes, and t_he messages need to be segme tn%rotocol Server Efficiency | Efficiency | Security
sooner than they do in the other protocol. The number availability | of WSN | of WSSN
of packets sent on the energy—constrained sensor networkGong Excellent | Bad Bad Excellent
ic qignifi i i Chen et al. | Excellent | Bad Bad Excellent
is significantly Iargerllf usingProposed Protocol, 3vhen Proposed 3| Excellent | Good Average | Good
the servers are on different networks. Proposed 4| Average | Average | Excellent | Good

Proposed 5| Average Average Excellent | Excellent

35 T T T T

30 P. Protocol 3 (WSSN)}—— 1
P. Protocol 4 (WSSN)------ . . . .
2 L P. Protocol 5 (WSSN}-——-—- where the environment is concerned with server avail-

P. Protocol 3 (WSN) o
P. Protocol 4 (WSN)—e—
P. Protocol 5 (WSN)WT/::,

e

ability. If the servers can communicate over a different
. network thenProposed Protocol ghould be used. If con-

_ cerned about the security &fs then Proposed Protocol 5
e should be used.

20 -

15

Number of Packets

10 |-

IX. CONCLUSIONS

1 2 3 4 5 6 7 ) Key distribution protocols, without the assumption of
Number of Servers trusting an individual authentication server, are needed i
sensor environments where clients cannot trust individual
Figure 4. Number of packets sent by different Proposed Eotto servers.
We examined the existing multiple server protocols
TinyOS has a seven byte overhead when sending developed for traditional networks, and investigated the
single packet. When comparing the bits sent by each gfroblems using those protocols for WSNs. A critical
the protocols, we included the packet overhead. We onceeview of single server protocols developed for both
again cover the case of two network topologies, as showtraditional and sensor networks was carried out. The
in Figure 5. TheProposed Protocol Bas the same cost performance of single server protocols, including two
over both networks. When comparing the protocols, ifof our proposed protocols, was analysed in detail. We
the servers can communicate over a different network, wehen proposed three multiple server protocols for sensor
notice that if the number of servers is equal to five, therenetworks and surveillance sensor networks, and provided
is virtually no difference betweefroposed Protocoldnd  a detailed analysis and comparison of each the protocols.
Proposed Protocol 5 The proposed multiple server protocols removed the
Table VI compares the existing multiple server proto-requirement for the servers to know the keys between
cols with some of our proposed protocols. In the table wesach of the sensor nodes, and thus helping to limit the
look at the server availability, and compare the protocolsnessage sizes 10 (n). The proposed protocols have the
when the servers use the WSN or a different networkadded benefit of not solely relying on the sensor nodes
We also evaluate the robustness of the protocols based omgenerate cryptographically sound pseudo—random num-
security attacks in any environment. bers, but still using information from each of the sensors
After the detailed analysis of the proposed protocolg¢o generate the new key. We have shown that our protocols
and the comparison with existing protocols, we concludere flexible enough for them to be used with almost any
that Proposed Protocol 3hould be used in situations cryptographic primitive and in a range of environments.
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