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Abstract—Security is an increasingly important issue for
networked services. However, since networked environments
may exhibit varying networking behavior and contain het-
erogeneous devices with varying resources tunable security
services are needed. A tunable security service is a service
that provides different security configurations that are
selected, and possibly altered, at run-time. In this paper,
we propose a conceptual model for analysis and design of
tunable security services. The proposed model can be used to
describe and compare existing tunable security services and
to identify missing requirements. Five previously proposed
services are analyzed in detail in the paper. The analysis
illustrates the powerfulness of the model, and highlights
some key aspects in the design of tunable security services.
Based on the conceptual model, we also present a high-level
design methodology that can be used to identify the most
appropriate security configurations for a particular scenario.

Index Terms—network security, tunable security, concep-

The second challenge faced when integrating security
into networked services is the high complexity of existing
security protocols, i.e., it is difficult to identify the appro-
priate security configurations for different circumstances.
Security protocols, such as IP security (IPsec) [1] and
transport layer security (TLS) [2], [3], are designed to be
highly configurable in order to provide a general solution
that is applicable in most scenarios. However, by adding
configurability to the security protocols they become more
complex to design, implement, and use.

To adapt to heterogeneous environments and to re-
duce the complexity of using configurable services, well-
defined tunable security services are needed. We define a
tunable security service as a service that provides a set
of possible security configurations that are selected, and
possibly dynamically altered, at run-time. Such services

aim to provide a balance between security and perfor-
mance. Both security and performance requirements can
have several aspects. The performance related require-
ments may be QoS requirements, such as constraints

for throughput, latency, jitter and/or energy consumption,

~ The integration of security mechanisms with services,. more abstract requirements, such as usability of the
in networked systems faces two main challenges. F'rStlysecurity service. Security related requirements may be

networked environments have a wide heterogeneity iy ihentication, integrity, confidentiality, or may be de-
space and time due to the high variety of availablegmined from a higher-level, such as resistance against
devices, access technologies, and network behaviors. Thignia| of service (DoS) attacks, or the security level of a
implies that the same security configuration may Causgnole protocol. Tunable security services are sometimes
widely varying processing overheads and data link utilizayiscyssed as a QoS extension [4], [5], since the security
tion costs in different scenarios and at different times. Thg,grgys performance tradeoff may lead to performance
available energy and computing resources of the devic&gains that are suitable in resource constrained and highly
may pose a maximum constraint for the processing CoSigijized environments. However, in this case the tradeoff

of the security solutions. Similarly, the available band-m s il ensure that the minimal security requirements
width may pose an upper constraint for the admissible;;e achieved.

network processing overhead of the security solutions. |, inis paper, a conceptual model that is aimed to serve

Security solutions need to consider these facts, SinCgs g pasis for analysis and design of tunable security
applications may require a certain quality of service (Q0Skeryices is described. The proposed model extends and
Ievel_, and end users might want to access the belongingyises a preliminary model proposed in [6] and the use
services from anywhere and any device. of the model is further explored. The model can be used
This paper is a revised and extended version of “A ConceptuaPOt qnly a_S atool to compare and evalua_te tunabl? sepunty
Model of Tunable Security Services” by S. Lindskog, A. Brunstrom, Services in a structured manner, but it also highlights
R. Lundin, and Z. Faigl, which appeared in Proceedings of the 3r¢he requirements to design such services. Five different
International Symposium on Wireless Communication Systems (ISWC?unable security services [4], [5], [7]-[9] are analyzed in

2006), Valencia, Spain, September 5-8, 2006, pp. 531-&332006 s ) | .
IEEE. detail in the paper. These five services illustrate some

tual model, security configurations, security design, quality
of service

I. INTRODUCTION
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of the key design decisions that must be considere®ection IV. Finally, Section V discusses future work and
in the design of tunable security services as well asSection VI summarizes the paper.

the powerfulness of our model in the analysis of such

services. Based on the proposed model and the analysis, II. CONCEPTUAL MODEL

we proceed to define the key design steps that need to
be considered when constructing future tunable securit
services. Although developed in the context of tunabl

This section introduces a conceptual model that high-

Ights the building blocks underlying any tunable security

security services the main part of the design process %erwce and their relationships. The_proposz_ed modellcqn
e used to analyze tunable security services, as it is

applicable also for static security services. O .
PP ) ! Y applied in Section Ill. Moreover, our model can also
During the past fifteen years many schemes for tunablgerve as a design tool when developing new tunable

security have been proposed, serving as inspiration for OLQ’ecurity services. Its use in the design phase is presented
work. Although some frameworks or models for tunablein Section IV

security have been proposed they have been aimed to
provide tunable security of a specific type or for a partic-
ular environment. In [10], Ong et al. propose a generalA. Core Building Blocks
ized quality of protection framework based on algorithm  As mentioned in the introduction, tunable security
selection. However, their framework is data encryptionservices provide a set of security configurations that can
and user authentication service specific. In [9], Hagebe selected at run-time. The choice of a particular security
presents a context-aware adaptive security frameworlgonfiguration may be influenced by one or more tuners,
which considers a specific set of performance parametetarough a set of tuner preferences, and/or by the current
in wireless environments. Levin et al. [11], uses the termpperating environment and application characteristics. On
"Quality of Security Service” (QoSS) when variable levelsa conceptual level a tunable security service is thus
of security can be selected. Their main idea is to defingonstructed from the following core building blocks:
security as an adaptive system attribute. In our work, § — {Security configurations
we provide a higher-level conceptual model that provides 7 = {Tuner preferencgs
a general characterization of tunable security services F = {Environment and application descriptprs
applicable for any scenario and service. As mentionegvhere S is the set of available security configuratiofis,
above, a detailed analysis of five different tunable securitys the set of tuner preferences, aids the set of relevant
services is provided in the paper. Some additional tunablenvironment and application descriptors. Based on these
security services can be found in [12]-[18]. three sets, the operation of the tunable security service is
The design of tunable security services requires thexpressed by its TSfunction as followsT'S : T'x E —
establishment of the ordering of the possible security conS. The TS function thus illustrates the mapping from
figurations in terms of security strength and performancetuner preferencesIi) and environment and application
Our work is therefore also closely related to researcltharacteristics K) to the security configurationsSy.
on security and performance metrics which can charac- Note, that the elements i, 7', and E reflect the
terize different security configurations. Lookabaugh andpossible inputs for the TS function at the use phase of
Sicker [19] describe the security obtained when selectivéhe service. However, these sets are established by the
encryption is applied on a scalar quantizer. Their analysiglesigner of the tunable security service, as a result of the
is based on the classical work of Shannon [20], wherealesign process described in Section IV. Thus, the designer
entropy is used as a measure of security. Lenstra anof a service always influences its tuning and the tuning
Verhuel [21] define a model for selecting cryptographiccan thus be viewed as happening on two-levels: first at the
key sizes to achieve a certain level of protection measuredesign phase, then during the use phase. The first tuner is
in years of protection. Other attempts to quantify securityreferred to as the designer and the second-level tuner is
can be found in [22]-[26]. Performance evaluations ofcalled tuner in our work. Each of the core building blocks
security services and algorithms have been evaluated @nd the relation between them are further described below.
many different studies. Schneier et al. [27], for example,
evaluated the nine different AES submissions with.respecé_ Security Configurations
to performance. Apostolopoulos et al. [28] studied the i . . )
cost of the TLS protocol. In [29], Harbitter and Menasce S denotes the set of all possible security configurations

propose a methodology for analyzing the performanc®rovided by a service. The set of available security
of authentication protocols, using Kerberos [30] as sconfigurations is defined during the design phase. In order

case study. Additional work on performance measures dP design an appropriate TS function, the relation, in
security can be found in [31], [32]. terms of provided security, between the different secu-

The remainder of this paper is organized as follows. Inrlty configurations must be established. To find out a

Section Il, the conceptual model is described. Section ”Fecunty ordering between available configurations, the

presents our analysis of five selected tunable securit;s/ecurlty objective must be precisely defined. Possible

services. BL{Ildlng on the Conc_eptual mOde!' a process fo 1TS is an abbreviation for tunable security. This abbreviation is,
how to design tunable security services is proposed ihowever, only used in this paper when referring to this specific function.
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security objectives are the importance of different securityconsidered we let contain the empty set as a null value.
features like authentication, key establishment, and datilote, however, that the construction of a tunable service
protection. More complex objectives such as resistanceequires that eithef’ or E' contains at least two elements.
against DoS or privacy related attacks could also be usedf. both 7" and E' are singular sets, thefix E will contain
In addition to an ordering based on the achieved securitgnly one element and the same security configuration will
level, an ordering of the available security configurationsalways be selected. The service would hence be a static
with respect to performance is also required. service.

Note, thatS must contain at least two elements or
conflgurathns for_the service to be regarded as a tunE_ TS Function
able security service. With only one element Sn that

configuration will always be selected independentZof ~ The TS function describes a mapping from the possible
and E, and the service is therefore by definition not acombinations of the values of the elementdimnd £ to

tunable security service. the elements and their values$h Many decision models
can be applied for the mapping, and their complexity
depend on the number of elementsTinand £, and the
continuity of the input variables. The complexity varies
The tuners provide the security and performance refrom trivial mappings, as seen in [7], to table look-
lated preferences that influence the choice of a particulaip models, as provided in [18], to more sophisticated
security configuration. Examples of possible tuners argnylti-parameter models, such as the Analytic Hierarchical
end-users, system administrators, and network operatornsrocess (AHP) used in [9]. Note, that it is often difficult
The set of tuner preferences are collectedZin The to estimate the security levels of security configurations
elements irf” express the tuners’ desired tradeoff betweerexactly. The fuzziness of the input data for the decision
security and a set of performance parameters. Possibigills for the use of heuristics in the decision process. As
performance parameters could be latency, throughpuh result, more than one TS functions is often feasible for
jitter, or energy consumption [4], [9], [18], [33]. Note the same sets.
also that in some cases Only one, or even an ImpIICIt, As input for designing an appropriate TS function
performance parameter is appropriate, whereas in oth@f js extremely important to investigate and understand
situations two or more are desired. how the core building blocks impact the security level
The construction of any tunable security service reand performance costs. If this is not done carefully, the
quires knowledge of the desired tradeoff between securityrovided tunable security service could be more or less
and other performance parameters. However this tradeoffieaningless. One example of a mistake of this kind is
may not always be configurable during the use phase. Igresented in Subsection IlI-E. The main problem with
case this tradeoff can not be influenced by a tuner, we lehjs service is that the most secure configuration always
T contain the empty sef), as a null valué This implies  outperforms the other provided configurations. If this is
that the tradeoff preference for security and performancene case, the provided security service should instead be

C. Tuner Preferences

has been completely determined by the designer. designed in a static fashion. Nevertheless, ofic&, and
E have been defined and the relationship between these
D. Environment and Appiication Descriptors bUI|dIng blocks have been established, the TS function

In E, environment and application characteristics thata" be specified.

may influence the selection of a security configuration are
described. Possible characteristics Ahinclude type of I1l. TUNABLE SECURITY SERVICE ANALYSIS

equipment (e.g., high-end or low-end), device operating The conceptual model described in the previous section
mode (e.g., battery or power), type of communicationcan be used to examine tunable features in existing
(e.g., unicast, multicast, or broadcast), network loadinable security services. In this section, five fundamen-
signal strength, application session length, data size angd|ly different tunable security services are described and
data sensitivity to certain security or performance relategynalyzed using the model. The first service illustrates
aspects [5], [9], [18], [33]. an application layer tunable security service where the
It is possible to construct a tunable security servicesecurity configuration is directly controlled by the user.
without taking environment and/or application character-The purden for selecting a security configuration is thus
istics explicitly into account. In such cases, the designefransferred to the end user. The second service makes
and/or tuner typically make some implicit assumptionsthe selection of a security configuration based on a more
about the environment and application characteristics. Thgpstract end user control and the type of application. This
service may for instance be designed only for a specifigeryice is built on top of IPsec. The third service operates
application or environment. Similar as fdr above, if on the data link layer. In this case, different security
no environment or application descriptors are explicitlyconfigurations are applied at a packet level and a more
5 — : complex dependency with environmental characteristics
By avoiding havingT become the empty set, we do not need to . L. . .
provide a special case for this situation in the definition of the Ts@re provided. The fourth service illustrates a service with
function. a fairly extensive set of parameters that influence the
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choice of a particular security configuration. This servicein turn influences the rate, and hence the quality, that can
offers three different decision models for selection ofbe supported in a real-time transfer of a protected MPEG-
the most appropriate security configuration based on & video stream.
fairly extensive set of input parameters. This service is 3) Environment and Application Descriptordn this
thus an example of a tunable security service that utilizeservice, there is no explicit use of environment or applica-
a fairly complex multi-parameter decision model. Thetion descriptors, since the security configuration is directly
last service describes a tunable security service that isontrolled by the user. Following our convention from
based on IPsec and the Internet key exchange (IKE) [34$ection II, we then hav& = {(}. However, the level of
protocol. This example illustrates a service where it isprotection and/or performance achieved will be influenced
obvious that tunability should not have been providedby factors such as the size, content, and compression level
at all. The section ends with some conclusions from thef the video clip and the hardware used. These factors can
survey. of course be taken into account by the user when selecting
the security configuration to use.

4) TS Function: The TS function is in this case an
obvious mapping fronT" x E to S as follows:T'S(¢, 0) =

The first service illustrates an application level solution; \where¢ € 7. The simplicity of the TS function is an
in which a selective encryption scheme is used to provid@ffect of the direct user control. It is up to the user to
a tunable security service. The selection of a particular Seselect an appropriate security configuration and to take
curity configuration is directly controlled by the end user.the tradeoff with performance into account for the given
The service was proposed by Meyer and Gadegast [7] angshvironment and application characteristics.
is aimed to protect MPEG-1 video streams [35]. 5) Discussion: The fact that the end user alone is

1) Security ConfigurationsThe proposed service pro- responsible for selecting an appropriate security config-
vides a tunable security solution for MPEG-1 mU|timediauration could have both positive and negative impact on
data based on the Iayering structure of such video streamge |evel of Security_ A Security aware end user m|ght be
MPEG-1 streams consist essentially of six layers agble to select the most appropriate security configuration

A. Layer-Based Selective Encryption of MPEG Data

follows: in a given situation. A security novice user, on the other
« Layer 1: Video sequence layer hand, will not likely be able to do that and will probably
o Layer 2: Group of pictures layer regard this extra feature as a burden. The problem with
« Layer 3: Picture layer end user security configurations are extensively discussed
« Layer 4: Slice layer by Furnell et al. in [36]. Based on a survey of more
o Layer 5: Macro-block layer than 340 participants they conclude that end users have
« Layer 6: Block layer real difficulties in selecting an appropriate configuration,

Based on the |ayering structure a protection hierarbut this selection could be avoided through better user
chy is defined. Five fixed encryption levels is proposednterfaces. Note also that several similar tunable services

ranging from no encryption to complete encryption. Ta-Pased on selective encryption, where the tuners have
ble | summarizes the different options in increasing ordeflirect control over the encryption level, have been pro-
of security strength. Based on the protection hierarchyPosed, see for example [15], [37], [38]. In case of direct

the set of possible security configurations age: =  tuner control, the tuner must be aware of the important
{L0, L1, L2, L3, L4}. security and performance aspects, the minimum security
level and the maximum performance cost required in the

TABLE | specific scenario. These problems motivate the use of

PROVIDED SECURITY CONFIGURATIONS tunable security services that allow the tuner to select

the appropriate security configuration based on high-level

Encryption level \ Description
tuner preferences.

Level O (LO) No encryption

Level 1 (L1) All information of layer 1-4 . . . )

Level 2 (L2) All information of layer 1-4 and parts of layer B. IPsec Modulation for Quality of Security Service
5and6 The second service investigated, was described by Spy-

Level 3 (L3) All I-frames and intra-coded macro-blocks ropoulou et al. [5]. They propose a model for variant secu-

Level 4 (L4) Complete encryption rity based on either end user or application preferences.

The main idea with the proposed model is to improve

2) Tuner PreferencesAs described in [7], the secu- performance, while at the same time maintaining security
rity configuration to use is directly controlled by the at an acceptable level. Different security levels can be
user. Hence, the set of tuner preferences is in this caselected as a response to either end user or application
equal to the set of possible security configuratidfis=  requests.
{L0,L1,L2, L3, L4}. Although not explicitly visible in 1) Security Configurations: As a proof of con-
T, the selection of a security configuration represents aept, the proposed model is applied to create a tun-
tradeoff between the level of protection achieved and thable service at the network layer on top of IPsec.
resulting encryption/decryption overhead. The overhea&ince IPsec provides many configuration options at
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different levels, a rich set of security configurationsby the designer of the service, in this particular case
(S) are available through the service. The differ-the system administrator. The system administrator have
ent security configurations used in the demonstratothus decided which security configurations will provide
are: S = {No,ESP_DES,ESP_3DES,AH_MD5, the desired security levels, and may choose the con-
AH_SHA}. No means that no IPsec processing isfiguration having the least performance cost for each
performed, i.e., IPsec is bypassed within the protocotase. This mapping may later be changed by the system
stack. ESP_DFES and ESP_3DES means that IPsec administrator due to changing security requirements. The
is used in encapsulating security payload (ESP) modsystem administrator also decides which security aspects
using either the data encryption standard (DES) algorithnare important for the different applications.

or the triples DES algorithm for encryptiodlH_M D5

and AH_SH A means that IPsec in authentication headelC. Tunable Packet Protection in IEEE 802.11

(AH) mode is used based on either the message digest |, [33] a tunable security model that minimizes energy
algorithm number 5 (MDS5) or the secure hash algorithmeongymption while keeping a security level that satisfies
(SHA). _ the user’s requirements is proposed by Keeratiwintakorn
2) Tuner Preferences.The end users express their gng Krishnamurthy. The target environment is wireless
tuner preferences through the specification of securityetworks with battery driven devices. The main idea with
levels. Thrge different secu.rity levels a.re.ava.ilable: loWihe model is to provide different protection mechanisms
(LO), medium (M E), and high {11). This implies that  ang configurations at a packet level. Proof of concept
T'={LO,ME,HI}. is illustrated through the IEEE 802.11 WLANs stan-
3) Environment and_ Applica_ltion Descri_ptor?:he Pro-  dard [39], applying the model at the data link layer.
posed tunable security service takes into account thenis example service thus illustrates a case with a more
application as well as the operational mode. Consequentlﬁommex environment compared to the two previous ones.
E is characterized by two components: applicatidP] 1) Security Configurations: In IEEE 802.11, 26
and operational modeX)/) such thatll = AP x OM.  packet types are defined. For each packet type, the au-
AP is the set of considered applications. In the papefihors propose the type of protection service, i.e., message
three different example applications are uset® =  aythentication and/or encryption that should be used. In
{telnet, finger, ping}. Furthermore, the system operatesthe paper, they propose that all packet types should be
in one of three distinct modes. Normal operatioi®)  protected by a message authentication code (MAC). They
mode is the default and initial mode. A system can entep|gg propose that the four different packet types used for
impacted (M) mode when, for example, it is over- gata transfer should use data encryption in addition to the
whelmed with requests. Not all services might, howeverpac. An abstract representation of the security configu-
be offered in this mode. Finally, in emergenciiX/)  rations, S, is given by the needed protection time. From
mode strong security is always applied with very fewy desired protection time, an appropriate encryption key
configuration options. Henc&M = {NO,IM,EM}.  sjze (KS) can be calculated. The formula for calculating

4) TS Function:Since the paper by Spyropoulou et al. ks (in bits) was inspired by Lenstra and Verheul [21] and
focus on the operation in impacted mode, we are only ablg a5 follows:

to illustrate the TS function for this mode. A mapping
12 1

to S for the differgnt appli.cati_ons and user preferencgs KS =56+ (y+y —1982) % (— + -) 1)
when the system is operating in IM mode is presented in m b
Table Il. As mentioned above, only five different securitywherey is the number of years needed for protection and
configurations are used. y’ is the current year (e.g., 2007). The average number
of months that the CPU and memory performance are
TABLE Il doubled is denotegh, which is assumed to be 18 months.
TS FUNCTION IN IMPACTED MODE FORIPSEC MODULATION . . .
Finally, b is the number of years that the available attack
Tuner preferences (') budget is doubled. In [33} = 10 is used. Furthermore,
Application Low (LO) | Medium (ME) | High (HI) a MAC size that is twice as long as the KS is used
oinet No ESP DES ESP 3DES in order to p_rov!de a similar protection _Ievel of mes-
finger No AH_MDS AH_SHA sage authentication qompared to encry_ptlon. In addition,
ping No o No the paper by Keeratiwintakorn and Krishnamurthy also

discusses the number of operational rounds necessary
for protecting data. The number of rounds is, however,

b 3)1 tﬁlscuzsmn:Thlsd ?erwce u.t|I|zes mtfolrmaguon flr'on:. not taken into consideration here. Three different cipher
0 € end userand from environmental and applicaliol ;e e for providing security services are used. One is

descriptors when deciding on an appropriate security CONsased on AES for encryption and SHA as MAC. The

from its security preferences at a high-level. However, thel.he third one uses both AES and RC5 with either CBC;

implications of this choice may not be clear to the usery ; a .
r SHA. In the latt AE f ket
The tuner does not have to make the tradeoff between Cors n the latter case, AES is used for packets

security and performance. This tradeoff was in fact made 3Normally called frame, but here we use the authors’ notation.
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TABLE Il
USED LOW LEVEL SECURITY CONFIGURATIONS

Description Abbreviation
SHA with a 160 bits MAC SHA160
SHA with a 256 bits MAC SHA256

AES with a 128 bits key and SHA with a 160 bits MAC AES128 SHA160
AES with a 128 bits key and SHA with a 256 bits MAC AES128 SHA256
AES with a 192 bits key and SHA with a 384 bits MAC AES192 SHA384

whose size is less than 100 bytes and RC5 otherwise. Onfyears of protection. As compared to the service analyzed
the AES based cipher schemes will here be considereid the previous subsection, these high-level tuner prefer-
further. This simplification will shorten the description ences provide improved semantics as for the implications
of the service given below considerably without reducingof the tuning. The high-level security configurations are

the understanding of the proposed concept. The set ohapped to the real low level security configurations, i.e.,
used low level security configurations, expressed by thalgorithm types, and key lengths. The designer, hence,
algorithm type and the key and MAC size, are summaimade the first-level tuning, by specifying the available

rized in Table IIl. Furthermore, key and MAC sizes for algorithms and the protection length in number of years
different years of protection are listed in Table IV whenfor each packet type.

using AES and SHA today (i.ey, = 2007). The KS have

been calculated using formula (1) and the MAC size, ag  Context Aware and Adaptive Security for Wireless

argued above, should be twice as long as the KS. We haygatworks

furthermore assumed that only the standardized key sizes

for AES is used, i.e., 128, 192, and 256 bits. Additionally, : . e
SHA can produce variable MAC sizes of 160, 256, 384 prop.rlatg segurlty proto_c ol for specmc. ereless netwqu
' ' ‘applications in order to improve the efficiency of security

and 512 bits. We always round up to the next ava"ablemechanisms This is probably the most complex tunable
key or MAC size. This implies that if the formula, for : P y P

example, gives a KS of 94 bits, 128 bits is used. security service we have seen. It selects a certain security

N T Pref T ; dcom‘iguration based on a large number of parameters and
h ) rt]mer e efrenCﬁsdu:erc;j)re erenceT arei exgresge make use of rather sophisticated decision models. This
through a set of well-defined security levels. Securityseryice is also the only one that provides multiple TS
levels are defined based on the number of years the d ctions

must be protected. For example, a high security level may 1) Security Configurations: The aim of the pro-

represent 100 years of data protection. In the paper, thre&)sed service is to select the most a :

; i . ppropriate en-
dlﬁ(;arsntrllevels arr]e prop_osed. lowL.0), medium (/E), cryption algorithm based on a set of predefined con-
and nig _HI)' Thus,T = {L_O’ME’HI}‘_ text components. Four different encryption algorithms,

3) Environment and Application Descriptor&he se- o RC2, Blowfish, XTEA, and AES, are the differ-
lection of which security configuration to use is influencedent selectable configurations. This implies thgit =

by the packet typeRT). Hence, in our simplified scenario ( rco Biow fish, XTEA, AESY.
E = PT. If the cipher scheme that uses both AES and 2y Tuner Preferences:The graphical user interface
RCS was considered, the packet size would also have {@y)) offers two main kinds of tuner preferences. First
be included ink. of all, an end user may select between three different
4) TS Function: Table V shows the mapping from types of decision models or engines: analytical hierarchy
security levels and packet types to a certain securityrocess {LH P) [40] engine, deterministic decisioD(D)
configuration. Both the abstract representation, years afngine, and modified AHPM AH P) engine. Associated
protection, and the low level description of the securitywith each decision engine is a so-called engine profile,
configurations are displayed. Note that the transformatiogvhich specifies how the engine should prioritize between
from the abstract representation to the low level descripdifferent options. ForAH P and M AH P the following
tion of the security configurations is based on the valuesour profiles are available{ BA, EN, PE,SE}. BA,
for years of protection presented in Table IV. which is an abbreviation for balanced, indicates that
5) Discussion: The above described tunable securityenergy, performance, and security are equally important
service applies protection at the data link layer with pewhen selecting a security configuratioA.N, PE, and
packet granularity. It illustrates that different packet typesS E denotes that energy, performance, and security respec-
require different protection levels and policies. The dataively is the most important component when selecting
type and size to protect may be an influencing factor in th@ security configuration. The different options available
choice of security configurations and can be consideretbr DD is FL and RI, which are abbreviations for
as part of the seE. The designer of the service defined flexible and rigid. The set of available decision model
the policies and protection levels for each packet type andonfigurations is below denoteB M. The second tuner
each tuner preference on a high-level, i.e., the number gireference is the choice of a desired security level. Three

Hager [9] has studied methods for selecting an ap-
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TABLE IV
KEY AND MAC SIZES IN BITS WHEN USINGAES AND SHA YEAR 2007

Years of protection

Type 2 [ 3] 5 [10]2 [ 25] 40 50 [ 100
Key size (KS) | 128 | 128 | 128 | 128 | 128 | 128 | 128 | 128 | 192
MAC 160 | 160 | 160 | 256 | 256 | 256 | 256 | 256 | 384
TABLE V
TS FUNCTION FOR TUNABLE PACKET PROTECTION INEEE 802.11
Security | Years of protection required (with corresponding low level security configuration)
Type Packet type Service* Low (LO) \ Medium (ME) \ High (HI)
Management Assoc Req MA 5 (SHA160) 10 (SH A256) 20 (SH A256)
Assoc Resp MA 5 (SHA160) 10 (SH A256) 20 (SH A256)
Reassoc Req MA 5 (SH A160) 10 (SH A256) 20 (SH A256)
Reassoc Resp MA 5 (SHA160) 10 (SH A256) 20 (SH A256)
Probe Req MA 2 (SHA160) 3 (SHA160) 5 (SHA160)
Probe Resp MA 2 (SH A160) 3 (SHA160) 5 (SH A160)
Beacon MA 2 (SHA160) 3 (SHA160) 5 (SHA160)
ATIM MA 2 (SH A160) 3 (SHA160) 5 (SH A160)
Disassoc MA 2 (SHA160) 3 (SHA160) 5 (SHA160)
Authen MA 10 (SH A256) 20 (SH A256) 40 (SH A256)
Deauthen MA 2 (SHA160) 3 (SHA160) 5 (SHA160)
Control Action MA 2 (SHA160) 3 (SHA160) 5 (SHA160)
PS-Poll MA 2 (SH A160) 3 (SHA160) 5 (SH A160)
RTS MA 2 (SHA160) 3 (SHA160) 5 (SH A160)
CTS MA 2 (SHA160) 3 (SHA160) 5 (SHA160)
Ack MA 2 (SH A160) 3 (SHA160) 5 (SH A160)
CF-End MA 2 (SHA160) 3 (SHA160) 5 (SHA160)
CF-End+Ack MA 2 (SH A160) 3 (SHA160) 5 (SH A160)
Data Data MC, MA | 25 (AES128_SHA256) | 50 (AES128_SH A256) 100 (AES192_SHA384)
Data+CF-Ack MC, MA | 25 (AES128_SHA256) | 50 (AES128_SH A256) 100 (AES192_SH A384)
Data+CF-Poll MC, MA | 25 (AES128_SHA256) | 50 (AES128_SH A256) 100 (AES192_SH A384)
Data+CF-Ack/Poll | MC, MA | 25 (AES128_SHA256) | 50 (AES128_SH A256) 100 (AES192_SH A384)
Null MA 5 (SHA160) 10 (SH A256) 20 (SH A256)
Null+CF-Ack MA 5 (SH A160) 10 (SH A256) 20 (SH A256)
Null+CF-Poll MA 5 (SH A160) 10 (SH A256) 20 (SH A256)
Null+CF-Ack/Poll | MA 5 (SHA160) 10 (SH A256) 20 (SH A256)

* The abbreviations MA and MC denotes message authentication and message confidentiality, respectively.

options are provided: low{O), medium (M E), and high
(HI). T can thus be specified as:

idea with this parameter is to apply different security
configurations depending on the current location of the
device. For example, at home or in the office the level
of security can be relaxed compared to when the device
is connected to an unknown network. In the work by
Hager, location is simply indicated by the service set
identifier (SSID) and three different alternatives are pro-
posed:HOM/OFF, LAB, andUN K. These represent
3) Environment and Application Descriptorghe final ~ ome or office, laboratory, and unknown network respec-
building block to define in the conceptual model s tively. The c_ommur_ucanon context_component is the th|rd
In the service proposed by Hager, five environmentaP@rameter inf. Signal strength is used to determine
parameters have been identified that may influence th&'® communication context level with respect to security.
choice of a particular security configuration. The firstSiX levels are defined: no signaNp), very low (V'L),
parameter is energyF(V E), which is expressed as the |0W (LO), good (GO), very good {'G), and excellent
percentage of remaining battery if the device operate§EX)- The size of the object to protect, deno®® S, is
in battery mode. Ten different energy levels are deﬁnedgnother _parameter that mflu_ences the_selectlon of a secu-
One level (i.e.,POW) corresponds to a situation where Mty conflgurafuon. Larger ijects require more resources
the device is powered by an external power source. Thi& terms of time, computing power, and/or memory to
second environmental parameter is locati&®(). The protect using cryptographic algorithms than small objects.

T =DM x SL )

where DM = {{AHP, BA}, {AHP, EN}, {AHP,
PE}, {AHP, SE}, {MAHP, BA}, {MAHP, EN},
{(MAHP, PE}, {MAHP, SE}, {DD, FL}, {DD,
RI}} and SL = {LO, ME, HI}.
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Thus, the larger the object is, the more efficient securitye. IPsec/IKE Adaptive Security

mechanism(s) is needed. With respect to object size, fivé 1pe |35t example describes an analysis of an adaptive
distinct categories are defined@BS = {< 4KB,4 — security model proposed by Yogender and Ali in [4]. In
32KB’32 — 128K B,128K B o 1MB’,2 1M,B}' The the paper, the authors have'developed a tunable model
fitth, and last, & parameter is user interactiol/§1).  paseq on IPsec and IKE. This example illustrates that a

This parameter specifies how many previous end US€fjct relation between security and performance does not
interactions the user and the peer have participated in. T%ways exist

idea here is that the more times two peers have interacted 1) Security ConfigurationsThe proposed model al-

with eagh other_the more relaxed security Ieyel can b€Iaows IPsec to switch between various security levels based
used. Five user interaction levels are dIStIﬂgUIS.h.gdZ., on defined quality of service (QoS) parameters, such
3-4,5-6, 7-8, ang 9. A summary of the specmcauor.l as throughput and delay. Seven different security levels,
of E and its corresponding parameters are as follows: denotedZ1, .2, ..., L7, are defined in the paper. These
E=ENE x LOC x COM x OBS x USI ~ (3) are summarized in Table VI. Based on the seven defined
levels, the set of available security configurations can be
whereENE = {< 10%, 10 —20%, 20— 30%, 30 —40%,  defined asS = {L1, L2, L3, L4,L5, L6, L7}, whereL is
40—50%, 50—60%, 60—70%, 70—80%, > 80%, POW},  an abbreviation for security level. With respect to security
LOC = {HOM/OFF, LAB,UNK}, COM = {No, strength, the levels are ordered in increasing order.

VL,LO,GO,VG, EX}, OBS = {< 4KB, 4—-32KB, 2) Tuner PreferencesThe tuner preferences are in
32— 128K B, 128KB — 1M B, > 1M B}, andUSI = this case expressed through a QoS requirement. The con-
{<£2,3-4,5-6,7-8, >9}. sidered QoS parameters are average throughput, average

4) TS Function:The TS function is in this case pro- session delay, and number of concurrent FTP sessions
vided by the different decision engines described abovdhat can be sustained. The QoS constraint may take into
Based on the information provided in [9] it is not evident consideration one or a combination of the defined parame-
which security configuration will be selected for a giventers, although the examples in the paper only consider one
parameter set. In the case of the AHP engine, RC2 wagarameter at a time. For simplicity we only consider one
the most often selected algorithm when the energy andf the examples from the paper, the one using minimum
the performance profiles were desired, while AES waswverage throughputM{ AT) as the QoS constraint since
the most often selected algorithm for the balanced anthis example is the one most clearly explained. In this
the security profiles. Blowfish was most often selecteccase?” = {MAT}. In the paper, M AT is assigned a
when the DD engine was used with the flexible profile.value of 2000 kbps.

Notable is that AES was never the preferred algorithm 3) Environment and Application Descriptorghe pro-
with this profile. When the rigid profile was used, RC2 posed adaptive switching model evaluates the achieved
and AES were each selected in one out of three caseQoS at regular intervals and switches to the next, presum-
Finally, when the MAHP engine was used Blowfish wasably more efficient, security level if the QoS constraint
the most preferred algorithm for the balanced, energy, ani$ not met. The achieved QoS varies over time and can
performance profiles, and AES was mostly selected fobe considered an environmental descriptor. Thus for our
the security profile. use casell = {AT'}, where AT stands for the average

5) Discussion: This example illustrates that the tuner achieved throughput.
preferences may contain the type of decision process, 4) TS Function:The TS function, which is invoked at
i.e., the mapping function to use. This provides a lotregular intervals, can then be described as follows:
of flexibility, but also means that the main responsibility
for the selection of a security configuration rests with ;
the tuner, albeit in an indirect way. Based on the results 7'S(M AT, AT) = { neat(L) { AT < MAT (4)
presented by Hager it seems complex to select the most
appropriate security configuration. Different results arewhereL represents the current security level arnd:t(L)
provided depending on which decision engine is usedis a function that returns the next security level to switch
This shows that the input parameters for the decisioto. How the next security level to switch to is determined
models are fuzzy, thus, more than one mapping function its, however, not quite clear from the paper. In the example
suitable. However, Hager's work does not consider whictgiven, the initial security level is set tb6, which is the
decision model fits best in a given scenario. The exampleecurity level that has the least throughput performance
also shows that the tradeoff defined by the tuner mawf all regarded security levels. According to simulation
contain more aspects than the importance of the securitesults in the paper, the different security levels can be
level and a single-valued performance cost. The energgrdered, in increasing order of average throughput, as
consumption of the device is a third factor for the tradeofffollows: L6, L5, L1, L4, L3, L2, L7.
in this case. Generally, tuner preferences are either defined5) Discussion: Having made explicit the components
on a scale, in case of one preference factor, or with thef the TS service and the performance of the security
importance level of factors, in case of more than oneconfigurations, we can see that a superior TS function
preference factor. for this case would bel'S(MAT,AT) = L7 since

L otherwise
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TABLE VI
PREDEFINED SECURITY LEVELS
o Security levels
Policies 1 [ 2 [ 18 [ 4| 15 [ L6 [ L7
Encryption algorithm DES Blowfish | Blowfish | IDEA | 3DES | 3DES | AES
(Key length in bits) (56) 8) (448) (128) | (108) | (168) | (256)
Integrity algorithm MD5 MD5 SHA1 SHA1l | SHA1 | SHA1l | SHA1
IKE key refresh times (sec) | NULL 3000 2400 1600 1400 800 300
IPsec key refresh times (seg¢) NULL 2400 1600 1000 800 300 100

security levelL7 provides both the best security and the IV. DESIGNPROCESS

best throughput performance. This implies that a security aAs should have been made clear in the previous section,
service that have a static security level, in this caSe  gesigning tunable security services is a non-trivial task.
should have been provided. Tunability should thus onlynymerous possibilities exist for the design. A clearly
be added when clear gains can be achieved through dsfined design process could therefore be a useful tool
selection of a particular security configuration from ag avoid some of the shortcomings and mistakes seen
set of available security configurations. This implies thagy, previous services. Based on our conceptual model we

designers of security services must have a good knOW'propose a process based on the following steps:
edge about possible security configurations in terms of ) Define overall scope for the service

provided security strengths and performance. They must 2) Identify possible security solutions
also have a good understanding of the environment where ) Identify critical environment and application de-
the service will be used. The example also illustrates scriptors

how the variations of an environmental descriptor, i.e., the 4) Analyze performance and security characteristics
average throughput, may cause the switching of security Define security ordering

nfigurations at run-time. . .
contigurations at ru € « Define performance cost ordering

5) Specify tuner preferences
6) Select security solution(s) and configuration(s)

These steps will be discussed further in the rest of

_ _ i this section. Although presented in a natural sequence,
Five example tunable security services were analyzeg},o steps may not necessarily be executed in the order

above. Five general conclusions can be drawn froyhecified and the design process may in practice be
these examples. First, tunable security services can h&mewhat iterative. However, none of the described steps
implemented in many different ways and on different g e omitted, without the risk of introducing errors or
networking layers within the protocol stack, ranging from shortcomings into the design.

the data link layer to the application layer. Second,
existing services make us of a large variation of inputA_ Define Overall Scope for the Service
parameters when selecting a security configuration. The ) ) ) ) )

more parameters involved the more complex the decision '€ first step in the design process is to define the
model typically gets. Third, a crucial issue in the designovera" scope of the security service. This implies that an

of tunable security services is how the tuner preference@verall characterization of operating environment, type of
should be expressed to the end user. Fourth, in order f@PPlications, types of information sent, type of security
design an appropriate tunable security service the impad€vices, and type of performance indicators is made. As
of the available security configurations on security and?@rt Of the overall characterization the security objective
performance must be well understood in order to develofP" the service should be precisely defined. This step is
adequate and useful tunable security services. This i¥€7Y important since all these factors may greatly influ-
however, not always the case in existing services. OngNCe the security solution(s) that is provided in the end.
example of a service that failed in this respect was thdNamely, all these factors influence the_ required protection
last example given above. Fifth, a tunable security servic8"d Performance levels, thus creating bounds for the
is only meaningful if there is a distinct tradeoff between@dmissible performance overhead or cost the service can
security and performance for the available security configP®ar and the minimum security level it must meet.
urations. This is neither not always the case. One example

where available security configurations provide too smalP- Identify Possible Security Solutions

variations with respect to security and performance to In step 2, all possible security solutions are identified.
motivate the implementation of a tunable security servicélhe designer collects the possible algorithms and their
is, e.g., given in [18]. Instead, a static security service thadlifferent configurations for each security service that the
uses the most secure configuration would in this case ba&pplied security framework can provide. This corresponds
more suitable. to identifying the possible elements of the $ét

F. Conclusions
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C. Identify Critical Environment and Application De- sometimes anyhow be included. However, from a security
scriptors and performance perspective, they should be avoided.

Critical aspects or descriptors of the environment orSimilarly, it may turn out that some external factors do not
application that may influence the security or performancénﬂuence the performance costs in a considerable manner.
of a given security configuration are identified in step 3.Thus these external factors can be removed from the set
Only descriptors that may vary during the use phaség to obtain a simpler design. In some cases, the insights
of the service need to be explicitly considered. Critical9@ined from the security and performance cost ordering
descriptors that are static will of course also influence thén@y also lead to a situation where additional elements
performance and security analysis in the next step, but ddeed to be considered in bothor E. This implies that
not create different scenarios that must be considered. #€pP 2 and 3 must be performed again.
must also be possible to measure, estimate, or in some
other way obtain information about the value of theg. Specify Tuner Preferences
considered descriptors during the use phase. Note that L - .
for some services the use phase may involve a number, Having identified the tradeoff between security and

of possible use cases that must be considered. This sté)g)her aspects, the appropriate tuner preferences to use can

corresponds to identifying the relevant elements for the" oW b.e defined. Note that preferepces for_ performance or
setE. security rglated aspects are only interesting to mclud(_a in
the setT if there is a difference between the security
D. Analyze Performance and Security Characteristics ;ﬁg:gﬁ;ﬁ“g{‘ Sencr;?]%:ﬁgﬁ;;g:?; ﬁ::f%i?ﬁ;'(eo; the
Ones the list of possible security solutions has beemjifference in that aspect. Otherwise the preference could
derived and the critical environment and application depe just a static preference which is either met by all of the
scriptors have been identified, performance and securityonfigurations or not met by any of them. The appropriate
characteristics for the different alternatives must be anagner preferences to consider are of course also heavily
lyzed. This is probably the most difficult step in the designinfluenced by the overall scope of the service and the skill
process. As described below, essentially two differenaind knowledge level of the intended tuners. It is extremely
analyses are needed. Note, however, that there is no dirg@portant to consider what type of tuning the tuner can
relation between these analyses. It is indeed possible e expected to grasp and carry out in a meaningful way.
perform them in parallel. At this step it should also be verified that the tunable
One analysis, or task, is to define the security orderingervice provides sufficient benefits over a static service
of the different Security solutions and their possible CON+to motivate the extra complexity. The performance gain
figurations identified in step 2. This needs an objectivesf a tunable security service compared to the best static
way of measuring security. For example, the importanceonfiguration can be used as a benefit factor for the system
of the different Security SerViCES, such as key EXChanggains_ For examp|e' in [33] the performance gain of the
mechanism, identity authentication, confidentiality, mes+tynable security service is betwed® 7 and42.9% when
sage authenticity, etc., provided by the solution is orderedhe tuner's preference is high level security. The cost
and the strength of the configuration within each servicgactor in the tradeoff is the loss of security level compared

determines the ordering. This method is used by NISTg the security level of the default static configurafion
for the ordering of, e.g., the TLS configurations in [24].

A more exact security measurement is when we try to , ) ) )
quantify the security level, e.g., by estimating the numbef~ S€lect security solution(s) and configuration(s)
of years of protection provided by a security service [21]. The last step is to select one or more security solutions,

Another task is to investigate the performance cost foand for each solution select the security configuration(s)
the different alternatives. The performance indicators usetb use in a given scenario. In other words, the TS function
are dependent on the overall scope of the solutions, whicis defined. The decision made in this step is based on the
is defined in step 1. Both the security and the performanciput from the previous steps. Typically, the tuner pref-
analyses need to consider the impact of the environmemrences and environmental and application characteristics
and application descriptors identified in step 3. Howeverfogether determine a minimum security level to support
external factors, such as network load, signal strengttand a maximum performance cost that should not be
and battery lifetime, typically have a greater impact onexceeded. These constraints can exist in more than one
the performance analysis. aspect with respect to both security and performance.

After having defined security as well as performanceSecurity configurations that are within these constraints
cost ordering, it may be appropriate to refine the elementare possible candidates for selection at that specific state
of the setsS and E. It may turn out that there are security of tuner preferences and environmental and application
configurations which always perform worse and providedescriptors. The most suitable security configuration may
lower security than others. Such security configurations
can be excluded fronf, in order to never apply them 4Not¢ that it is also possible that there is a gain in security, since in

. . . . the static configuration the same protection is used and the secrets (i.e.,

at run-time. Note, that for practical considerations, e.g.

2 ) ’ . keys, etc) may be overly used, which increases the possibility of known
backward compatibility, these security configurations mayplaintext attacks.
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be the one having the most performance gain compared to VI. SUMMARY
the others and having a security level above the minimum
required. In theory, by comparing the costs and benefits

for each configuration, the decision could be univocal 3¢ ¢ h _ Th d model ists of
However, due to the fuzziness of security metrics and th esign of such Services. The proposed model consists o
three core building blocks: tuner preferences, environment

many possibilities of measuring security and performance o ) . ! .
nd application descriptors, and security configurations.

several feasible decisions are typically possible in th : S
same situation. At some point the designer will have to uner preferences and environment and apphcatlon d?'
rely on his or her expertise and experience to make gcrlp_tors are used t(.) sele_ct th_e most_ approp_rlate_z security
selection. configuration f(_)r a given situation. This mapping is made
through what is referred to as the TS function. In the
paper, five different tunable security services have been
analyzed in detail. Together they describe a large variation
of such services. Based on the conceptual model, we have
We believe that the proposed design process will be &urthermore proposed a design process for constructing
valuable and useful tool for designers of tunable securitfunable security services. The design process is a valuable
services. By following the steps, and explicitly identifying tool for designers of new tunable security services and can
the influencing factors, many of the shortcomings andbe used to avoid common mistakes made in the past.
mistakes in the investigated tunable security services pre-
sented in Section Il could be avoided. Although presented
in the context of tunable security, the proposed design
process will also be a good guideline in the search for The work at the Norwegian University of Science
the most appropriate security solution and configuratiorand Technology is financially supported by the research
when designing static security services. council of Norway. The work at Karlstad University is
supported by grants from the Knowledge Foundations
of Sweden with TietoEnator and Ericsson as industrial
V. FUTURE WORK partners. The second author has been co-funded by
. . ) ) the advanced next generation mobile and open network
As have be_en desc_rlbed in this paper many dlﬁe_ren ANEMONE) project, which is an EU IST project.
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