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Abstract—The subject of Key Management in Wireless
Sensor Networks has gained increased attention frorthe
security community around the world in the last yeas.
Several proposals were made concerning the peculities of
resource constrains inherent to sensor devices. Orgd the
most accepted proposals is based on random distriban of
keys among the sensor nodes, which was followed bgme
variants in order to increase its security. In thispaper we
introduce the mathematical concepts behind this cks of
proposals through a step-by-step mathematical anadys.
This leads to some practical concerns about its apphbility
to real world applications where the technological
constrains strictly compromise the mathematical theretical
models. We demonstrate that the number of communic¢@n
links needed to assure near 100% network connectiyi, is in
fact, impractical in nowadays applications.

Index Terms—Wireless Sensor Networks, Key Management,
Security

. INTRODUCTION

The use of Wireless Sensor Networks (WSN) in re
world applications is gaining substantial relevaasethe
products available on the market became easieeptoy

and use, and also more powerful in what concems itbe

potentialities. A good example is the set of solusi for
WSN available from Crossbow [1]. Nevertheless thisre
yet a lot of concern on wireless communicationsyiag
sensitive information. Besides that in WSN there st
the natural constrains of the small size and losouece
equipments, whose battery limitations  strictly
compromises its processing capabilities.

The security problem demands for trustable securit

algorithms and protocols that could be able to ymms
the common user. The level of security is directiated
with the trust on the Key used to protect the dasmsi
data. This way the Key Management algorithms an

wireless environments in general, and in the WS

environments in particular. Yet concerning the gger Ne

consumption constrains of WSN equipments, th
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suited due to the small complexity of its algorigirirom
this we can derive that a good symmetrical Key
Management scheme could give a good contribution to
increase the acceptance of WSN as trustable sofutio
A proposal for Key Management using symmetrical

encryption was presented in [2]. This proposal asdd

on Random Predistribution of Keys (Key Ring) by the
sensor nodes which were extracted from a big skeyd.
Any two sensor nodes could establish a secure
communication link if they share at least one keyhiem
Key Rings. The calculus involved in the processiaess
with a good probability that the network will be
connected, i.e. that all sensor nodes in the WSNhave

a communication path between them. After this psapo
some others appeared with some improvements, Hige t
presented in [3] where an increase to Key Attacks
resistance were done through the demand for menm th
one shared key in order to establish a communicditidx
between two nodes. These two proposals share the sa
property of relying in probabilities to assure tietwork
onnectivity. The probabilistic property is estiedtby

he authors based on the great number of sensa@snod
that could exist in a WSN.
In this paper we explain the mathematical concepts
hind this class of systems, and through a stegtdyy
analysis we demonstrate that: i) The number of eged
communication links for a each sensor, assure a nea
100% network connectivity, is to large for nowadagal
world applications; ii) The existence of a greaimter of
nodes in a WSN could not be argue to justify thedase
of communications links to each node, because ithat
related with the number of neighbours, whose aretlst

Xompromised due to the small communication rarfge o

sensors, and also due to spectrum limitations.

The main contribution of this paper is to exposat th
is class of schemes for Key Management in Wigeles
nsor Networks are not adequate to most real world
pplications. In the rest of the paper we presesection
some technological aspects of Wireless Sensor
tworks, then in section 3 we present the class of

%olutions for Key Management that rely on probébi
solutions based on symmetrical encryption are bette y 9 yonp b,



30 JOURNAL OF NETWORKS, VOL. 3, NO. 2, FEBRUARY 2008

in section 4 we expose the concerns about thess ofa ---—0O O L O O—---
schemes for Key Management in WSN, and in section 5 T T

we present some final conclusions and future rekear First Neighbours
directions.

Second Neighbou
Figure 1. Number of neighbors in Linear Topology

Il. TECHNOLOGICALASPECTS ORVIRELESSSENSOR
NETWORKS In the case of the Grid topology if each node
ommunicates just with its first level neighboune total
Ohumber communication links will be 4. If it
communicates with the first and second level neiging
the number of total communication links will be 8.
Considering the first three levels of neighbourhaad
lead to a total of 12 communication links as carsben
inside the circle in figure 2.

Wireless Sensor Networks are a special kind
wireless networks specified in the IEEE 802.15.4d4
Low-Rate Wireless Personal Area NetworKsiR-
WPANS), whose main characteristic is the low peofil
and severe energy consumption constrains of iteegv

In this section we point out some technologicakatp
that are useful for a better understanding of thelyais
in the next sections. Namely, we identify and expla
some technological compromises inherent to WSNs in _
common present topologies. As well known there is a
direct relation betweenenergy consumption and --
maximum range of communicationsBy one side to
achieve the maximum range the sensors must be #st t
maximum transmission power, what increases itsggner =~
consumption. By other side to decrease the energy-
consumption to its minimum value the transmission
power must be set to its lowest value, what comisesn
the communication range.

Another aspect that could lead to a low communicati
range is related witlinter-node interferencereduction.
As many nodes exist in one cell, sharing the sam
wireless communication channel, much interferende w
exist between them and consequently the commuaitati
throughput will decrease.

.ae.a."a. Legend:
BNSA
DN
ogogz.lo“o

T First level neighbours

- T First + Second neighbours
- OFirst + Second + Third

Figure 2. Number of neighbors in Grid Topology

Besides the trinomial comprise between: energy
Sonsumption; maximum range of communications; and
inter-node interference, there are yet two moreeisghat
“could” (or maybe should) be taken into account. These

= the last t h tt d are related with the number of sensor nodes that e
rom the fast two paragrapns we get iwo goo resasor|?Jlaced in the ground. The first one is fraenological

to reduce the range of communications in W8tinimize concern related with the decomposition of batteries on

energy consumption  and  minimize mter-nodethe ground, e.g. in wild forest environments. Theasd
interference

) L one is related witeconomical costsvhich increase with
Looking now to real world applications of WSN, they

) oo . X the number of sensor nodes used.
ranges from habltat monitoring [5] to wide .areasmljﬁ Considering as an example, the Grid topology smacin
forest monitoring, for instance to observe wildraali life '

or fire detection [6]. In all the applications, tWMgSN the sensors at 50 m (which is an optimistic measure

) . taking in to account the unexpected growth of the
topolog|e_s CO.UId be approximated by two C'a$5.e$* Onvegetation or even the falling of round logs of who
that consists in the deployment of sensor noddméar

S . ) there will be needed 441 sensors to cover f.IBnt if
distribution, for instance to cover a perimeter of

i id d itori d ek the spacing is 25 m, the number of sensors neesled i
surveillance or a side road monitoring, and we € 1641 for the same 1 Knarea.

Linear topologies Another topology is related to
applications where the WSN needs to be spread aver
wide area, like for instance to detect fire in ae&t, or
along the rows of a vineyard plantation equippeth wi
sensors to collect meteorological data for inteltig In this section we explain briefly, the general estie
agriculture. In this last class of applications MWSN  for the Key Management class of systems that aseca
topology assumes the shape of a Grid, and wetdatid  on probabilities. A detailed reference could benfibun
topologies [2] and [3].

A common characteristic of all these applicationd a In these systems a big set of keys is availabtam fr
topologies is that the number of neighbours of msee which a still big subset is selected. Concerning fo
node in WSNs real world applications is usually Bnha  instance the initial set as the space of results28f bits,
the case of the Linear topology it is 2 neighbdfisach  the selected subset could be composed bpd 0F keys,
node communicates just with its first level of féigurs, as considered in some examples of [2]. From this bi
as can be easily seen in figure 1. subset a small subset is selected at random foagaadn

each sensor node at the deployment phase (caéddeth

I1l. PROBABILISTIC KEY MANAGEMENT SCHEMES
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Ring of the sensor node), using a pre-distributiased edges connecting the node with its neighbours. H&Jm
system for distribution of the keys. The numbeikkeys we getd=p(n-1). A WSN can be viewed as a random
that needs to be stored in each sensor node id bashe graphG(n,p) with n>>1, and we can use the results from
required probability that any two nodes share astlene [8] to establish that the probabilitye. for graph
key. connectivity is given by

At the self-organization bootstrap phase each senso
node must try to discover other sensor nodes in itsi:>
neighbourhood that shares a key with it, sending th ¢
identification of its stored keys. This can be abjef a
concentrated cryptanalysis effort due to theWhere
announcement of the key identification, allowing an
attacker to use the identified keys with other eens In(n) ¢
nodes. =——+— (2)

To overcome this weak point a new proposal was . n n - .
presented in [7] using Merkle Puzzles, that avoids i the P"’b?‘b"'ty of existing a link bet_wee'n anyot
sending the complete identification of the key ket nodesf, andc is a real cpnstant. Wheu IS given by
wireless communication channel, however this prapos equatlon (1) for a certain probabilify,, equatlpn )
has a drawback related with the time needed toesehi 9'V&S the threshold value ~of the probability that
networks stability. corresponds to a Conngcted networki‘ the ;tate ?f th

Another proposal also aiming to improve the seyurit network connection switches from “nonexistent” to

of the networks was presented in [3] asgaComposite “certainly true”. Assyming that this pmbabi“ty the
Keys scheniein which a communication link between same as the probability of two nodes sharing a ke

two sensor nodes demands for shaxnkeys instead of equations (1) and (2), and the definition of nodgree,

only one. This leads to a more robust system dua to we derive that
bigger number of keys that needs to be sharedb¥put
other side it will raise store problems as will sigown d(n,P.) = n—_l[ln(n) ~In(-InP )] 3)
further in this paper. ne n ¢
In the following section we expose some practical
concerns about this class of schemes. From (3), given a WSN siza, we can compute the
expected node degree. In Figure 3 we show thetia@ria
of the expected node degrae a function of the WSN
V. PROBABILISTIC KEY MANAGEMENT PRACTICAL size, in the range of $@o 10 sensor nodes, for several
CONCERNS probabilities of network connection. For large \eduwf
(8 d is aO(In (n)) and that explains the weak dependence
on the size of the network. In fact, for large esdwfn,
when we increase by one order of magnitude we have

= lim P(G(n, p) is connected = e™" 1)

In this section we first explain some concepts to
better contextualization of the subject, then wk focus
the storage drawbacks of this class of system, next
focus on the effect of the topology, then we shbat this

class of systems have network connectivity problems d@0n,F,)—d(n,R,) =In(10) = 2.30259.. 4
real world applications, and finally we expand our
analysis to the-compositevariant. which means that de average node degree increpges b

A. Node Degree, Size of the Network and Probglulfit
Network Connectivity

In a WSN we must guarantee that the probability of
establishing a link between neighbour nodes is 32
sufficiently high so that the n-nodes network in
connected. The number of available keys for digtidn
(key pool), and shared keys between nodes arealriti
parameters. On one hand, we want the number oédhar 26
keys to be large enough to guarantee a high priatyadsfi
connection, and allow scalability of the system, tha
other hand the memory restrictions of the physsealsor
are impeditive of an arbitrary growth of the sizetloe
key-ring within each sensor. In this sub-section we
analyse the relation between these parameters tend t
consequences for the design of WSN where distribute

Pc=0.9999999

30 P,=0.999999

28 P:=0.99999

P.=0.9999

key systems are used for security. n/10°

Let n be the number of sensor nodpshe probability
that a key is shared between two sensor nodes] #mel Figure 3. Expected degree of nodgas a function of WSN
expected degree of a node, that is, the averag®eof size,n, for six values of connectivity probabilitf
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In Figure 4 we show the variation dffor five values
of the connectivity probability. It is clear thahet
variation of the network size has little impact the
variation of the node degree.

We turn our attention now to the dependencel oh
the probability of network connection. When we sase
the probability of network connectivity by addingheo
decimal digit (e.g., fronP.=0.99 to P./=0.999), that is

c _1_1_PC
10

()

2.30262
2.30261
2.30261

2.3026

2.3026

d(10n,P;)—d(n,P;)

2.30259

2.30259

4 5 6 7 10

/108
Figure 4. Variation of the node degree when wesiase the
size of the network by one order of magnitude for
P.=0.999...0.999999%rom top to bottom. The horizontal
line represents the limit value In(10)

1 2 3 8 9

the average degree of each nodes increases by
InP.

InP
c 6
o))

whenn>>1. For a high connectivity probability network
(P.~ 1) from equations (5) and (6) we getd = In(10).
Equation (6) is depicted in Figure 5. We can segfdr a
sufficiently largen (> 10% the variation ofd is of the
order of 2.3 . This means that the node degree does
show a strong dependence on the value,of

Ad=d(nP")-d(n,P) = ”;1|n[

2.9

2.8

2.7

2.6

d(n,R)—d(n,Pe)

25

2.4

23

0.6 0.8 1

P

0.2 0.4

Figure 5. Node degree variation when we add onemor
digit to P, for large values afi. The horizontal line is the
limit value In(10) wherP, —1

In this sub-section we have established that tlyzede
of a node shows a weak dependence on:

© 2008 ACADEMY PUBLISHER
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(i) the size of the network;
(i) the probability of connectivity.

We should now turn our attention to other relevant
parameters. In the next sub-section we will establi
relationships between the size of the network,sihe of
the key pool, the size of the key ring associateéach
sensor node, and the number of “visible” neighbour
nodes.

B. Sizes of Network, Key Pool, and Key Ring ad it
relations with the Number of Neighbours

Let Sbe the size of the key pool anithe size of the
key ring. Furthermore, letp’ be the probability of two
neighbour nodes sharing one key. Following the @gqn
presented in [2], we have

—q_ (S-—m))*

= 7
Pl somis ")

and for large values af, using the Stirling approximation
for the factorial, we get

-
p(Sm) =1

> (S-2m+1/2)
( j
S

In Figure 6 we present several graphics pf for
different values of pool sizes, as computed by £48)S
grows the number of keys in the key rings has #iso
grow to get the same probability of key sharing.

jz(s—mﬂ/z)

(8)

Equation (8) allows us to understand the relation
between pool size and key ring size for a certaine of
key sharing probability. In Table 1 we present vh&ies
of m for two probabilities of sharing one key and four
different pool sizes. It can be seen that to achiav
probability of 90% of key sharing, out of a pool aie
million keys, each node has to store around 15§8.ke

1 /
'=0.9
0.8 S=10° P
0.6 S=10°
VD.
'=0.5
0.4 P
S=107
0.2
0
0 1000 2000 3000 4000 5000
m

Figure 6. Probability of sharing one key as a figrcof the
key ring, for pool sizes dfc®,1¢°,10’
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If, for security reasons, we need larger pool sites We can point out two important observations:
number of stored keys in each sensor has to ineraad, (i) As expected, the number of keys in each sensor
eventually, we must face storage capacity problems. node rapidly increases as the number of “visible”
neighbours decreases, since we must increase the
probability of key sharing between nodes in order t
maintain network connectivity;

(i) there is a minimum value fon’, related to the

Table 1 — Key Ring size for pool sizes of 100, 1¢f and
10, considering a probability of sharing a key of&@l 90%

m S value of n.

pp |10 [ 10 [ 10° | 10

0,5| 83 | 263| 833| 2631 If we want to guaranty network connectivity the
0,9 | 151 | 479| 1516 4798 number of neighbours cannot drop bellow a certaine:.

In the present case we hawé;= 20, 22,for n=10°, 1¢',

with S=1C, respectively,and n’ =25, 27, for n=10",
From Figure 6 we can also see that larger pooksizel®’, with S=10, respectively. This as a consequence of

will present a faster growth ah as a function of the the model and the mathematical reasoning is quite

probability p’. When we sep=p’, with p defined by straightforward. We will address this problem ie thext

equations (1) and (2), we are assuming that eadk i Sub-section.

capable of communicating with every other nodeh&f t

system. As pointed out in [2], wireless connedcfivit

constraints impose that is much smaller than; there 600
are few available sensor nodes within communication

range. Therefore, assuming<n, for a certain degreg 500
we must havep’ >> p. Each node has a higher c
probability of connection with its neighbours inder to 400
guarantee the network connectivity. Therefore, the
probability p’ will, in practice, be a function of the 300
number of neighbour nodes within reach of each@ens

node. Lets examine how this relation is establistoeda 200

certain pool of key$§, and a network of size. Assuming
a number of “visible” neighbours’, and a degree

d=p(n-1), we have 6000
] ] — [ J— n - 1
p(n-1)=p(n-1) - p'=p——
n'-1 5000
and attending to equation (3), we have £ 4000
p'(n,n',P,) = n-1 [In(n)—ln(—lnP)] (9) 3000
" n(n'-1) ¢
2000
Using equation (8) we obtain 25 30 3 40 45 50 55 60
o
m AS-m/2) Figure 7. Key ring size variation as a functioragéilable
[ _SJ n-1 neighbour nodes’, for a pool of keys witts=1Fand 10.
1- _ InM -In=InP)| =0 (10) We assume th&.=0.99999
i g ne-incinR)]
S Observation(i) may be a problem due to the limited

storage capacity of each sensor node and presents a
which implicitly DEFINES m AS A FUNCTION OF S,n, Anp ~ drawback of the key-management scheme for WSN

', FOR EACH VALUE OF P,. Let us assume that we are Proposed in [2], when we have a small value'gf,

dealing with an “almost certainly” connected netkor e . L
and setP,=0.99999 because this is the value used in [2] Observation(ii) imposes restrictions to the application
as example. In Figure 7 we present the graphicghier °Of this scheme when, for topological reasons, wedre
variation ofm as a function of’ for two values of, 10° number of neighbours smaller than the minimum value
and 10°. For the first case we use networks witalo®  We will explore this aspect in the next sub-sectitns
and 10° and for the second case we use networks with/orth noting that the situations we mentioned abane

n=10° and 1f. The results were obtained from NOt soO rare if we consider applications where @dar
numerically solving equation (10). number of nodes is distributed randomly or the

distribution is dynamic.
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C. The Effect of Network Topology

In the previous sub-section we have not considansd
network topology in particular. When we set a darta

JOURNAL OF NETWORKS, VOL. 3, NO. 2, FEBRUARY 2008

If we use this Probabilistic Key Management schemes
for key distribution with these topologies we canno
achieve acceptable connectivity for the network.

value n’ for the number of neighbours nodes, we are

implicitly making some assumptions on the spatial

distribution of the sensors. Let us analyse, irtipalar,
the two topologies presented in section 2 of irgkeirethe
framework of real sensor networks: the Linear almel t
Grid topologies.

The relevant question now is:

“Can we consider Probabilistic Key Management
Schemes for key distribution under the assumptiofi o
these two topologies?”

Let's remember that we need to keep the network

connected (with probability?)), and the available paths

are through the neighbour nodes. We can answer the

former question by inspecting equation (9). Siptés a
probability we have'< 1, and hence

n-1

pr— In(n) -In(-InP,)] <1

From the last equation and attending to (3), waiabt

nl

mi

.n>1+n;1[ln(n)—ln(—ln I%)]=1+d(n,|3g) (11)

Equation (11) establishes a lower limit for the imam
of neighbour nodes, given a certain connectivit

probability P,, which is 1 plus the average degree of eaclfoNnectivity
node, as defined by equation (3); in fact, we musP

consider the closest integer to this number. lufeg we

show n'm, for several values of the connectivity (Méaning9

probability.
30
28
26
24
2
20
18
16
14
12

P:=0.99999

4x10° 6x10° 8x10°8 107

n

10* 2x10°8

Figure 8. Minimum number of neighbours for connatti
probabilities of P.=0.5, 0.7, 0.9, 0.999, 0.9999, 0.9999&m
bottom to top), as a function of the size of thetem.

To achieve a highly connected netwofk.%0.9) we
require at leash’'=13, for a system witm=10" nodes.
This is in fact an important constraint when we sidar
applications with linear or grid topologies.

© 2008 ACADEMY PUBLISHER

jconsidering n=10"

To draw our conclusions, it is more intuitive ifew
solve (11) in order t®.. From (11) we get
_n(n'-1)
P.=e with a(n,n') =ne " (12)
Equation (12) is depicted in Figure 9. We have
considered networks with sizes=10°...,10, and n’
ranging from2 to 30.

1

0| P09
n=10% n=10"
0.6

o
04 pc=0.5

-a(n,n’)

0.2

5 10 15

-

Figure 9. Network connectivity probability as a ¢tion of the
number of neighbours of each node, et 0%,...,10.

20 25 30

As we can observe, for systems with small number of
reachable neighbours, such as the ones considetftbe i
linear and grid topologies, the connectivity probigbis
extremely low.

As an example for the linear topology with=2 and
the probability of network
is P~ 10%™% For larger systems the
robabilities are even smaller. In any case, frdma t
practical point of view, values foP. bellow of 0.9
0% of network connectivity) are unaccelgta

When we deduce equation (12) from (11) we are
assuming in equation (10) thpt(S,m)=1 which is the
limit case that allows us to determine the minimuadue
of n’. However, rigorously speaking, we have to take int
account equation (8) and the fact tpatdepends on the
value of the pool size and of the key ring. Herfoem
equations (3), (8), and (10) we obtain

n'(n,P,,S,m) =1+m (13)
p'(S,m)
Solving (13) in order t®, we getP, =g *(>™""  (14)
_n(n'-1) p(S.m)

with a(S,m,n,n') =ne !

From equation (14) we get the connectivity prohigbil
as a function of the four relevant parameters:

(i) the size of the system;

(ii) the number of neighbours;
(iii) the pool size;

(iv) and the key ring size.
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We can now understand how the variation of the This equation shows the direct dependencenafith
number of neighbour nodes will affect the connegtief  P., and the inverse dependence with and has an
the network. important practical consequence.

In Figure 10 we show two graphs for=10* with S
$=1¢ and forn=10°with S=10, and for both we present - A" Exampl.e of Real World Application o
the contour plot for seven reference values of the Letus consider a WSN planned for forest monitaring

connectivity probability. for instance and that we have sensors with a maximu
range of communication dfi;,,=50 m. Our goal is to
Some Observations that are Worth noting: monitOI’ an area Of 10 K%nASSUming that the Sensors are

(i) For large systems there is a well defined tramsiti distributed on a grid, for simplicity of calculaticof the
in the connectivity probability which is a consegoe of ~humber of neighbours. Since we have a square i
the property of random graphs stated in [11]; fertain km on gach side, according to the sensors range of
values of(n’,m) the probability of network connectivity communication we need an array #201x201=40401
“jumps” from practically non-existerfP;=10) to almost ~ Sensors. To achieve our purposes, we need a highly
certain P.=0.9). This effect is well represented in the connected network and we further consiegr0.99999

contour plots: the isoline®:=10? is near the isoline With these values, from equation (3) we dt,R)=22,
P:=0.9. The slope of the surfac®(n’,m) near the Meaning that on average each sensor has to betable

transition is high; communicate with 22 other sensors. However, itiéarc
(i) From the contour plots we can infer a relationfrom this topology that, on the best case, the remat
betweerm, P, andn’. In fact, we have reachable neighbours is 8. Assuming that the
communication with the neighbours is certain, which
' meansp’(S,m)=1, from equation (14) we g&, ~ 10%.
mU Pc/n (15) p( ) q ( ) get;

The connectivity of the network is fully compromise

116 1107
n=10%, S=10° n=10°, S=10

600 6000
500 5000
400
4000
E P,=0.99999 E
P.=0.99999
300
3000
P.=05
200
2000
0 10 20 30 7 50 60 20 30 40 50 60
n n

Figure 10. Connectivity probability as a functiontioé number of neighbours and the size of the key for two
configurations ofn,S) For a small number of neighbours the size okthering increases rapidly, to achieve high valies
P.. The contour plots show the variationmofs a function of’ for P;=1072 .5, 0.9,...,0.99999
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Let us now face our real world application fromesth
perspective. To achieve a good monitoring of tleaawe
want to make sure that the network is highly coteuhc
that is, we assumB:=0.99999 From equation (13), the
number of neighbours is

acceptable probability which, in turn, implies agea
number of nodes in the network;

(i) to decrease the size of the system we can increase
the probability of sharing a ke’ and in this case the
number of keys in the sensor key ring increasesvead
can run into storage problems (even if we compremis

' d(n,P.) security and use a smaller pool of keys);
=l+— (16) (iii) the high density of sensors rises the problem of
P inter-node interference, besides the ecological codly

concerns.
wherep’ is the probability of two nodes sharing at least
one key. From the geometry of the topology, the Ipeim

of neighbours of a node is
2
n'= (th—ax +1j -1
h the number of neighbours, the size of the systedntha
number of keys in each sensor key ring. As theiptev
whereh < hyais the distance between nodes. From theexample shows, real networks do not have that many
last equation we can write degrees of freedom when concerning these parameters

To conclude, we believe by the exposed situatitiva,
there are practical restrictions to the applicapitif this
scheme to nowadays applications of sensor netwarks,
spite of the good mathematical results we can detnw
we are allowed to adjust the relevant parameteid) as

E. The g-Composite Scheme

We now turn our attention to a generalization af th
key distribution scheme presented in the previous
subsections. Suppose that, instead of sharinppeskey
from the key ring, each sensor node has to sp&eys to
establish a secure communication. Thepekeys are
drawn from a key ring witim keys, extracted from a key
pool of S keys. This scheme has been presented in [3].
The probability,p’, that the two nodes shatgkeys to
form a connection is given by

2h

h - max

AVn'+l-1

which implies that the total arebx |, is covered with a
grid of

2
n= [l— + 1) nodes.
h

We must solve these three equations simultanedasly
obtain a consistent solution,(n’, h) for a certain value of
In table 2 we show the results fpt=0.9, p'=0.7 and
for p'=0.5. The key pool is set t6=1CF, which is of the When we consider the previous network, and setting

order ofnn’. We want to achieve a compromise betweerfi=1, we obtain exactly the same values faor If for

the number of keys in the key rings and the secaft security reasons we increase the value of shargsl tke
the communications between nodesSifs smaller, the g=2, 3, which are the values proposed by [3] to improve
key ring in each node needs less keys to obtairsange the network resilience against a small number pfurad
probability p’ but, on the other hand, the smaller thenodes, we obtain the values listed in table 3.
value ofS the greater the probability of having the sameproblem with this scheme is again the requiremehtke
keys in different communications. Just as an exampé  Sensor storage capacity when we increase the nuafiber
also show values o for a pool size 06=2n shared keys between two sensors to establish a
communication. For this particular application, the
available memory on each sensor would have to &sere

by a factor of almost 2, fay=3.

(17)

(18)

. (S s
PEMA= (mJ ;m[(m—k)!]z(s+k—2m)! o)

The

Table 2 — Relative values for the number of senedes(n),
number of neighbors (n’), distance between sensdes (h)
and key ring size (m), for probabilities of 50, &@d 90% of

network conectivity Table 3 — Size of the key ring (m), for a key p(®) of 15,

considering probabilities of 70 and 90% of netwooknectivity,

(?9 182319 né7 h23 m(slzlléf)3 m(szfjé in the g-Composite scheme for g equal to 1, 2 and 3
0'7 552830 35 20 1897 346 (Note that g equal to 1 corresponds to the originaposal)
0.5 | 3758121 50| 16 832 263
m(S=10) q
From the general point of view of the applicabildf .
the key distribution scheme to this system we caintp P 1 2 3
out three major concerns: _ _ 0.9 1516 1971 2305
(i) we need a large quantity of neighbours for each
sensor to achieve network connectivity with an 0.7 1097 1561 1901
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V. CONCLUSIONS

In this paper we expose some practical concernstabo[1]
the key management schemes applicability to realdwo
applications. In section 4 we focus five aspects ainthe
end of each of them we summarize the main ideas ard]
conclusions. As a global conclusion we can say tthat
central problem of this class of schemes is relatéd
the assumption that random graph theory can bdeappl [3]
directly to WSN and as consequence all the truth to
random graph theory could be applied also direttly
WSNSs. In fact, considering just the main idea of NV&  [4]
big networks of self-organized sensors that sounds
reasoning. The problem is related with the différen
concepts of communication link in WSNs and in a
random graph theory. [5]

Let's think on a hypothetical example to make ityve
clear: in random graph theory we could have mibiarf
sensors in ten square meters and consider that afach|e]
them has millions of neighbours with which it could
communicate. But this theoretical conclusion fardam
graphs is impossible for real WSNs because those
milions of sensors share the same wireles$7]
communication channel, which will completely block.

Besides that, this class of schemes are based g
probability and as exposed in this paper there is a
threshold value at which the network connectivity
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