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Abstract—S e r v i c e  O r i e n t e d  A r c h i t e c t u r e s  ( S O A )  a n d  
a p p l i c a t i o n s  i n c r e a s i n g l y  r e l y  o n  n e t w o r k  i n f r a s t r u c t u r e  
i n s t e a d  o f  b a c k -e n d  s e r v e r s .  C i s c o  S y s t e m s  A p p l i c a t i o n  
O r i e n t e d  N e t w o r k i n g  ( A O N )  i n i t i a t i v e  e x e m p l i f i e s  t h i s  
t r e n d .  B e n c h m a r k i n g  s u c h  i n f r a s t r u c t u r e  a n d  t h e i r  s e r v i c e s  
i s  e x p e c t e d  t o  p l a y  a n  i m p o r t a n t  r o l e  i n  t h e  n e t w o r k i n g  
i n d u s t r y .  W e  p r e s e n t  A O N B e n c h  s p e c i f i c a t i o n s  a n d  
m e t h o d o l o g y  t o  b e n c h m a r k  n e t w o r k e d  XM L  a p p l i c a t i o n  
s e r v e r s  a n d  a p p l i a n c e s .  A O N B e n c h  i s  n o t  a  b e n c h m a r k i n g  
t o o l .  I t  i s  a  s p e c i f i c a t i o n  a n d  m e t h o d o l o g y  f o r  p e r f o r m a n c e  
m e a s u r e m e n t s ,  w h i c h  l e v e r a g e s  f r o m  e x i s t i n g  XM L  
m i c r o b e n c h m a r k s  a n d  u s e s  H T T P  f o r  e n d -t o -e n d  
c o m m u n i c a t i o n .  W e  i m p l e m e n t  A O N B e n c h  s p e c i f i c a t i o n s  
f o r  e n d -t o -e n d  p e r f o r m a n c e  m e a s u r e m e n t s  t h r o u g h  p u b l i c  
d o m a i n  H T T P  l o a d  g e n e r a t i o n  t o o l  A p a c h e B e n c h  a n d  
A p a c h e  w e b  s e r v e r .  W e  p r e s e n t  t h r e e  c a s e  s t u d i e s  o f  u s i n g  
A O N B e n c h  f o r  a r c h i t e c t i n g  r e a l  a p p l i c a t i o n  o r i e n t e d  
n e t w o r k i n g  p r o d u c t s .    
 
I n d e x  T e rm s—S O A ,  XM L ,  A p p l i c a t i o n  O r i e n t e d  
N e t w o r k i n g ,  B e n c h m a r k i n g .   
 

I. INTRODUCTION 
Traditional network  inf rastru ctu re is b ased on 

p roviding  simp le p ack et switch ing , f orwarding , q u eu ing , 
and rou ting  services, wh ile comp lex  messag e-oriented 
task s are lef t to th e end h osts. Th is task  p artitioning  was 
log ical wh en network  inf rastru ctu re h ad limited 
p rocessing  cap ab ilities. With  continu ing  ex p onential 
g rowth  in p rocessor p erf ormance, th is p artitioning  is 
b ecoming  increasing ly irrelevant. Cisco Systems recently 
lau nch ed its Ap p lication Oriented Network s ( AON) 
p rodu cts th at integ rate messag e p rocessing  cap ab ilities 
with in th e network  inf rastru ctu re. AON modu les can b e 
added to sp ecif ic switch es and rou ters to p rovide 
ap p lication-oriented services in addition to def au lt p ack et 
switch ing  and f orwarding  f u nctions. 

A service oriented arch itectu res with  AON can of f load 
an ap p lication server endp oint b y p roviding  network  
inf rastru ctu re, secu rity, and ap p lication-sp ecif ic 
integ ration services. Cu rrently, many ap p lication servers 
h ave to p rovide network  inf rastru ctu re services in 
addition to su p p orting  th eir targ et ap p lications. Th ese 

services inclu de p rotocol p rocessing , load b alancing , 
secu rity and f irewalls, content cach ing  and delivery, and 
integ rating  h eterog eneou s standards. Cisco AON 
p rodu cts h ave p u sh ed th ese services to network  
inf rastru ctu re and are availab le as switch  and rou ter 
emb edded modu les as well as ap p liance incarnations. We 
sh all ref er to any one of  th ese th ree incarnations as an 
Ap p lication Oriented Network  Inf rastru ctu re and Services 
E nab leD ( AONISE D) node f or th e sak e of  consistency. 

X M L  is b ecoming  u b iq u itou s f or web  services 
ap p lications. AONISE D nodes u se X M L  f or messag e 
p rocessing  in th e same manner th at IP  is u sed b y rou ters 
f or p ack et p rocessing . H owever, in contrast to p ack et, 
messag e p rocessing  of f ers dif f erent typ es of  ch alleng es. 
Unlik e IP  p ack ets, ap p lication messag es are typ ically 
statef u l and b elong  to sp ecif ic f lows. An AONISE D node 
h as to deal with  messag e content instead of  merely 
p rocessing  th e p rotocol h eaders in individu al p ack ets. F or 
instance, p arsing  an X M L  messag e f or p attern match ing  
is more ex p ensive th an p ack et h eader manip u lation. In 
addition, secu rity op erations on X M L  messag e content 
are inh erently comp u te-intensive. All of  th ese ch alleng es 
p oint to th e criticality of  AONISE D node p erf ormance. 
Network ed services p roviders and b u sinesses u sing  th eir 
services need a consistent p erf ormance measu rement 
meth odolog y to b ench mark  a g rowing  nu mb er of  
AONISE D p rodu cts.  

Th ere are mu ltip le b ench mark s availab le f or web  
services su ch  as cach ing , p rox ying , content-delivery, and 
storag e network ing  u sing  H TTP  and H TTP S. Similarly, 
mu ltip le X M L  microb ench mark s are also availab le th at 
targ et sp ecif ic f u nctions su ch  as p arsing , Docu ment 
Oriented M odels ( DOM ) constru ction, p attern match ing , 
transf ormation, validation, and secu rity. A b ench mark  f or 
an AONISE D node needs to merg e th e f u nctions of  a web  
services b ench mark  and an X M L  f u nctions 
microb ench mark . H owever, du e to AONISE D node 
sp ecif ic natu re of  X M L  interf aces, su ch  a merg er will not 
ex tend to any oth er p rodu ct h aving  a dif f erent interf ace. 
Th ere are th ree req u irements th at an AONISE D node 
b ench mark  is ex p ected to meet:   
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1 )  B ench mark  sh ou ld b e vendor and p rodu ct neu tral 
to cover AONISE D nodes in all dif f erent incarnations;   
2 )  It sh ou ld b e op en in terms of  b oth  its sp ecif ications 

as well as its code to mak e it accessib le to anyone 
interested in u sing  it;  and 
3 )  It sh ou ld ex ercise b oth  web  services as well as 

X M L  content p rocessing . Web  services ref er to b asic 
services of  content delivery and cach ing . X M L  content 
p rocessing  inclu des common f u nctions of  p arsing , p attern 
match ing , sch ema ch eck ing , transf ormation, and secu re 
commu nication.  

We h ave develop ed th e sp ecif ications of  AONB ench  to 
meet th ese req u irements. We h ave b een u sing  ou r in-
h ou se tools to imp lement th ese sp ecif ications f or th e last 
two years. H owever, to conf orm to th e sp irit of  ab ove 
req u irements, we h ave imp lemented AONB ench  u sing  
Ap ach eB ench  ( AB ) as client and Ap ach e Web  Server 
( AWS) as server endp oint [ 1] . Th ese tools are op en-
sou rce and neu tral to AONINE D systems f rom dif f erent 
vendors. 

In th e contex t of  sp ecif ying , we h ave identif ied eig h t 
b asic u se cases f or web  services and X M L  content 
p rocessing . We identif y f orwarding  H TTP  req u ests ( F R) 
as th e b asic web  service. F R is also ref erred to as H TTP  
p rox ying . H TTP  cach ing  and load b alancing  may b e 
inclu ded among  oth er b asic web  services. Alth ou g h  Cisco 
AON p rodu cts su p p ort th ese f u nction, we are ex clu ding  
th em f rom ou r sp ecif ications to remain p rodu ct and 
vendor neu tral as many oth er p rodu cts may not su p p ort 
th em. In addition, we h ave identif ied seven b asic X M L  
content p rocessing  u se cases f or AONB ench  
sp ecif ications:  content b ased rou ting  ( CB R), sch ema 
validation ( SV), transf ormation ( TR), encryp tion ( E N), 
decryp tion ( DE ), sig ning  ( SI), and sig natu re verif ication 
( VE ). We sh all sp ecif y AONB ench  u sing  th ese eig h t 
cases in terms of  an inp u t X M L  messag e th at arrives at an 
AONISE D node and th e f ormat of  th e p rocessed messag e 
th at emerg es f rom th at node. Ou r ob j ective is to p rovide a 
level p laying  f ield to comp are th e p erf ormance of  service 
oriented network  inf rastru ctu re p rodu cts f rom dif f erent 
vendors. An AONB ench  imp lementation ex ercises seven 
X M L  f u nctions and p rox y p erf ormance in an end-to-end 
commu nication setting .  

We h ave su ccessf u lly u sed ou r b ench mark  
sp ecif ications to internally evalu ate Cisco Systems’  AON 
p rodu cts at dif f erent p h ases of  th eir develop ment. In 
addition, we h ave u sed th ese sp ecif ications with  ou r 
cu stomers and p artners to allow th em to indep endently 
evalu ate and verif y AON p erf ormance. With  ex p anding  
role of  service oriented inf rastru ctu re in enterp rise 
network ing , vendor- and p rodu ct-neu tral b ench mark ing  is 
ex p ected to b ecome increasing ly imp ortant.  

In Section II, we p resent b ack g rou nd of  Cisco AON in 
terms of  its f eatu res and u se cases. In Section III, we 
p resent an overview of  th e state-of -th e-art in 
b ench mark ing  X M L  services to motivate th e need f or 
end-to-end b ench mark ing  of  service oriented network  
inf rastru ctu re. We describ e ou r b ench mark ing  
meth odolog ies in Section IV f ollowed b y detailed 
sp ecif ications of  individu al b ench mark  cases in Section V 

and p resent an AWS/ AB  b ased imp lementation of  th ese 
sp ecif ication in Section VI. Using  a f ew case stu dies in 
Section VII, we demonstrate th e ef f icacy of  th is 
b ench mark ing  ap p roach  f or network ed X M L  
ap p lications. We conclu de in Section VIII with  a 
discu ssion of  th e scop e and f u tu re directions of  th is 
b ench mark ing  initiative. 

II. APPL ICA TION ORIE NTE D NE TW ORK ING  
Ap p lication Oriented Network ing  ( AON) is a 

relatively new p aradig m. In th is section, we describ e th e 
b ack g rou nd and scop e of  AON and its b enef its to 
enterp rise ap p lications. Additionally, we discu ss th e 
u sag e scenarios of  AON. 
A .  S c o p e  o f  A O N  f o r  t h e  E n t e r p r i s e   

F or most org aniz ations, th e costs of  b u ilding  and 
maintaining  an ap p lication integ ration inf rastru ctu re is 
h u g e. As many IT org aniz ations ex p and, th e ab ility to 
evolve an ap p lication or b u siness p rocess is of ten 
h amp ered b y th e inab ility to q u ick ly adap t th e ap p lication 
inf rastru ctu re. With  AON, th ese ch alleng es are 
sig nif icantly redu ced. 

A maj ority of  enterp rise ap p lications and sof tware 
inf rastru ctu re is distrib u ted and h eterog eneou s. Th e cost 
and comp lex ity of  maintaining  and integ rating  th ese 
inf rastru ctu res and middleware p ressu res is sig nif icantly 
h ig h . M any b u sinesses consider arch itectu ral 
consolidation to deal with  th is comp lex ity. H owever, 
consolidation alone can cost many years and still not lead 
to a su b stantive increase in IT or b u siness f lex ib ility.  
With  AON, th e network  can p lay th e role of  th e standard 
intermediary.  B eyond redu cing  th e server and sof tware 
comp onent, Cisco AON can normaliz e messag es and 
content f rom dif f erent ap p lication b ases and p rovide 
centraliz ed administration and manag ement to f acilitate 
rap id imp lementation and modif ication. 

Widely distrib u ted enterp rise is f orcing  IT to discover 
new ways to incorp orate remote op erations wh ile 
redu cing  costs and maintaining  control. As g rowing  
volu me of  b u siness and b u siness p rocess h ap p ens 
remotely, of ten in p laces ill-su ited to servers and comp lex  
ap p lication middleware, th e op tion is g enerally a comp lex  
and cu stom-b u ilt integ ration p roj ect. Cisco AON 
overcomes th is ch alleng e b y p roviding  a low-cost and 
low-maintenance p latf orm th at can b e f u lly manag ed 
remotely. 

Org aniz ations increasing ly recog niz e th e valu e in 
adop ting  a service-oriented inf rastru ctu re in p roviding  
reu sab ility and a lower cost of  integ ration.  H owever, 
most org aniz ations are h eavily dep endent on th eir leg acy 
sof tware and inf rastru ctu re.  IT typ ically lik es to move 
f orward incrementally, with ou t th e discontinu ity imp lied 
b y a new arch itectu ral ap p roach .  Cisco AON leverag es 
th e ex isting  network  inf rastru ctu re and enab les th is 
incremental p latf orm. B ecau se AON u nderstands and can 
control th e vast maj ority of  ap p lication middleware 
p rotocols, IT g ains a common control mech anism across 
th e ex tended enterp rise.   
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B .  A O N  F e a t u r e s  a n d  B e n e f i t s  
AON is imp lemented as a set of  network  devices th at 

u nderstand, p rocess, and control ap p lication p rotocols 
and messag es th at f u lly comp lement traditional network -
layer services.  Th ese ap p lication p rotocols can b e 
traditional middleware ( M Q  Series, Tib co, B E A) or more 
g eneral p u rp ose ( JM S, M M Q , SOAP ).  AON devices are 
located in mu ltip le p oints in th e network , inclu ding  
switch es, rou ters, and ap p liances and can p rocess 
ap p lication messag es eith er in-b and ( control) or ou t-of -
b and ( rep orting ). 

AON incorp orates a f eatu re-rich  p olicy manag ement 
eng ine to enab le a variety of  f u nctions. Th ese f u nctions 
inclu de:  messag e content analysis, p rotocol 
transf ormation, messag e b ased rou ting , and messag e 
secu rity. AON inclu des comp reh ensive toolk its to 
develop  and manag e p olicy b ased op erations. Th e AON 
Develop ment Stu dio ( ADS) is u sed to create P olicy 
E x ecu tion P lans ( P E P ). P E P  inclu des a set of  op erations 
sp ecif ic to a b u siness p olicy to b e ap p lied to ap p lication 
messag es. 
C .  A O N  U s e  C a s e s  

Th e Cisco AON p latf orm enab les a variety of  dif f erent 
u sag e scenarios across a cu stomer ap p lication network . 
Typ ical dep loyment scenarios are as f ollows:  
1. AON is dep loyed at a remote of f ice as an 

inf rastru ctu re consolidation device. A sing le AON 
device can p rovide all th e services req u ired b y th e 
b ranch  of f ice to ef f ectively commu nicate with  th e 
central of f ice. Cisco AON enab les th ese services 
b y b ridg ing  disp arate ap p lications and op timiz ing  
network  u sag e at th e ap p lication level. 

2 . At th e enterp rise edg e, Cisco AON can act as an 
ap p lication-secu rity g ateway. In th is contex t, it 
can intercep t and analyz e traf f ic in messag e 
f ormats su ch  as E x tensib le M ark u p  L ang u ag e 
( X M L ). 

3. In th e enterp rise core, Cisco AON p rovides 
transp arent inter-ap p lication commu nication and 
ap p lication messag e delivery;  it p rovides a 
network -emb edded commu nication b ridg e 
b etween p rotocols and ap p lications. Cisco AON 
op timiz es ap p lication delivery b y of f loading  
ap p lication inf rastru ctu re f u nctions su ch  as 
messag e-level load b alancing  to th e network  
wh ere th ey can scale ef f ectively and b y enab ling  
intellig ent ap p lication messag e rou ting  at th e 
network  level. 

Remote of f ice, enterp rise edg e, and core b ased 
descrip tion of  AON u sag e rep resents b road categ ories of  
its targ et domains. Th ere is a larg e nu mb er of  solu tions 
with in each  of  th ese domains, wh ich  are b ased on Cisco 
AON u sing  its f lex ib ility to cu stomiz e.  
III. S TA TE  OF  B E NCH M A RK ING  X M L  A ND W E B  S E RV ICE S  
Th ere are many b ench mark s f or X M L  as well as web  

services. We su b divide th e X M L  b ench mark s into 
microb ench mark s, manag ement b ench mark s, and secu rity 

b ench mark s. We discu ss th ese b ench mark ing  ef f orts in 
th e f ollowing  su b sections. 
A .  X M L  M i c r o b e n c h m a r k s  

Th ese b ench mark s targ et th e b asic X M L  p rocessing  
f u nctions, su ch  as X M L  p arsing , g enerating  docu ment 
oriented models ( DOM ), u sing  X P ath  to match  p atterns, 
etc. X M L  docu ments can b e p arsed u sing  SAX  or DOM  
f ramework s dep ending  on th e need of  serial vs. random 
access to th e content, resp ectively. Th e X M L  P arsing  
B ench mark  claims to evalu ate SAX , DOM , or a mix  of  
th ese two typ es of  f ramework s [ 13] . Su ch  
microb ench mark s are su itab le to comp are dif f erent typ es 
of  X M L  p arsers, wh ich  constitu te an imp ortant 
comp onent of  an X M L  p rocessing  system. K u z netsov and 
Dolp h  describ e X SL TM ark , wh ich  f ocu ses on X M L -
X M L  and X M L -H TM L  transf ormation test cases and its 
p erf ormance scoring  mech anism [ 7] . Th is b ench mark  
assesses an X M L  p rocessor in f ou r areas:  X SL T temp late 
p attern match ing , X SL T control stru ctu re, X P ath  
selections, and X P ath  f u nctions. A simp le P erl X M L  
b ench mark  th at targ ets X M L  p arsing , ex traction, 
rep lacement, and p rocessing  is describ ed in [ 11] . All of  
th ese microb ench mark s can b e u sed to comp are th e 
p erf ormance of  variou s h ardware and sof tware systems 
f or X M L  p rocessing . 
B .  X M L  M a n a g e m e n t  B e n c h m a r k s  

M any b ench mark s sp ecif ically measu re X M L  storag e 
and datab ase manag ement system p erf ormance. 
Datab ases are p art of  a typ ical b ack end f or an AONISE D 
inf rastru ctu re. B ressan et al. describ e th e X 007 
B ench mark  f or th is typ e of  comp arisons [ 4] . Ru nap ong sa 
et al. describ e u sing  Th e M ich ig an B ench mark , wh ich  is a 
microb ench mark  f or X M L  q u ery p rocessing , to comp are 
th e p erf ormance of  variou s datab ase systems [ 9] . Sch midt 
et al. also describ e a similar b ench mark ing  p roj ect, called 
X M ark  [ 10] . B ö h me et al. describ e X M ach -1 to evalu ate 
native and relational X M L  datab ases [ 2 ] . Th ese 
b ench mark s do not targ et any comp lete ap p lications and 
narrowly f ocu s on X M L  datab ase p erf ormance. 
C .  X M L  S e c u r i t y  B e n c h m a r k s  

Several secu rity f u nction imp lementations are 
availab le in p u b lic domain as j ava p ack ag es or lib raries. 
F or instance, X M L Sec imp lements encoding , decoding , 
sig natu re, and verif ication f u nctions u sing  lib x ml [ 14] . 
Su ch  imp lementations u su ally p rovide test p rog rams ( u nit 
tests) to evalu ate th e p erf ormance of  th ese f u nctions. 
X M L Sec p rovides u nit tests f or all f ou r X M L  secu rity 
lib rary f u nctions. Ob viou sly, th ese tests h ave a very 
narrow scop e and cannot b e u sed b eyond X M L Sec 
lib rary evalu ation. AONB ench  sp ecif ications also targ et 
th ese f ou r X M L  secu rity f u nctions as th ey are b ecoming  
increasing ly imp ortant in service oriented network  
inf rastru ctu re.  

Clearly none of  th e ex isting  X M L  b ench mark  can 
accommodate th e p erf ormance measu rement scop e and 
needs f or ap p lication oriented network  inf rastru ctu re and 
services enab led systems. AONB ench  is an ef f ort to 
address th ese needs. 
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D.  B e n c h m a r k i n g  W e b  S e r v i c e s  
Th ere are many ex isting  H TTP  b ench mark s th at targ et 

dif f erent typ es of  web  services:  p rox ying , cach ing , SSL  
termination, streaming , and dynamic web  p ag es.  
Cu rrently b ench mark ing  f or web  services is not targ eted 
to X M L  b ased ap p lication services at network  edg es. 
Web  services b ased b ench mark s can b e adap ted to X M L  
p rocessing  network  inf rastru ctu re with  f ollowing  th ree 
ch aracteristics:  ( 1) X M L  server sh ou ld accep t a messag e 
in X M L  and sh ou ld f orward same or dif f erent messag e in 
X M L  f ormat;  ( 2 ) X M L  p rocessing  f u nctions are of f ered 
as modu lar services th rou g h  ap p rop riate conf ig u ration;  
and ( 3) X M L  p rocessing  f u nctions are ex ternally 
accessib le th rou g h  H TTP  or oth er op en p rotocols. Wh en 
th ese ch aracteristics are availab le in an X M L  ap p lication 
server, a web  services b ench mnark  can b e u sed. In th is 
case, b ench mark  sh ou ld b e cap ab le of  u p loading  th e 
messag es ( H TTP  P OST) in addition to reg u lar downloads 
( H TTP  G E T). 

IV. B E NCH M A RK ING  M E TH ODOL OG Y  
In th is section, we targ et b oth  web  services as well as 

X M L  f u nctions p rovided b y th e network  inf rastru ctu re. 
We u se H TTP  P OST meth od to carry X M L  messag es 
f rom client to an AONISE D node, wh ich  can f orward it 
to a server endp oint dep ending  on th e u se case. It is 
immaterial wh eth er th e messag e arrives at th e AONISE D 
node th rou g h  ex p licit f orwarding  or imp licit f orwarding  
u sing , f or instance, Web  Cach e Control P rotocol 
( WCCP ). Th ese H TTP  messag es u se standard H TTP  
p rotocol and h eaders. An AONISE D node p rocesses th e 
messag e according  to th e u se case.  

We u se u niq u e URIs in th e P OST meth od to select a 
sp ecif ic service f rom th e AONISE D node. AONB ench  
sp ecif ication def ines eig h t u se cases. Th eref ore, 
AONISE D node sh ou ld su p p ort eig h t URIs to u niq u ely 
select a service. L oad g eneration client can emp loy th ese 
URIs to ex ercise each  service with ou t u sing  any p rodu ct-
sp ecif ic interf aces.  

Rest of  th is section p resents a test h arness req u ired f or 
measu rements with  AONB ench . Th is will b e f ollowed b y 
a descrip tion of  content siz e and p erf ormance metrics f or 
b ench mark ing . 
A .  T e s t  H a r n e s s  

AONB ench  test h arness consists of  at least one load 
g enerating  client and two server endp oints. We req u ire 
two server endp oints to disting u ish  a su ccessf u lly 
ex ecu ted u se case f rom an u nsu ccessf u l ex ecu tion. 
AONB ench  sp ecif ication ( see Section V) dep ends on 
incoming  and ou tg oing  X M L  messag e contents. 
Th eref ore, su ccess and f ailu re of  a u se case can b e 
decided b y ch ang ing  th e incoming  content and ob serving  
th e server endp oint and contents of  X M L  messag e 
arriving  at th ose endp oints. In addition to client and 
server endp oints, test h arness will consist of  at least one 
AONISE D node and a switch  to connect client, server, 
and AOINSE D systems. 

AONB ench  test h arness describ ed ab ove is an overly 
simp lif ied conf ig u ration of  an AONISE D system. In real 

dep loyments, mu ltip le AONISE D nodes are u sed with  
ing ress and eg ress on dif f erent nodes. H owever, f or 
AONB ench  u se case sp ecif ication, th is simp le setu p  
su f f ices. 
B .  C o n t e n t  S i z e  

We need to ch oose a messag e siz e th at rep resents a 
maj ority of  X M L  messag e traf f ic b etween clients and 
ap p lication servers. Su ch  messag es are typ ically of  small 
siz es. B ased on ou r interactions with  enterp rise 
ap p lications th at interact th rou g h  X M L  messag es, we 
consider a 5 K b ytes X M L  messag e as one th at is most 
of ten encou ntered. Alth ou g h  any messag e siz e is 
p ermissib le, we f req u ently u se 5 K b ytes messag es with  
AONB ench  to measu re and rep ort th e p erf ormance of  ou r 
AON p rodu cts. 
C .  P e r f o r m a n c e  M e t r i c s  

AONB ench  u ses two metrics to measu re th e 
p erf ormance of  an AONISE D node:  th rou g h p u t and 
latency. Using  th e test h arness, th ese measu rements are 
ob tained at th e client end. E nd-to-end latency of  a 
transaction is an ap p rox imate measu re of  th e transaction 
p rocessing  delay of  th e AONISE D node in an isolated 
network  with  no b ottleneck s.  

Using  th e test h arness, content siz es, and metrics 
p resented in th is section, we are now ready to sp ecif y th e 
AONB ench  u se cases in terms of  X M L  content. 

V. S PE CIF ICA TIONS  F OR A ONB E NCH  US E  CA S E S  
We sp ecif y eig h t AONB ench  u se cases with  resp ect to 

ing ress and eg ress X M L  messag e contents with ou t any 
dep endence on client and server endp oints b eyond 
g enerating  and consu ming  H TTP  messag es. Th ese u se 
cases are g rou p ed as network  inf rastru ctu re services and 
X M L  messag e content b ased services. 
A .  N e t w o r k  I n f r a s t r u c t u r e  S e r v i c e s  

P rox ying  f or H TTP  req u ests is a simp le inf rastru ctu re 
level web  service. Th is case rep resents th e overh ead of  
f orwarding  a messag e to a def au lt destination. Unless 
th ere are conf ig u ration or ex ecu tion errors in th e 
AONISE D system u nder test, th is case sh ou ld resu lt in 
h ig h est th rou g h p u t comp ared to all oth er u se cases 
b ecau se it does not involve any content p rocessing . Th u s, 
th is u se case is valu ab le to validate th e b aseline f or th e 
test h arness as well as th e system u nder test. F R u ses th e 
same X M L  messag e th at will b e u sed f or CB R 
sp ecif ications in Section V.  

Cach ing  and load b alancing  are additional F R related 
u se cases th at we reg u larly emp loy f or Cisco AON 
p rodu cts th at are integ rated in rou ters and switch es. 
H owever, we do not inclu de th ese variants in th is 
sp ecif ication as many oth er AONISE D solu tions do not 
su p p ort network  inf rastru ctu re related services. 
B .  X M L  M e s s a g e  C o n t e n t  B a s e d  S e r v i c e s  

We now consider seven u se cases th at req u ire th e 
p rocessing  of  X M L  messag e content. In each  case, th e 
content p rocessing  f u nction can b e verif ied eith er b y th e 
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X M L  messag e contents at eg ress or th e destination server 
endp oint th at consu mes th e messag e. 
1 )  C o n t e n t  B a s e d  R o u t i n g  ( C B R ) .  CB R p erf orms 

th ree op erations on th e incoming  messag e content:  ( 1) 
content look u p ;  ( 2 ) content rou ting  b ased on a p attern 
match  or lack  th ereof ;  and ( 3) f orwarding  of  messag e to 
selected destination endp oint. Content look u p  is 
p erf ormed u sing  X p ath  evalu ation. In th is case, we u se an 
X M L  messag e with  SOAP  envelop e containing  a 
< q u antity>  element. Using  X p ath  ex p ression 
/ / q u antity/ tex t( ), we determine wh eth er th is tag  is f ou nd 
and is eq u al to string  “ 1” . If  th is condition is evalu ated to 
tru e, th e messag e is f orwarded to th e intended endp oint;  
oth erwise, it is f orwarded to a def au lt error h andling  
endp oint. Th e X M L  messag e th at we u se f or CB R u ses 
f iller tex t elements to increase th e overall messag e siz e to 
conf orm to th e sp ecif ied 1, 5, or 500 K b ytes siz es. F ig u re 
1 illu states th e CB R u se case. Th is sp ecif ication u ses only 
one X p ath . Nu mb er of  X p ath  ex p ressions can b e 
increased with  content selection su ch  th at a su b set of  
th em f inds match es wh ile th e rest are u nmatch ed to vary 
comp u tational comp lex ity.  

 
2 )  S c h e m a  V a l i d a t i o n  ( S V ) .  SV u se case comp ares th e 

incoming  X M L  messag e to a p re-stored sch ema to 
determine wh eth er it conf orms to sp ecif ied g rammer. If  
th e messag e tu rns ou t to b e valid according  to th e 
sch ema, it is sent to one destination;  oth erwise, it is sent 
to th e error endp oint. A modif ied inp u t messag e can 
verif y wh eth er th e AONISE D node is ex ecu ting  th is u se 
case correctly. Th e ob j ective of  th is case is to measu re th e 
p erf ormance du ring  sch ema validation p rocess. Th is is a 
comp u te-intensive task  and its comp lex ity will dep end on 
th e incoming  X M L  messag e and th e sch ema. Th e name 
of  th e X SD sch ema f ile is ref erenced in ou r ref erence 
X M L  messag e. An AONISE D node u ses th is inf ormation 
to validate th e messag e. F ig u re 2  illu strates th is u se case.  

 
3 )  T r a n s f o r m a t i o n  ( T R ) .  TR u se case consists of  

ap p lying  an X SL  style sh eet to transf orm an incoming  
X M L  messag e to a desired f ormat ( see F ig u re 3). Th e 
resu lting  f ormat cou ld b e any one of  CSV, X M L , H TM L , 
p lain tex t, etc. Comp lex ity of  th is op eration dep ends on 
th e incoming  X M L  messag e as well as th e style sh eet. 
Similar to SV case, style sh eet is saved of f -line on an 
AONISE D node.  

 
4 )  E n c r y p t i o n  ( E N )  a n d  De c r y p t i o n  ( DE ) .  E N and DE  

u se cases p erf orm encryp tion on an X M L / SOAP  messag e 
and its descryp tion, resp ectively. M essag e resu lting  f rom 
th e E N is u sed as incoming  X M L / SOAP  messag e f or th e 
DE  case. We u se an X M L  messag e with  SOAP  envelop e 
f or encryp tion as well as sig natu re u se cases. It rep resents 
a p u rch ase order with  some u ser sp ecif ic X M L  content. 
Th e E N u se case encryp ts th e b ody of  th e messag e and 
f orms anoth er X M L / SOAP  messag e with  h eader 
containing  th e inf ormation ab ou t SSL  k ey, encryp tion 
alg orith m, and b ody of  messag e th at inclu des encryp ted 
orig inal messag e content. Th e p erf ormance f or th is u se 
case dep ends on k ey leng th , encryp tion alg orith m, and 
siz e of  th e messag e. E N is illu strated in F ig u re 4.  

F i g u r e  3 . Tr a n s f o r m a t i o n  u s e  c a s e . 

<?xml version=“1 . 0 ” enc o d ing =“U T F -8”?>
<O rd erS t a t u sI nf o>

<row >
<T R A N C O D E >C C C _ S H I P </ T R A N C O D E >
<T R A N _ S E Q >6 9 6 4 9 7 0 </ T R A N _ S E Q >
<A C K _ S E Q >1 1 9 0 4 5 5 7 </ A C K _ S E Q >

<C U S T O M E R _ I D >4 7 0 9 4 </ C U S T O M E R _ I D >
---------------------------------------------------
---------------------------------------------------

</ row >
<row >

------------------------
------------------------

</ row >
</ O rd erS t a t u sI nf o>

XML m s g a t  i n g r e s s

<?xml version=“1 . 0 ” enc od ing =“U T F -8”?>
<O rd erS t a t u s><D oc u ment I D >1 1 9 0 4 5 5 7
</ D o c u ment I D ><A c k S e q I d >1 1 9 0 4 5 5 7
</ A C K S e q I d >… … … … … … … … … … …
… … … … … … … … … … … … … … … … …

</ O rd erS t a t u s>

XML m s g a t  e n g r e s s

e r p _ o r d s t a t u s . x s l
T r a n s f o r m a t i o n  p o l i c y

<?xml version=“1 . 0 ” enc o d ing =“U T F -8”?>
<O rd erS t a t u sI nf o>

<row >
<T R A N C O D E >C C C _ S H I P </ T R A N C O D E >
<T R A N _ S E Q >6 9 6 4 9 7 0 </ T R A N _ S E Q >
<A C K _ S E Q >1 1 9 0 4 5 5 7 </ A C K _ S E Q >

<C U S T O M E R _ I D >4 7 0 9 4 </ C U S T O M E R _ I D >
---------------------------------------------------
---------------------------------------------------

</ row >
<row >

------------------------
------------------------

</ row >
</ O rd erS t a t u sI nf o>

XML m s g a t  i n g r e s s
<?xml version=“1 . 0 ” enc o d ing =“U T F -8”?>

<O rd erS t a t u sI nf o>
<row >

<T R A N C O D E >C C C _ S H I P </ T R A N C O D E >
<T R A N _ S E Q >6 9 6 4 9 7 0 </ T R A N _ S E Q >
<A C K _ S E Q >1 1 9 0 4 5 5 7 </ A C K _ S E Q >

<C U S T O M E R _ I D >4 7 0 9 4 </ C U S T O M E R _ I D >
---------------------------------------------------
---------------------------------------------------

</ row >
<row >

------------------------
------------------------

</ row >
</ O rd erS t a t u sI nf o>

XML m s g a t  i n g r e s s

<?xml version=“1 . 0 ” enc od ing =“U T F -8”?>
<O rd erS t a t u s><D oc u ment I D >1 1 9 0 4 5 5 7
</ D o c u ment I D ><A c k S e q I d >1 1 9 0 4 5 5 7
</ A C K S e q I d >… … … … … … … … … … …
… … … … … … … … … … … … … … … … …

</ O rd erS t a t u s>

XML m s g a t  e n g r e s s
<?xml version=“1 . 0 ” enc od ing =“U T F -8”?>
<O rd erS t a t u s><D oc u ment I D >1 1 9 0 4 5 5 7
</ D o c u ment I D ><A c k S e q I d >1 1 9 0 4 5 5 7
</ A C K S e q I d >… … … … … … … … … … …
… … … … … … … … … … … … … … … … …

</ O rd erS t a t u s>

XML m s g a t  e n g r e s s

e r p _ o r d s t a t u s . x s l
T r a n s f o r m a t i o n  p o l i c y
e r p _ o r d s t a t u s . x s l

T r a n s f o r m a t i o n  p o l i c y

F i g u r e  2 . S c h e m a  V a l i d a t i o n  u s e  c a s e . 

<?xml version=“1 . 0 ”?>
<c a t a lo g  xmlns: xsi=“h t t p : / / w w w . w 3 . org / xml-inst  

xmlns=h t t p : / / w w w . c isc o. c om/ a ons/ sc h ema / c d c a t log
xsi: sc h ema L o c a t ion=“h t t p : / / w w w . c isc o. c om/ a ons/ sc h ema / c d c a t a log

cdcatalog.xsd”>
<c d >

<t it le>E mp ire B u rlesq u e</ t it le>
<a rt ist >B o d D y la n</ a rt ist >
<c ou nt ry >U S A </ c ou nt ry >

<p ric e>9 . 9 0 </ p ric e>
<y ea r>1 9 8 5 </ y ea r>

</ c d >
<c d >

------------------------
------------------------

</ c d >
</ c a t a log >

XML message at ingress

c d c atal o g. x sd
S c h ema p ac k age<?xml version=“1 . 0 ”?>

<c a t a lo g  xmlns: xsi=“h t t p : / / w w w . w 3 . org / xml-inst  
xmlns=h t t p : / / w w w . c isc o. c om/ a ons/ sc h ema / c d c a t log

xsi: sc h ema L o c a t ion=“h t t p : / / w w w . c isc o. c om/ a ons/ sc h ema / c d c a t a log
cdcatalog.xsd”>

<c d >
<t it le>E mp ire B u rlesq u e</ t it le>
<a rt ist >B o d D y la n</ a rt ist >
<c ou nt ry >U S A </ c ou nt ry >

<p ric e>9 . 9 0 </ p ric e>
<y ea r>1 9 8 5 </ y ea r>

</ c d >
<c d >

------------------------
------------------------

</ c d >
</ c a t a log >

XML message at ingress
<?xml version=“1 . 0 ”?>

<c a t a lo g  xmlns: xsi=“h t t p : / / w w w . w 3 . org / xml-inst  
xmlns=h t t p : / / w w w . c isc o. c om/ a ons/ sc h ema / c d c a t log

xsi: sc h ema L o c a t ion=“h t t p : / / w w w . c isc o. c om/ a ons/ sc h ema / c d c a t a log
cdcatalog.xsd”>

<c d >
<t it le>E mp ire B u rlesq u e</ t it le>
<a rt ist >B o d D y la n</ a rt ist >
<c ou nt ry >U S A </ c ou nt ry >

<p ric e>9 . 9 0 </ p ric e>
<y ea r>1 9 8 5 </ y ea r>

</ c d >
<c d >

------------------------
------------------------

</ c d >
</ c a t a log >

XML message at ingress

c d c atal o g. x sd
S c h ema p ac k age
c d c atal o g. x sd

S c h ema p ac k age

F i g u r e  1 . Co n t e n t  B a s e d  Ro u t i n g  u s e  c a s e . 

<s o a p e n v : E n v e l o p e >
<s o a p e n v : B o d y >

<s o a p e n v : p o S u b m i t >
<s o a p e n v : p o >

<C i s c o P O R e q u e s t >
<A m o u n t  x s i : t y p e =“x s d : f l o a t ”>1 9 9 9 . 9 7 </ A m o u n t >

<q u a n t i t y  x s i : t y p e =“x s d : s t r i n g ”>1</ q u a n t i t y >
- - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - - - - - - -
</ C i s c o P O R e q u e s t >

</ s o a p e n v : p o >
</ s o a p e n v : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at ingress

<s o a p e n v : E n v e l o p e >
<s o a p e n v : B o d y >

<s o a p e n v : p o S u b m i t >
<s o a p e n v : p o >

<C i s c o P O R e q u e s t >
<A m o u n t  x s i : t y p e =“x s d : f l o a t ”>1 9 9 9 . 9 7 </ A m o u n t >

<q u a n t i t y  x s i : t y p e =“x s d : s t r i n g ”>1 </ q u a n t i t y >
- - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - - - - - - -
</ C i s c o P O R e q u e s t >

</ s o a p e n v : p o >
</ s o a p e n v : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at engress

Xp ath :  / / q u antity / tex t( )

Matc h ed  message

<s o a p e n v : E n v e l o p e >
<s o a p e n v : B o d y >

<s o a p e n v : p o S u b m i t >
<s o a p e n v : p o >

<C i s c o P O R e q u e s t >
<A m o u n t  x s i : t y p e =“x s d : f l o a t ”>1 9 9 9 . 9 7 </ A m o u n t >

<q u a n t i t y  x s i : t y p e =“x s d : s t r i n g ”>1</ q u a n t i t y >
- - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - - - - - - -
</ C i s c o P O R e q u e s t >

</ s o a p e n v : p o >
</ s o a p e n v : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at ingress
<s o a p e n v : E n v e l o p e >
<s o a p e n v : B o d y >

<s o a p e n v : p o S u b m i t >
<s o a p e n v : p o >

<C i s c o P O R e q u e s t >
<A m o u n t  x s i : t y p e =“x s d : f l o a t ”>1 9 9 9 . 9 7 </ A m o u n t >

<q u a n t i t y  x s i : t y p e =“x s d : s t r i n g ”>1</ q u a n t i t y >
- - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - - - - - - -
</ C i s c o P O R e q u e s t >

</ s o a p e n v : p o >
</ s o a p e n v : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at ingress

<s o a p e n v : E n v e l o p e >
<s o a p e n v : B o d y >

<s o a p e n v : p o S u b m i t >
<s o a p e n v : p o >

<C i s c o P O R e q u e s t >
<A m o u n t  x s i : t y p e =“x s d : f l o a t ”>1 9 9 9 . 9 7 </ A m o u n t >

<q u a n t i t y  x s i : t y p e =“x s d : s t r i n g ”>1 </ q u a n t i t y >
- - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - - - - - - -
</ C i s c o P O R e q u e s t >

</ s o a p e n v : p o >
</ s o a p e n v : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at engress
<s o a p e n v : E n v e l o p e >
<s o a p e n v : B o d y >

<s o a p e n v : p o S u b m i t >
<s o a p e n v : p o >

<C i s c o P O R e q u e s t >
<A m o u n t  x s i : t y p e =“x s d : f l o a t ”>1 9 9 9 . 9 7 </ A m o u n t >

<q u a n t i t y  x s i : t y p e =“x s d : s t r i n g ”>1 </ q u a n t i t y >
- - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - - - - - - -
</ C i s c o P O R e q u e s t >

</ s o a p e n v : p o >
</ s o a p e n v : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at engress

Xp ath :  / / q u antity / tex t( )Xp ath :  / / q u antity / tex t( )

Matc h ed  message
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5 )  Di g i t a l  S i g n a t u r e  ( S I )  a n d  V e r f i f i c a t i o n  ( V E ) .  SI 

u se case dig itally sig ns an incoming  X M L / SOAP  
messag e. VE  is th e comp lement case th at verif ies th e 
sig ned X M L / SOAP  docu ment. We u se th e same 
X M L / SOAP  messag e f or SI, wh ich  was u sed f or E N 
case. Th e sig ned messag e contains dig ital sig natu re, k ey 
inf ormation, and typ e of  encryp tion alg orith m in its 
h eader. Th e b ody of  resu lting  X M L / SOAP  messag e 
contains th e orig inal messag e. Th e resu lting  sig ned 
messag e is u sed as incoming  content f or th e VE  u se case. 
P erf ormance of  th e system f or SI and VE  u se cases also 
dep ends on SSL  k ey leng th , cip h er, and messag e leng th . 

VI. I M PL E M E NTA TION OF  S PE CIF ICA TIONS  
We h ave imp lemented AONB ench  sp ecif ications u sing  

p u b lic-domain Ap ach e Web  Server ( AWS) and Ap ach e 
B ench  ( AB ) as server and client endp oints, resp ectively. 
AWS and AB  are p art of  th e same p ack ag e and can b e 
ob tained with  sou rces and b u ilt on targ et systems [ 1] . 
AWS can b e u sed as server endp oint with  very f ew 
modif ications. An AONISE D system typ ically req u ires 
th e H TTP  P OST content to b e of  typ e tex t/ x ml instead of  
u su al tex t/ p lain, wh ich  is def au lt f or AB . Content 
p rocessing  services are sp ecif ied b y eig h t u niq u e URIs . 

Th is is all th at is needed to imp lement AONB ench  
with  a p air of  p u b lic domain H TTP  client and server 
endp oints. Th ere is a larg e nu mb er of  su ch  H TTP  clients 
and server availab le in p u b lic domain. It sh ou ld b e 
straig h t-f orward to u se th ose oth er tools f or AONB ench  
imp lementation. 

VII. B E NCH M A RK ING  CA S E  S TUDIE S  
We h ave ex tensively u sed AONB ench  f or Cisco AON 

p rodu ct develop ment p h ases. Th ese p h ases inclu de:  
1 .  P r o du c t  R eq u i r em en t  a n d D ef i n i t i o n  P h a s e:  

P r o du c t  m a r k et i n g  a n d en g i n eer i n g  
exec u t i v es  u s ed AO N B en c h  r es u l t s  t o  
c o n du c t  c u s t o m er  r eq u i r em en t s ,  c o m p et i t i v e 
a n a l y s i s ,  a n d p r o du c t  p er f o r m a n c e r o a dm a p  
des i g n .   

2 . P rodu ct Desig n P h ase:  Arch itects u sed 
AONB ench  to evalu ate arch itectu ral desig n 
alternatives;  P latf orm teams also u sed AONB ench  

f or h ardware p latf orm and op erating  system 
selections. 

3. P rodu ct Imp lementation P h ase:  Develop ers u sed 
AONB ench  to evalu ate imp lementation 
alternatives;  p erf ormance eng ineers u sed 
AONB ench  to evalu ate th ird-p arty 
modu les/ lib raries and to isolate p erf ormance 
b ottleneck s;  Q A eng ineers u sed AONB ench  to 
condu ct p erf ormance reg ression tests. 

4. P rodu ct Release P h ase:  P rodu ct M ark eting  Team 
u sed AONB ench  resu lts to p u b lish  p erf ormance 
datash eets and decide p rice p oints b ased on 
p rodu ct p erf ormance. 

In f ollowing  su b sections, we p resent th ree sp ecif ic 
case stu dies of  ap p lying  AONB ench  to arch itect Cisco 
AON p rodu cts. Th e g oal of  th is discu ssion is to sh ow th e 
cap ab ilities of  AONB ench  to comp are alternative 
h ardware p latf orms, sof tware desig ns, and arch itectu ral 
ch oices. 
A .  C o m p e t i t i v e  A n a l y s i s  

Du ring  th e p rodu ct def inition p h ases, desig n 
alternatives 1 and 2  were initially p resented. AONB ench  
was u sed to evalu ate th e p erf ormance of  th ese desig ns in 
comp arison with  comp etitive p rodu cts. AONB ench  
p erf ormance rep orts f or comp etitor 1 and 2  clearly 
sh owed th at Desig n-1 and Desig n-2  cou ld not deliver 
comp etitive p erf ormance. B ased on th is f eedb ack , a th ird 
desig n was initiated ( See F ig u re 5 b elow). 

 
B .  S e l e c t i o n  o f  A p p l i a n c e  H a r d w a r e  

AONB ench  was ef f ectively u sed f or ch oosing  a 
h ardware p latf orm f or Cisco AON ap p liance of f ering  
f rom a p rice/ p erf ormance p ersp ective. Tab le I sh ows th e 
relative p erf ormance imp act of  L evel-2  and L evel-3 
cach e wh ile comp aring  a 2 -CP U b ased system with  a 4-
CP U b ased system. AONB ench  resu lts indicated th at a 
larg er L 3 cach e is more ef f ective th an dou b ling  th e 
nu mb er of  p rocessors f or g reater ap p liance th rou g h p u t. 

F i g u r e  4 . E n c r y p t i o n  u s e  c a s e . 

<s o a p e n v : E n v e l o p e >
<s o a p e n v : H e a d e r >
-------------------------
</ s o a p e n v : H e a d e r >
<s o a p e n v : B o d y >
------------------------
------------------------
<n s 1 : p o S u b m i t >

<p o x s i : t y p e =“x s d : s t r i n g ”>
<C i s c o P O R e q u e s t >
-------------------------
</ C i s c o P O R e q u e s t >

</ p o >
</ n s 1 : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at ingress
enc ry p tio n k ey

E nc ry p tio n p o l i c y

<? x m l  v e r s i o n =“1 . 0 ” e n c o d i n g =“U T F -8”? >
<s o a p e n v : E n v e l o p e >
<s o a p e n v : H e a d e r >
<w s s e : S e c u r i t y >

<w s s e : B i n a r y S e c u r i t y T o k e n >NNN
</ w s s e : B i n a r y S e c u r i t y T o k e n >

<x e n c : E n c r y p t e d K e y >
K K K K K K K K K K K K K K
</ x e n c : E n c r y p t e d K e y >

</ w s s e : S e c u r i t y >
</ s o a p e n v : H e a d e r >
<s o a p e n v : B o d y >

<x e n c : E n c r y p t e d D a t a >
<x e n c : C i p h e r D a t a ><x e n c : C i p h e r V a l u e >

J J J J J K K K K K K K K K L L L L L L
K K K K K K K J J J J J J J L L L L L L

</ x e n c : C i p h e r V a l u e ></ x e n c : C i p h e r D a t a >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at engress

<s o a p e n v : E n v e l o p e >
<s o a p e n v : H e a d e r >
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------------------------
<n s 1 : p o S u b m i t >

<p o x s i : t y p e =“x s d : s t r i n g ”>
<C i s c o P O R e q u e s t >
-------------------------
</ C i s c o P O R e q u e s t >

</ p o >
</ n s 1 : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at ingress
<s o a p e n v : E n v e l o p e >
<s o a p e n v : H e a d e r >
-------------------------
</ s o a p e n v : H e a d e r >
<s o a p e n v : B o d y >
------------------------
------------------------
<n s 1 : p o S u b m i t >

<p o x s i : t y p e =“x s d : s t r i n g ”>
<C i s c o P O R e q u e s t >
-------------------------
</ C i s c o P O R e q u e s t >

</ p o >
</ n s 1 : p o S u b m i t >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at ingress
enc ry p tio n k ey

E nc ry p tio n p o l i c y
enc ry p tio n k ey

E nc ry p tio n p o l i c y

<? x m l  v e r s i o n =“1 . 0 ” e n c o d i n g =“U T F -8”? >
<s o a p e n v : E n v e l o p e >
<s o a p e n v : H e a d e r >
<w s s e : S e c u r i t y >

<w s s e : B i n a r y S e c u r i t y T o k e n >NNN
</ w s s e : B i n a r y S e c u r i t y T o k e n >

<x e n c : E n c r y p t e d K e y >
K K K K K K K K K K K K K K
</ x e n c : E n c r y p t e d K e y >

</ w s s e : S e c u r i t y >
</ s o a p e n v : H e a d e r >
<s o a p e n v : B o d y >

<x e n c : E n c r y p t e d D a t a >
<x e n c : C i p h e r D a t a ><x e n c : C i p h e r V a l u e >

J J J J J K K K K K K K K K L L L L L L
K K K K K K K J J J J J J J L L L L L L

</ x e n c : C i p h e r V a l u e ></ x e n c : C i p h e r D a t a >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at engress
<? x m l  v e r s i o n =“1 . 0 ” e n c o d i n g =“U T F -8”? >

<s o a p e n v : E n v e l o p e >
<s o a p e n v : H e a d e r >
<w s s e : S e c u r i t y >

<w s s e : B i n a r y S e c u r i t y T o k e n >NNN
</ w s s e : B i n a r y S e c u r i t y T o k e n >

<x e n c : E n c r y p t e d K e y >
K K K K K K K K K K K K K K
</ x e n c : E n c r y p t e d K e y >

</ w s s e : S e c u r i t y >
</ s o a p e n v : H e a d e r >
<s o a p e n v : B o d y >

<x e n c : E n c r y p t e d D a t a >
<x e n c : C i p h e r D a t a ><x e n c : C i p h e r V a l u e >

J J J J J K K K K K K K K K L L L L L L
K K K K K K K J J J J J J J L L L L L L

</ x e n c : C i p h e r V a l u e ></ x e n c : C i p h e r D a t a >
</ s o a p e n v : B o d y >

</ s o a p e n v : E n v e l o p e >

XML message at engress

F i g u r e  5 . Co m p e t i t i v e  a n a l y s i s  o f  r e l a t i v e  t h r o u g h p u t s  o f  
t h r e e  a l t e r n a t i v e  d e s i g n s  u s i n g  A ONB e n c h . 
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C .  E v a l u a t i n g  A c c e l e r a t o r  H a r d w a r e  

H ardware accelerators are f req u ently u sed to enh ance 
th e p erf ormance of  targ eted ap p lications on a g eneral-
p u rp ose h ost p latf orm. We reg u larly u se AONB ench  to 
evalu ate th e p erf ormance imp act of  variou s typ es of  
h ardware accelerators. Tab le II sh ows th at a p articu lar 
h ardware accelerator-X  imp roves th e th rou g h p u t of  
selected AONB ench  u se cases with  5 K b ytes messag es 
b y an averag e of  ab ou t 10%  on a selected h ost p latf orm. 
H owever, more sig nif icant th rou g h p u t enh ancement f or 
CB R and E N u se cases is ob tained with  500 K b ytes 
messag e siz es. Th ese p erf ormance measu rements sh ow 
th e valu e of  u sing  acceleration h ardware.  

 In th is section, we demonstrated th e valu e of  
AONB ench  f or comp aring  arch itectu re and sof tware 
desig n alternatives. As AONB ench  simp ly sp ecif ies th e 
test cases and does not dep end on th e ch oice of  client and 

server endp oints, it h as b een u sed b y mu ltip le g rou p s 
inside Cisco AON team as well as b y ou r p artners. 

VIII. CONCL US IONS  A ND F UTURE  W ORK  
In th is p ap er, we p resented th e sp ecif ications of  

AONB ench  as well as some case stu dies wh ere we 
ef f ectively u sed it. M oving  variou s common ap p lication 
p rocessing  cap ab ilities to network  inf rastru ctu re is 
b ecoming  increasing ly imp ortant f or a variety of  
b u sinesses. As new p rodu cts and solu tions are b eing  
introdu ced b y mu ltip le vendors, th e need f or a vendor and 
p rodu ct indep endent b ench mark ing  mech anism is th ere. 
AONB ench  is an ef f ort to f ill th is g ap  as well as to 
motivate oth ers to develop  intellig ent and ef f icient 
network  inf rastru ctu re p rodu cts. Additionally, end u sers 
can imp lement th ese sp ecif ications in terms of  u sing  ou r 
sp ecif ied X M L  messag e siz es and contents, sch emas, and 
style sh eets to b ench mark  th e b asic messag e p rocessing  
f u nctions of  th ese p rodu cts.  

In addition to eig h t b asic u se cases th at we sp ecif ied in 
th is p ap er, we are u sing  several oth er ap p lication-sp ecif ic 
u se cases. Th ese inclu de reliab le messag ing , messag e 
b rok ering , cach ing , server virtu aliz ation, messag e 
distrib u tion, log g ing , and data b ase access. H owever, 
some of  th ese cases dep end on cu stomiz ed client and 
server endp oints. As su itab le p u b lic domain tools b ecome 
availab le f or ex ercising  su ch  f u nctions, AONB ench  
sp ecif ications can b e enh anced to inclu de th ese cases.  

Anoth er ap p lication of  AONB ench  is to condu ct 
arch itectu ral evalu ation [ 3,6 ] . Su ch  evalu ations g u ide th e 
selection of  ef f icient p rocessors f or b u ilding  systems th at 
h ost X M L  b ased service oriented ap p lications. 
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U S A  a s  a  m e m b e r  o f  r e s e a r c h  s t a f f  f o r  t h r e e  y e a r s .  H e  t h e n 
m o v e d  t o  i nd u s t r y  a nd  w o r k e d  f o r  o ne  y e a r  a t  I nk t o m i  C o r p . ,  i n 
F o s t e r  C i t y ,  C a l i f o r ni a ,  U S A .  S u b s e q u e nt l y ,  h e  s e r v e d  a s  a n 
A s s i s t a nt  P r o f e s s o r  i n t h e  C o m p u t e r  E ng i ne e r i ng  D e p a r t m e nt  o f  
K i ng  F a h d  U ni v e r s i t y  o f  P e t r o l e u m  a nd  M i ne r a l s ,  D h a h r a n,  
S a u d i  A r a b i a  f o r  t h r e e  y e a r s .  F o r  l a s t  t h r e e  y e a r s ,  h e  h a s  b e e n 

a s s o c i a t e d  w i t h  t h e  A p p l i c a t i o n O r i e nt e d  N e t w o r k i ng  b u s i ne s s  
u ni t  o f  C i s c o  S y s t e m s ,  I nc .  i n S a n J o s e ,  C a l i f o r ni a ,  U S A  a s  a  S r .  
P e r f o r m a nc e  E ng i ne e r .  H i s  p r o f e s s i o na l  i nt e r e s t s  s p a n 
p e r f o r m a nc e  e v a l u a t i o n,  h i g h  p e r f o r m a nc e  c o m p u t i ng  a nd  
ne t w o r k i ng ,  p e r f o r m a nc e  t o o l s ,  a nd  h a r d w a r e  a c c e l e r a t o r s  f o r  
X M L  p r o c e s s i ng .   

D r .  W a h e e d  i s  a  m e m b e r  o f  I E E E  C o m p u t e r  S o c i e t y .  H e  h a s  
p u b l i s h e d  m o r e  t h a n t h i r t y  p a p e r s  i n p e e r  r e v i e w e d  c o nf e r e nc e s  
a nd  j o u r na l s .  

 
 
J i a n x u n  J a s o n  D i n g  r e c e i v e d  a  P h . D .  d e g r e e  i n c o m p u t e r  

s c i e nc e  f r o m  Te x a s  A & M  U ni v e r s i t y ,  C o l l e g e  S t a t i o n,  Te x a s ,  
U . S . A .  i n 19 9 4 .  H e  r e c e i v e d  M . S c .  a nd  B . S c .  d e g r e e s  i n 
c o m p u t e r  s c i e nc e  f r o m  F u d a n U ni v e r s i t y ,  S h a ng h a i ,  C h i na ,  i n 
19 8 7  a nd  19 8 4 ,  r e s p e c t i v e l y .   

H e  i s  c u r r e nt l y  a  S r .  M a na g e r  o f  C i s c o  S y s t e m s '  A p p l i c a t i o n 
O r i e nt e d  N e t w o r k i ng  B u s i ne s s  U ni t  ( A O N  B U )  w h e r e  h e  l e a d s  
t h e  A O N  S y s t e m s  A r c h i t e c t u r e  a nd  P e r f o r m a nc e  ( A S A P )  t e a m  
i n S a n J o s e ,  U S A .  P r i o r  t o  j o i ni ng  C i s c o  i n M a y  20 0 5 ,  H e  w a s  a  
S r .  M a na g e r  a t  A r i b a  I nc .  ( 20 0 0 -20 0 5 ) ,  w h e r e  h e  m a na g e d  
p e r f o r m a nc e  a nd  s c a l a b i l i t y  f o r  10 +  p r o d u c t  r e l e a s e s ,  i ni t i a l l y  
f o r  A r i b a ’ s  e -P r o c u r e m e nt  c o r e  p r o d u c t  a nd  l a t e r  o n f o r  a l l  
A r i b a ’ s  e nt e r p r i s e  a p p l i c a t i o ns .  H e  a l s o  w o r k e d  a t  I nt e l  ( 19 9 4 -
20 0 0 )  a s  a  C o m p u t e r  A r c h i t e c t  o n p e r f o r m a nc e  o f  P e nt i u m ,  
X e o n a nd  I t a ni u m  p r o d u c t s .  H e  w a s  a  C o m p u t e r  S c i e nc e  
F a c u l t y  M e m b e r  a t  F u d a n U ni v e r s i t y  a nd  p a r t i c i p a t e d  i n d e s i g n 
a nd  i m p l e m e nt a t i o n o f  C h i na ’ s  v e r y  f i r s t  O S I  ne t w o r k .  H e  a l s o  
c o nd u c t e d  r e s e a r c h  a t  B r i t i s h  Te l e c o m  R e s e a r c h  L a b s  i n U K ,  
s u m m e r  j o b  i n N E C  S y s t e m s  L a b s ,  a nd  R e s e a r c h  A s s i s t a nt  
w o r k  i n Te x a s  A & M  U ni v e r s i t y  o n N S F  s p o ns o r e d  p r o j e c t s .  H i s  
p r o f e s s i o na l  i nt e r e s t s  f o c u s  o n s o l v i ng  p e r f o r m a nc e  i s s u e s  i n 
b o t h  c o m p u t e r  h a r d w a r e  a nd  s o f t w a r e  p r o d u c t s .   

D r .  D i ng  i s  a  m e m b e r  o f  I E E E  a nd  A C M .  H e  h a s  s e r v e d  a s  
I nd u s t r y  R e l a t i o ns  E d i t o r  o f  I E E E  C o m p u t e r  A r c h i t e c t u r e  
N e w s l e t t e r  f r o m  19 9 7  t o  19 9 8  a nd  a s  o r g a ni z i ng  c o m m i t t e e  
m e m b e r  f o r  I E E E  H i g h  P e r f o r m a nc e  C o m p u t e r  A r c h i t e c t u r e  
( H P C A -4 ) ,  A C M  I nt e r na t i o na l  C o nf e r e nc e  o n A r c h i t e c t u r a l  
S u p p o r t  f o r  P r o g r a m m i ng  L a ng u a g e s  a nd  O p e r a t i ng  S y s t e m s  
( A S P L O S -V I I I ) ,  A C M / I E E E  S y m p o s i u m  o n A r c h i t e c t u r e s  f o r  
N e t w o r k i ng  a nd  C o m m u ni c a t i o ns  S y s t e m s  ( A N C S -20 0 6 ) .  H e  
h a s  p u b l i s h e d  m o r e  t h a n t e n p a p e r s  i n p e e r  r e v i e w e d  
c o nf e r e nc e s  a nd  j o u r na l s .  
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