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Abstract—Quantum cryptography is a promising solution
towards absolute security in long term cryptosystems. While
the use of quantum cryptography in fiber optical networks
gets significant advances, research on the application of
quantum cryptography in mobile wireless network is still
premature. In this paper, we analyze the interests of using
quantum cryptography in 802.11 wireless networks, and
propose a scheme integrating quantum cryptography in
802.11i security mechanisms for the distribution of the
encryption keys. The use of an apparatus network to
provide alternative line-of-sight paths is also discussed.

Index Terms—802.11i, quantum cryptography, network
security.

1. INTRODUCTION

The wuncertainty principle in quantum mechanics
created a new paradigm for cryptography: Quantum
cryptography, or more specifically Quantum Key
Distribution (QKD). Unlike the classical cryptography
which relies on mathematical complexity, quantum
cryptography is based on the laws of quantum physics.
These laws ensure that nobody can measure a state of an
arbitrary polarized photon carrying information without
introducing disturbances which will be detected by
legitimate users. As all eavesdropping can be detected,
quantum cryptography is considered as a promising key
distribution means towards long term unconditionally
secure cryptosystems.

Since the first QKD protocol proposed in 1984 with
the name of BB84 [19], research on quantum
cryptography gets significant advances. Experiments of
different QKD systems have been realized in fiber
networks and over free space [1-4]. Especially, a turnkey
service using quantum cryptography to frequently
generate fresh secret key has been commercialized in
Switzerland [5].

While the use of quantum cryptography in fiber optical
networks is successfully deployed in practice, the
application of quantum cryptography in mobile wireless
networks is still premature. Most research and
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experiments aim at providing QKD service outdoor for a
long distance in satellite networks [6] or between
buildings in a city [35]. In these works, communication
entities of the QKD protocol are mainly system devices
but not final mobile users. For instance, communication
entities in satellite networks are ground stations and the
satellite. Our motivation of integrating quantum
cryptography in mobile wireless networks is quite
different. We aim at providing mobile wireless user’s
terminals with QKD service. In a mobile environment,
one technical challenge in addition to those of free space
environment is the maintenance of a line-of-sight path
between mobile user and the fixed part of the network
when the user moves around.

There are a large variety of kinds of mobile wireless
networks. Table I compares GSM (Global System for
Mobile communications), 802.11, and Bluetooth
regarding four aspects: user mobility level, area of use,
terminals, and applications.

As indicated in Table I, GSM or cellular networks in
general is a wide area network, used essentially outdoor
to provide mobile users with telephone service. As voice
call is the main application of GSM networks, the
terminals are small size cell phones allowing mobile
users to move with a high level of mobility. The speed of
mobile users in a GSM network can be at step speed or
vehicle speed. With this level of mobility and the outdoor
environment, cellular network  presents some
disadvantages for the use of quantum cryptography. It
will be difficult to provide a line-of-sight path with a high
user mobility level. The outdoor environment is not ideal
for free space quantum cryptography. Noise level can be

TABLE L.
COMPARISON OF MOBILE WIRELESS NETWORKS
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devices L
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raised because of rain or smoke. The large coverage area
of the GSM network and the presence of natural obstacles
such as trees or houses do not facilitate the provision of
alternative line-of-sight paths.

In contrast to cellular networks, 802.11 networks [7]
present many interests relating to the use of quantum
cryptography. First, 802.11 is a wireless local area
network, mainly used in offices and campus such as, class
rooms, meeting rooms, universities, and halls in hotels or
in airports. For the limited coverage area, 802.11
networks are mainly used indoor, reducing noise and
natural obstacles caused by the outdoor environment This
building-oriented environment also facilitates the
deployment of a high density of quantum apparatus to
provide alternative line-of-sight paths. Second, 802.11
terminals are mainly laptops or PDAs (Personal Digital
Assistant) which have more computational capacity and
more energy for the autonomy than cell phones in cellular
networks. Quantum key distribution in mobile networks
is a task requiring significant amount of computational
resource and energy for the control protocol and the QKD
protocol. Third, as 802.11 terminals are not small like cell
phones and 802.11 applications usually requires that
users watch the screen, the mobility level of users in
WLAN 802.11 is low and sometimes static, promising a
solution to provide line-of-sight paths between quantum
transmitters and receivers. Fourth, from an application
point of view, WLAN 802.11 is usually used to provide
Internet access through an access point installed by an
organization or by a wireless ISP (Internet Service
Provider). This kind of application is critical from a
network security point of view because users can realize
e-commerce or banking transactions via the Internet.
These applications need a very strong security that
quantum cryptography can offer.

Different from cellular and 802.11 networks, Bluetooth
is a personal area network which is mainly used to
interconnect peripheral devices such as mouse, desktop,
keyboard, and computer which are in close proximity of
each other. As the coverage area is small, the
eavesdropping can be controlled within the vision of
users. The contribution of quantum cryptography is less
significant in such an environment. From a network
security point of view, the application of replacing wires
connecting devices in a close proximity is also less
critical than the application of Internet access of 802.11
networks.

For this analysis, our first tentative of integrating QKD
in mobile networks is towards the 802.11 network. As a
first step of the integration of quantum cryptography in
802.11 networks, we have defined the Quantum
handshake [29] to establish the 802.11i encryption keys
using the BB84 protocol. In this paper, we present an
enhanced version of this Quantum handshake and discuss
in detail the use of an apparatus network for the provision
of alternative line-of-sight paths.

The organization of the remainder of the paper is as
follows. In section II, we provide an overview on security
mechanisms specified by the 802.11i standard. The
procedure of authentication and key management will be
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presented in detail because it is where the quantum
cryptography is integrated. Section III familiarizes the
readers with quantum cryptography and gives a state-of-
the-art on the related works. In section IV, we describe
the Quantum handshake, a scheme integrating QKD with
802.11i, and its enhanced version. Discussion on open
issues and future works are also presented in section IV.
Finally, we conclude the paper in section V.

II. 802.111 SECURITY MECHANISMS

A. The failure of WEP and the arrival of 802.11i

The first standard of 802.11 security defines WEP [10]
(Wired Equivalent Privacy) for the authentication and
data confidentiality of user data over the wireless link.
Unfortunately, WEP was not well designed and presents
serious vulnerabilities as follows.

- WEP uses only one secret key for both
authentication and encryption. This is not a good
security strategy. If the encryption key is
discovered, we also loose the authentication key.
In this case, the authentication key cannot be used
to authenticate the user and generate a new
encryption key.

- WERP is based on the RC4 algorithm [16], a stream
cipher which has a set of weak keys and becomes
especially vulnerable if one part of the key is
disclosed to attackers. In WEP, the RC4 key is the
concatenation of an Initialization Vector (IV) of
24 bits which is sent in plain text together with the
encrypted frame, and a WEP key of 40 bits.
Attackers can collect IVs to detect weak keys. In
addition, because IV is directly used as a part of
the RC4 key, passive attacks can be easily realized
to reveal the WEP key.

- The IV is not necessary to be secret but it should
be used only once together with a given secret
key. Unfortunately, WEP does not have any
mechanism to avoid repeated IV during the use of
a given secret key. In addition, with the bit rate of
11Mb/s of 802.11b, the space of IV is exhausted
after about 8 hours. This fact requires a renewal of
the secret key every 8 hours which is impossible
in WEP because WEP does not define any
mechanism to dynamically establish new secret
key between mobile device and access point.

- WEP uses CRC-32 to protect messages from
undesired modifications. CRC-32 is not a good
message integrity protection algorithm, especially
when the encryption algorithm is vulnerable.

The failure of WEP leads to the need of a new standard
for the 802.11 security. In this context, 802.11i [8] is
defined to rectify the flaws of WEP.

802.11i received much attention from specialists in
cryptography and network security. All the four above
mentioned flaws are addressed and rectified. First,
authentication key and encryption key are separated.
While the authentication key is a long term secret,
encryption keys are temporal keys and dynamically
generated during the authentication process. Second, a
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new encryption algorithm, CCMP (Counter mode with
CBC-MAC Protocol) based on AES (Avanced
Encryption Standard) [17], is used to replace the WEP
algorithm based on RC4. AES is much stronger than RC4
but it requires a hardware modification for the transition
from WEP-based systems. For the transition from WEP
to CCMP, 802.11i defines also another encryption
algorithm, TKIP (Temporal Key Integrity Protocol),
which is based on the RC4 algorithm [16] and only
requires a software upgrade on WEP-based systems. The
support of TKIP in 802.11i system is optional and only
used for the transition from WEP-based system to CCMP.
Third, mechanisms to avoid the reuse of IV and to
dynamically establish new encryption keys are defined.
Fourth, a MAC (Message Authentication Code), also
called a MIC (Message Integrity Code) is used for
message integrity protection in place of the CRC-32
checksum. Using a MIC is much better than using CRC-
32 because the calculation of MIC requires a secret key
shared between the communicating parties.

B. 802.11i authentication and key management

In this section, we present in detail the 802.11i
authentication and key management, especially the 4-way
handshake, to facilitate the understanding of the
integration of quantum cryptography in 802.11i presented
in section III.

In 802.111, the authentication and the cryptographic
keys establishment procedures are strongly tied together.
A summary of the authentication and key management
process in 802.111 is shown in Fig. 1. Three elements
participating to the authentication and key management
are the supplicant, the authenticator, and the
authentication server. The supplicant corresponds to the
mobile terminal which wants to joint a network. The
authenticator corresponds to the access point which
realizes the access control and only admits data traffic
from supplicants who are authenticated by the
authentication server. The authentication server is a
centralized server which can access the authentication
key database to authenticate mobile wusers. The
authentication and key management can be divided into
two parts. The first part aims at the distribution of the
Pairwise Master Key (PMK) to the supplicant and the
authenticator. The second part consists of the mutual
authentication and the establishment of the Pairwise
Transient Key (PTK) between the supplicant and the
authenticator based on the obtained PMK.

802.11i defines two authentication and key
management methods: 802.1X authentication and
1
Simple or mutual authentication
Supplicant + PMK establishment Authentication
(mobile terminal) server

3)

Mutual authentication

+ PTK establishment
(4-way handshake)

2)
Give PMK

Authenticator
(access point)

Figure 1. Summary of authentication and key distribution
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preshared key. 802.1X authentication is suitable for large
network having an important number of access points. An
authentication server is used to avoid the duplication of
authentication key database into access points. The
802.1X authentication is based on EAP (Extensible
Authentication Protocol) [11] which allows supporting
various authentication methods. Depending on the EAP
method used, we can have a strong or weak, simple or
mutual authentication. For instance, the EAP-TLS
method [12] allows a mutual authentication while the
EAP MDS5-CHALLENGE method [13] only provides the
authentication of mobile terminal. The choice of EAP
method depends on the available security infrastructure
and the level of security required by the organization.
During the EAP-based authentication between the
supplicant and the authentication server, the PMK is
derived by the mobile device and the authentication
server from the AAA (Authentication, Authorization and
Accounting) key. The EAP-based authentication and
PMK establishment between the supplicant and the
authentication server corresponds to step 1 in Fig. 1.
Once established, the PMK is sent from the
authentication server to the access point serving the
mobile terminal (step 2 in Fig.1), accomplishing the task
of distribution of the PMK to the supplicant and the
authenticator. Upon having the PMK, the access point
starts the 4-way handshake for the mutual authentication
and the derivation of the Pairwise Transient Key (PTK)
with the mobile terminal (step 3 in Fig.1).

The preshared key authentication method is suitable
for small network. There is not authentication server and
no EAP-based authentication is needed. A preshared
secret key is installed in both the supplicant and the
authenticator by some means outside the 802.11i
standard. This preshared key is used as the PMK. The
authenticator and the supplicant only need to execute the
4-way handshake for the mutual authentication and the
derivation of the PTK between them based on the PMK
configured. In other words, only step 3 in Fig.l is
involved in the authentication and key management using
preshared key.

C. 4-way handshake

802.11i uses many keys at different levels, constituting
a key hierarchy. Fig. 2 presents the Pairwise Key
Hierarchy containing the keys related to the encryption of
unicast traffic. At the top level, we have the master key
called Pairwise Master Key (PMK) which is used to
derive the other keys. There are two ways to establish the
PMK, one based on the presahred key, and one based on

Pairwise Master Key

| Pairwise Transient Key |

sl Bl

EAPOL-Key EAPOL-Key Temporal Key
Key Confirmation Key Key Encryption Key (TK)
(KCK) (KEK)

Figure 2. Pairwise Key Hierarchy.
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the use of authentication server as presented in section B.
The Pairwise Transient Key (PTK) is established between
the access point and the mobile terminal during the 4-way
handshake. This PTK is then split into three final
temporal keys: EAPOL-Key Key Confirmation Key
(KCK), EAPOL-Key Key Encryption Key (KEK), and
Temporal Key (TK).

The information exchanged between the supplicant and
the authenticator during the 4-way handshake is carried
by the EAPOL-Key messages, a message type of the
EAPOL (EAP over LAN") protocol [14]. The KCK is
used to calculate the MIC (Message Integrity Code) of
EAPOL-Key messages during the 4-way handshake. The
KEK is used to encrypt the Group Temporal Key (GTK),
the key related to the encryption of the multicast traffic,
when the access point distributes the GTK to mobile
terminals using EAPOL-Key messages. The TK is used
to encrypt unicast user data traffic.

We recall that 802.111 separates authentication key and
encryption key. Only the authentication key used for the
EAP-based authentication (in case of 801.1X
authentication) or for the preshared key configured in the
mobile terminal and the access point (in case of preshared
key authentication) is static and long term secret.
Encryption key is a temporal key which has a limited
lifetime. The encryption key distribution process is the 4-
way handshake presented in Fig. 3.

At the beginning, the supplicant and the authenticator
are not authenticated to each other and the key hierarchy
is not established. The only secret shared between the
supplicant and the authenticator is the PMK. The 4-way
handshake is started by the Authenticator by sending a
value ANonce (Authenticator Nonce) to the Supplicant.
Upon receiving the value ANonce, the Supplicant
generates the value SNonce (Supplicant Nonce) and has
all materials to build the key hierarchy. To build the
Pairwise key hierarchy, the Supplicant uses a Pseudo
Random Function (PRF) to derive the PTK of 384 bits
(for CCMP) or 512 bits (for TKIP) from the PMK, the
MAC (Medium Access Control) address of the
Authenticator (A-MAC), the MAC address of the
Supplicant (S-MAC), the ANonce, and the SNonce. The
PTK is then split into a KEK of 128 bits, a KCK of 128
bits, and a TK of 128 bits (for CCMP) or 256 bits (for
TKIP). However, this key hierarchy is not used until the
Authenticator is authenticated and ready to use these
keys.

In the second message of the 4-way handshake, the
Supplicant sends to the Authenticator the value Snonce
and a MIC calculated based on the content of the message
and the KCK which has just derived. The algorithm used
to calculate the MIC is HMAC-MDS5 [13, 26] or HMAC-
SHA1-128 [26, 27] depending on the cipher suite chosen
for the system. Upon receiving this message, the
Authenticator has all materials to build the same key
hierarchy. Then it uses the KCK to check the MIC. If the
MIC is correct, that means that the Supplicant obtains the
PMK, and thus the Supplicant is authenticated.

' LAN stands for Local Area Network

© 2006 ACADEMY PUBLISHER

Supplicant Authenticator

D o

Unauthenticated, keys unavailable

Wait for ANonce Generate ANonce
ANonce
<

Generate SNonce

Builds key hierarchy
PRF(PMK, A-MAC, S-MAC,
ANonce, SNonce) 2 PTK -
(KEK, KCK, TK)

Calculate MICgck

Unauthenticated,
Keys available

Waits for SNonce
and MIC

SNonce, MIC

4
>

Builds key hierarchy
PRF(PMK, A-MAC, S-MAC,
ANonce, SNonce) > PTK >
(KEK, KCK, TK)

correct

Supplicant authenticated,
Keys available

Probably generate GTK
and encrypt (GTK) gex

Wait for MIC and
probably GTK

Calculate MICkcx

[(GTK)kex], MIC

<

. incorrect
Verify MICkcx
correct

Authenticator authenticated,
Keys available

Wait for Ack

Probably get GTK ggx

Ack, MIC

A4

Calculate MICgcx
Verify MIC

Start encryption (TK)
Start encryption (TK)

Encryption started
— -
Figure 3. The 4-way handshake.

In the third message of the 4-way handshake, the
Authenticator tells the Supplicant that it has finished the
derivation of the key hierarchy. It also sends a MIC
calculated based on the content of the message and the
KCK which has just derived. Upon receiving this
message, the Supplicant checks the MIC in order to
verify that the Authenticator obtains the PMK, and thus
authenticates the Authenticator. Then, the key hierarchy
can be used without the doubt about the authenticity of
the access point. The third message of the 4-way
handshake can be used by the access point as a means to
distribute the GTK to the mobile terminal. In this case,
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the GTK is sent encrypted using the KEK in the key
hierarchy just derived.

The last message of the 4-way handshake is for the
purpose of synchronization. The Supplicant tells the
Authenticator that the 4-way handshake is now
successfully completed and both can turn on the
encryption of user data. This message also includes a
MIC to assure the Authenticator that this message is sent
by the Supplicant and that it is not modified.

After the 4-way handshake, the Temporal Key (TK) is
used by the encryption algorithm to provide
confidentiality and the integrity of user data.

III. QUANTUM KEY DISTRIBUTION

A. Quantum cryptography

Quantum cryptography aims at exploiting the laws of
quantum physics in order to carry out a cryptographic
task. For the moment, the use of quantum physics at
cryptographic ends is limited mainly to the distribution of
secret keys. That’s why we very often use the more
precise term of quantum key distribution. The quantum
key distribution rests on a common function of the whole
protocols, namely the combined use of a traditional
channel and a quantum channel. The quantum nature of
the data carrier ensures Alice and Bob that the
information conveyed on the quantum channel could be
spied only by taking measurements, and thus by
introducing disturbances. This sensitivity of the quantum
channel to espionage is based on various points. First, it
is impossible to duplicate an arbitrary quantum state, like
that was shown by W. Zurek and W. K. Wootters in 1982
[18]. Second, the encoding of the quantum bits can be
made sensitive to espionage since information is coded
on at least two non-orthogonal states. Indeed, any
measurement of a quantum object carried out in a basis
other than the basis of which the quantum state is created
will have an effect on the measured object. For that
reason, the sender and receiver could obtain a real secret
key, providing the use of some protocols including key
distribution, key reconciliation and privacy amplification
protocols. The quantum key distribution (QKD) is said
“unconditionally secure”, i.e. independent of the
computation power of the spy, and more generally of the
technology that he has.

B. BB84 and other QKD protocols

Up to now, several QKD protocols have been proposed
since the birth of the first one BB84. BB84 was
introduced by Bennet and Brassard in 1984, thus it was
named BB84 [19]. In 1994, this protocol was proved to
be secure against eavesdropping by Dominic Mayers, Eli
Biham, and Michael Ben-Or [20, 21]. BB84 is a non-
deterministic protocol, which means that it is useful only
for the distribution of a random sequence. BB84 is a four-
state protocol. Other protocols can be a two-state protocol
(e.g. the B92 [15]), a three-state protocol or a six-state
protocol. The BB84 and B92 protocols are nowadays
widely used. These protocols are securely proven and
largely experimented.
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Multiple techniques have been developed enabling
quantum cryptography. We will in particular mention
three techniques:

- Autocompensating weak laser pulse systems [22]:
This technique has been extensively studied and is
used in commercially available products. Its
particularity is that it is invariant to the
polarization rotation of the photon induced by the
use of fiber optic.

- Entangled photons [23]: Two photons are
generated in a manner that their states are
conjointly defined. One is sent to Alice, the other
to Bob. Each person then measures the photons’
polarization.

- Continuous Variable [24]: In this technique the
information is not based on the photons’
polarization but coded on the phase or amplitude
of the light pulses.

As we use the BB84 for the integration of quantum
cryptography in 802.11 networks, the remainder of this
section is dedicated to the description of this protocol.
The operating mode of BB84 as published in 1984 in the
International Conference on Computers, Systems and
Signal Processing (in Bangalore, India), consists on two
main steps [19]: Quantum transmission as presented in
Fig. 4, and public discussion.

In the phase of quantum transmission, the information
is encoded in non-orthogonal quantum states. This could
be a single photon with a polarization direction of 0 («<>),
/4 (N), m2 (3) or 3m/4 (N,). The sender and the

receiver must agree first on the meaning of the photon
polarizations for instance 0 or /4 for a binary 0, and 7/2
or 3m/4 for a binary 1. The sender (Alice) generates a
random bit string and a random sequence of polarization
bases then sends the receiver (Bob) photon by photon.
Each photon represents a bit of the generated bit string
polarized by the random basis for this bit position. When
receiving photons, Bob selects the polarization filters
(rectilinear or diagonal) to measure the polarization of the
received photon.

In the phase of public discussion, after finishing the
quantum transmission Bob reports the bases that he
picked for each received photon. Alice checks Bob bases
and says which ones were correct as described in Fig. 5.
Bob and Alice take the bits resulting from these correct
bases, these bits are only known by Alice and Bob. At
this moment Alice and Bob share a secret bit string. This

6%\(?
@Q Bob
%i:_._f_.i_._‘ﬁ _____ >

Ali
1ee Detector

Basis

Figure 4. Photon exchange.
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Figure 5. Validation of Bob bases.

exchange is unconditionally secure providing that there is
no eavesdrop or active attack and that the quantum
channel is perfect. However, as an attack is always
possible and the quantum channel is usually imperfect, an
additional step is used to estimate the error rate [19]. In
this step, Bob chooses a random sequence of testing bits
and sends it back to Alice. Alice checks whether these
bits are in conformity with those sent by Alice originally.
If there is an attack on the quantum channel the error rate
will be about 25% or higher. In this case, Alice and Bob
detect the eavesdropper. Otherwise, i.e. the error rate is
less than 25%, the two parties discard the revealed bits
and take the resulting stream as the secret key. The
secrecy of this final stream is unconditional [20, 21].

Other steps could be applied to enhance the secrecy
and generalize the unconditional security of key
exchange. These steps are done mainly by error
correction and privacy amplification.

C. Related works using quantum cryptography in mobile
wireless networks

Free space QKD uses the air as the medium for the
transmission of photons between the quantum sender and
receiver. The feasibility of QKD over the air is
considered problematic because of a medium with
varying properties and a high error rate. However, the
study and experiments of QKD systems showed that
these problems are tractable [33]. In contrast to the
optical fibers, free space has a high transmission window
where photons can be easily detected and a non-
birefringent characteristic which does not alter the
polarization state of the photon [34].

Although preliminary research and experiments on free
space QKD start from a short distance and indoor
environment, the final objective of these research and
recent experimental systems is towards long distance and
outdoor systems such as satellites [4] or laser
communication systems. The two approaches the most
used in free space QKD studies are single qubit scheme
based on faint-laser pulses and entanglement based
quantum cryptography. Some recent results of the
research on free-space QKD systems that can be cited as
examples are the practical free-space QKD system over
10km on mountains using laser pulses and the BB84
protocol [25], the practical free space QKD system over
500m between two buildings in a city using weak
coherent pulse and the BB84 protocol [35], the proposed
free-space QKD system between satellites using
entangled photons [16], and the experimental free space
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QKD system over 7.8 km between buildings using
entangled photons [36].

Different from above mentioned studies, our proposal
[29] aims at a short distance and an indoor environment,
the wireless local area network 802.11. In comparison to
the presented related work, our work has some
advantages of the shorter distance and a better
environment against bad weather conditions. The
apparatus in our system may have a smaller size and
802.11 access points can be found almost everywhere
indoor. For a QKD system used together with a satellite
or laser based data communication system, the outdoor
environment can be much noisy. The large distance may
need a bigger size apparatus, and the final mobile users
who are inside a building cannot directly have a line-of-
sight optical path with the satellite or with the
communicating point of a laser data transmission path,
which is usually installed at the top of a high building. In
fact, our proposal is final mobile user centric while
previous related works are communication system
centric. Hence, our work is not contradictory to the
previous works but very complementary. The final
mobile user can use our approach to establish a quantum
key with the access point and secure the wireless link.
The remainder part of the end-to-end communication can
be secured also by quantum cryptography but realized by
a fiber-based, satellite-based or laser-based
communication system.

The disadvantage that we can encounter in comparison
with the other related work is the problem of maintaining
a line-of-sight path between the apparatus of the mobile
user and the apparatus of the access point. A solution to
this issue will be discussed in the next section of the
paper. In satellite or laser communication system, the
communicating entities (e.g. ground station, satellite, or
laser communicating point) are usually installed in a well
chosen place and have a relatively stable line-of-sight
path.

IV. INTEGRATING QKD IN 802.111

A. How to integrate QKD in 802.11i ?

Our main objective is using quantum cryptography to
establish the key used for the encryption of user data in
802.111, which is the TK. As the TK is part of the PTK
which is established during the 4-way handshake, we
modify the 4-way handshake to integrate the BB&84
protocol and call it the Quantum handshake.

Fig. 6 summarizes how different keys are generated
during the Quantum handshake. The KCK is generated
from the PMK to serve the mutual authentication of the
supplicant and the authenticator and protect the BB84
protocol from the man-in-the-middle attack. Once the
mutual authentication finished, the supplicant and the
authenticator starts the BB84 protocol for the
establishment of the Q-PTK of 256 bits (for CCMP) or
384 bits (for TKIP). The Q-PTK is then splits into the
KEK of 128 bits and the TK of 128 bits (for CCMP) or
256 bits (for TKIP).
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Pairwise Master Key BB84
(PMK)
Quantum Pairwise Transient Key
(Q-PTK)

N

EAPOL-Key EAPOL-Key Temporal Key
Key Confirmation Key Key Encryption Key (TK)
(KCK) (KEK)

Figure 6. Keys establishment schema in the Quantum handshake

It is easy to see that we can use quantum cryptography
to establish the PTK, thus all KEK, KCK and TK are
established using quantum cryptography. However, the
BB84 protocol itself needs an authentication method to
append a MIC to every messages exchanged. Otherwise,
the BB84 protocol is vulnerable to the man-in-the-middle
attack [9]. We decide to keep the authentication related
elements unchanged for the moment. The integration of
quantum cryptography into 802.11i should be step in step
and changes should be minimized at the beginning. A
step in step and modular integration will facilitate the
experiment and testing process. For this reason, the
principle of generating the KCK remains unchanged.
That means that the KCK is generated from the PMK
within the mutual authentication process between the
mobile terminal and the access point. Once the KCK is
generated and both the supplicant and the access point are
authenticated, the BB84 protocol is used to establish the
encryption key TK.

As the GTK, the key used for the encryption of group
traffic, is distributed from the access point to the mobile
terminal via the encryption using the KEK, we decide to
establish also the KEK by quantum cryptography to
secure more the GTK distribution process.

B. Quantum handshake

In the first design of the Quantum handshake [29]
presented in Fig. 7, the BB84 protocol is started when the
Supplicant is authenticated by the authenticator but the
Authenticator has not been authenticated yet. The
authenticator is only authenticated after the fifth message
of the Quantum handshake. This design presents a
problem of potential waste of resources. If the access
point is a fake one, the photons are exchanged before the
fake access point is detected.

Fig. 8 presents the enhanced version of the Quantum
handshake. The three first messages of the Quantum
handshake allow the Supplicant and the Authenticator to
derive a fresh KCK and authenticate each other before
starting the BB84 protocol.

In the first message of the Quantum handshake, the
Authenticator sends the ANonce value in order for the
Supplicant to be able to generate the KCK. Upon
receiving this message, the Supplicant generates the
SNonce value. The PRF function is used to derive the
KCK of 128 bits from the PMK in a way similar to the
generation of the PTK in the 4-way handshake.

In the second message, the Supplicant sends to the
Authenticatior the SNonce value and a MIC calculated
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Supplicant Authenticator

ANonce
< First two messages of the
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<« BB&4 protocol
Reveal testing bits + MIC

v

Confirm testing bits + MIC

[GTK] + MIC

Last two messages of the

Ack + MIC 4-way handshake

v

Figure 7.The first design of the Quantum handshake.

based on the message content and the KCK just derived.
When this message arrives at the Authenticator, the
access point has all materials to build the KCK and use it
to authenticate the Supplicant via the verification of the
MIC received.

If the Supplicant is authenticated, the Authenticator
sends the third message of the Quantum handshake
appending a MIC allowing the Supplicant to authenticate
the authenticator. This message can also be used as a
control message for the QKD process. For example, this
message can send a QKD-start signal to inform the
Supplicant that the access point is ready to receive
photons from the mobile terminal.

If the Authenticator is authenticated, the Supplicant
starts the photon transmission step of the BB84 protocol.
The BB84 procedure is described in Fig. 9. The roles of
quantum sender (Alice) and quantum receiver (Bob) are
interchangeable for the supplicant and the authenticator.
In this paper, the supplicant corresponds to Alice and the
authenticator corresponds to Bob. The other design in
which the supplicant corresponds to Bob and the
authenticator corresponds to Alice is possible providing
that all steps of the BB84 protocol [19] are respected.

At the beginning of the quantum transmission step, the
supplicant sends to the authenticator a series of polarized
photons. The number of photons to be sent depends on
the length of the desired Q-PTK, the key reconciliation
algorithm and the privacy amplification algorithm used.
Let’s call the number of photon to be sent N. For the
generation of each photon, the supplicant randomly
chooses a bit value of 0 or 1and encodes this information
by the polarization of the photon using a basis which is
randomly chosen. We recall that the possible bases and
information coding rules are agreed between the
supplicant and the authenticator beforehand. They are
usually defined in the technical specification of the
system.

For the reception of each photon, the authenticator
measures each photon using a basis which is randomly
chosen and decodes the polarized photon to obtain the
carried information. After receiving all N photons, the
system finishes the quantum transmission step. Only this
step uses the quantum channel which is described as a
double line arrow in Fig. 9. Further steps are realized
over the radio link as other above mentioned Quantum
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Figure 8. Enhanced version of the Quantum handshake.

handshake messages. The information exchanged in the
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public discussion of the BB84 protocol can be easily
carried by EAPOL-Key frames.

The authenticator starts the public discussion step by
announcing the N bases that it used to receive the N
photons. The first message of the public discussion is sent
to the supplicant over the radio link and appended with a
MIC calculated based on the content of the message and
the KCK just established. This MIC assures the integrity
and the authenticity of the message.

Upon receiving the bases announcement of the
authenticator, the supplicant compares the bases used for
the sent photon and those used for the received photons.
Assuming that there are M (M < N) photons which are
sent and received with the same basis. In the second
message of the public discussion, the supplicant tells the
authenticator the M bases which were correct. This
message as well as further messages during the public
discussion are protected by a MIC calculated using the
KCK.

The supplicant and the authenticator keep only the M
bits corresponding to the M correct bases. These bits can
be the shared secret information if there is no eavesdrop
and the quantum channel is perfect without noise.
However, eavesdrop is always possible and the quantum
channel is usually noisy. The supplicant and the

Supplicant Authenticator
(quantum sender) (quantum receiver)

QKD system ready
Quantum transmission started

[
Generate N polarized photons | Waits for N photons

N photons
>

Quantum transmission completed
Public discussion started

N bases of received bits, MICgcx

<

Compare bases of the sent
bits and the received bits

M correct bases, MICyck

»

Keep M bits corresponding
to the M correct bases

Keep M bits corresponding
to the M correct bases

Randomly select P testing bits

P testing bits, MICgcx

<
<

Compare values of P
sent and received bits

P confirmations, MICgcx

A 4

Calculate error rate Er Calculate error rate Er

Keep (M-P) remaining
bits for the sifted key Kr

| |
Figure 9. The BB84 procedure.

Keep (M-P) remaining
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authenticator will detect the probably happened
eavesdrop based on an error rate estimation. For this task,
the authenticator randomly selects P testing bits (P < M)
among the remaining M bits. P can be one third of M
following the BB84 protocol [19]. In the third message of
the public discussion, the authenticator reveals the values
of the P testing bits to the supplicant.

In theory, the photons sent and received with the same
basis should yield the same information value. The
authenticator and the supplicant should have the same
values for the P testing bits. In practice, the photon’s
polarization can be changed during the transmission over
the quantum channel by the presence of eavesdropping or
the noise of the quantum channel, leading to the
disagreement on the values of the testing bits. A bit 1
encoded by a photon which is sent and received with the
same basis can be decoded into a bit 0. Upon receiving of
the values of the P testing bits, the supplicant compares
them with the values of their original values. In the fourth
message of the public discussion, the supplicant confirms
the values of the P testing bits with the authenticator. The
error rate is calculated as follows.

_ Number of disagreed testing bits
P

If the error rate Er is smaller than a threshold Emax,
we can conclude that there was no eavesdrop and the
error bits are caused by the imperfection of the quantum
channel. Otherwise, the quantum transmission was
eavesdropped and the photon measurement of the
eavesdropper caused an unusual high error rate to
quantum transmission. The value of Emax depends on the
quantum transmission quality of specific QKD systems.
If the quantum transmission is concluded “no
eavesdropping” after the estimation of the error rate Er,
the P testing bits are removed from the M bits. The
remaining M-P bits are used as the sifted keys Kr shared
between the supplicant and the authenticator, finishing
the BB84 procedure. If eavesdropping is detected, the
transmitted photon cannot be used. The Quantum
handshake is terminated without establishing necessary
keys.

After the BB84 procedure resulting in the sifted key
Kr, the two versions of this key at the supplicant and the
authenticator sides may be still different because of a
small error rate caused by the noisy quantum channel.
Two procedures need to follow the BB84 procedure as
presented in Fig. 8 are key reconciliation and privacy
amplification. The key reconciliation procedure is a
public discussion between the supplicant and the
authenticator to correct errors between the two versions
of the key Kr. There are several reconciliation approaches
in the literature. The Cascade protocol [28] is the most
used in experimental and commercial QKD systems for
its simplicity and efficiency. The privacy amplification
procedure [30] is also a public discussion between the
supplicant and authenticator to lower the amount of
information about the final key that an eavesdropper can
get from the messages exchanged during the key
reconciliation procedure. For the sake of simplicity and

Er
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the available space of the paper, we leave the key
reconciliation and privacy amplification procedures as
implementation dependent and do not present in detail
any reconciliation or privacy amplification protocol in
this paper. As some bits of the sifted key Kr can be
removed during the key reconciliation process, the
reconciled key Kc can have a reduced length (Kc <= Kr).
However, once established, the two versions of the Kc at
the supplicant and the authenticator will be the same.
After the privacy amplification procedure, length of the
reconciled Kc is reduced again to build the final key Q-
PTK (Q-PTK < Kc).

Once the Q-PTK is established, it is split into the KEK
and the TK. Until this step, the Quantum handshake
achieves its goal of mutual authentication and keys
distribution between the supplicant and authenticator. In
the next message, the authenticator can profit this
handshake to distribute the GTK which is encrypted
using the KEK just derived. This message can be also
used to carry some control signal of the QKD system
such as a QKD-stop signal to synchronize some internal
state of the supplicant’s and authenticator’s finite state
machines. After receiving the QKD-stop signal and
probably getting the GTK from the authenticator, the
supplicant sends the last message to synchronize the
starting of user data encryption.

C. Discussion on open issues and future works

In this section, we discuss about the way towards an
unconditionally secure cryptosystem for 802.11 networks,
the apparatus network solution to the line-of-sight
problem, and future implementations of the Quantum
handshake.

The Quantum handshake is our first tentative to
integrate quantum key distribution in 802.11 wireless
network. This integration is designed with the intention of
keeping minimal changes for 802.11i. The 802.1X
authentication, the method used for mutual authentication
between the supplicant and the authenticator, as well as
the algorithm for the MIC calculation during the
Quantum handshake remain unchanged in comparison
with 802.11i. In fact, the use of EAP and an
authentication server in 802.1X authentication allows
flexibility in the deployment of 802.11 systems. Various
authentication methods can be used. Client authentication
and authorization information does not need to be
distributed to every access points. As an unconditionally
secure cryptosystem needs an authentication mechanism,
a key distribution means, and an encryption algorithm
which are unconditionally secure [9], we will consider, in
the next step, how to support an unconditionally secure
authentication method for 802.11 and how this support
impacts this flexibility. A promising approach is the use
of an initial short secret distributed to mobile user via
smartcard together with an unconditionally secure
authentication such as the Wegman-Carter authentication
[31]. The use of an unconditionally secure encryption
algorithm in 802.11 is also a future work towards a long-
term absolutely secure cryptosystem. An issue imposed
by the use of the One Time Pad (OTP) [16], the
unconditionally secure encryption algorithm, is that the
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bit rate of user data can be considerably reduced. As OTP
requires that the length of the key must be equal to the
length of the message, the key rate is equal to the data
rate. Current practical free space QKD systems can
provide a key rate of 60 kb/s for a distance of 500m
outdoor. However, hope that the shorter distance together
with the indoor environment of 802.11 networks can
allow a higher key rate. When QKD systems cannot
satisfy the key rate demand, some early system can add
OTP to 802.11 encryption library and use it for only some
critical traffic. For instance, the distribution of the GTK
(128 bits) in a CCMP system can be realized by the
encryption of this key using OTP and the KEK (128 bits)
generated by QKD during the Quantum handshake.

From the quantum transmission point of view, the line-
of-sight path can be an open issue. The movement of
mobile users and other people in the room can make an
ongoing quantum channel become unavailable. In a
mobile network, the quantum apparatus should be
turnable as illustrated in Fig. 10. That means that
quantum apparatus can flexibly adjust their directions to
maintain a line-of-sight path in a hall or in a room. A
protocol communicating between the mobile terminal and
the fixed part of the apparatus network is necessary to
control the direction of the mobile and the fixed serving
apparatus. To facilitate the find of alternative line-of-
sight paths, the fixed apparatus can be implemented with
a sufficiently high density. The control protocol will help
the mobile apparatus to choose the most appropriate fixed
apparatus for the providing of the best line-of-sight path.

The realization of the apparatus network is an
interdisciplinary issue requiring the collaboration of
scientists at least in physics and telecommunications. At
the beginning, the mobile apparatus can be an external
module connecting to the laptop via an USB port and
have a capability to turn around a support like a webcam.
With the progress in optical technologies, we hope that
the apparatus will have a reasonably small size. An
automatic alignment protocol is necessary to obtain a
maximal quantum transmission [32]. The control protocol
of the apparatus network should be able to detect the
presence of a new mobile device. A positioning technique
with a high precision probably up to centimeters is

Fixed apparatus

Access point

2 = g

Radio channel ,~

N ,
N .
.
N [

s
.+ Quantum channel

New quantum’s_ , .
. unavailable

channel ,

N .

\r\/
\ .

Eﬁ\ . Mobile apparatus

Figure 10. Apparatus network.
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needed to locate the mobile apparatus in the hall. This is a
difficult problem and needs a very detail location
database. Once the position of the mobile apparatus is
determined, the control protocol chooses one of the
available fixed apparatus which would provide the best
line-of-sight for the transmission of photons. If an
obstacle is detected during the use of a quantum channel,
the system gives instructions to the mobile terminal to use
another available fixed apparatus.

The control protocol should have interaction with the
Quantum handshake. In case the system is exchanging
photons and the ongoing line-of-sight becomes
unavailable, the control protocol should inform the
Quantum handshake in order to synchronize the photon
transmission procedure via the new line-of-sight path. If
the system received x photons (x < N, N is the total
number of photons to be exchanged) before the
corruption of the ongoing quantum channel, only N-x
new photons must be sent via the new quantum channel.
In fact, the quantum apparatus is just the means to send
photons. The photon parameters such as the polarisation
state of the photon to be sent are controlled and decided
by the access point or the mobile device depending on
which one is the sender. When the ongoing quantum
channel is corrupted, the Quantum handshake is hanged
on. The receiver uses a control message to inform the
sender the number of photons it successfully received.
When the new quantum channel is ready, the Quantum
handshake continues the photon exchange procedure.

The implementation of the Quantum handshake is
needed to test the first step in the integration of quantum
cryptography in 802.11 networks. A specification of
detail parameters such as the number of photons to be
transmitted N, the number of testing bits P, and the
quantum bit error rate threshold Emax as described in
section IV-B should be realized. The choice of
reconciliation protocol and privacy amplification method
taking into account the impact of wireless networks, the
simulation of the system for resulting in numerical
results, and the evaluation of performance of the system
are also a future work. The comparison between the
results obtained from the experimental system and those
from theoretical study is important to the system design
verification, the reflection on open issues, and the
determination of future research directions.

V. CONCLUSIONS

In this paper, we present an enhanced version of the
Quantum handshake, a scheme integrating quantum key
distribution in 802.11 networks proposed by our previous
works. The Quantum handshake, a modified version of
the 4-way handshake, is defined to integrate the BB84
protocol for the distribution of the cryptographic keys
used by 802.11i. In the enhanced version, the mutual
authentication between communicating parties must be
done before the photon exchange to avoid potential waste
of resources. The quantum handshake is our first step in
the integration of quantum cryptography in mobile
wireless networks. Open issues and future works related
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to the integration of unconditionally secure authentication
and encryption algorithm, the apparatus network to
provide alternative line-of-sight paths, and the future
implementation of the proposed system have been
discussed. When the research on the application of
quantum cryptography in mobile wireless networks is still
very premature, we hope that the work presented in this
paper can contribute to the evolution of this research
field.
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