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Abstract—Access control is one of the most important
technologies to guarantee computer security. A new model
with support for valid time and usage constraint is
described based on full analysis of flaws in existing models.
In the new model, authorization rules can express access
control policies completely and access constraints are
necessary conditions to prevent authorization abuse. To
solve the problems in implementation of the model, a sound
scheme for administration of authorizations is proposed and
some access decision algorithms are developed.
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. INTRODUCTION

In recent years, many new applications are emerging
with the rapid development of the Internet. These

applications need to access resources through the Internet.

For example, some online media accessing and reading
services require accounting based on usage of customers,
and digital right management and content protection
classification systems need to keep user online behaviors
under control. These applications put forward a lot of
new requirements on online resource sharing system. It is
a great challenge for us to devise the systems that meet
the needs. First, there may have huge number of potential
users in online applications, which increase difficulty in
realizing administration of authorizations. Second, the
users in open network environment are trustless.
Administrators have to handle complex security incident.
Finally, the access control systems need to carry some of
the new characteristics of these applications.

The existing access control model research mainly
focus on validity of authorization, that is, all the
authorizations only can be revoked by the operations of
administrators. They can not make dynamic access
decision according to session. Furthermore, the effect of
resource usage on authorization can not be expressed in
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these models. So they can’t meet the needs of these new
applications.

Some researchers propose the concept of usage control,
and give the models and specifications recently. Usage
control models have the abilities of expressing attribute
preconditions for authorization and continuous access
control on user session, which meet the need of new
applications in some extent. But the complexity restricts
the effort to make use of them.

In this paper, we propose a new model that is easier to
operate according to the ideas of usage control. The
TMAAC model supports quantitative authorization and
mutable attribute. The model provides more strict
constraint to prevent abuse of authorization, which makes
it safer than the other models. At the same time, the
concept of TMAAC is succinct and very easy to realize in
real applications.

A. Related Work

Access control is one of the main mechanism for
computer security, and some models such as DAC and
MAC has been used for a long time. Sandhu et al.
propose RBAC to solve the resource protection in
organizations and it has been widely used now.

Some researchers introduce temporal attribute in
RBAC firstly to enhance authorization management
[1,2,3,4,7]. Niezette and Stevenne [7] devise an effective
way to express periodic conception in symbolic
expression. Bertino et al. [2,3] applies this representation
to express temporal constraint of authorization in access
control model. In line with this idea, Bertino et al. [4]
extend restrictions to periodic time and introduce
reasoning of authorization validity in RBAC based on
time interval.

Though these models take into account temporal
constraint in time interval, their authorizations are still
static. That is, user can use system authorization without
limit until explicit revocation. These researches can not
keep the ongoing access behaviors under control. So it is
clear that they can’t meet the need of these new
applications.
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Sandhu et al. attempt to unify access control model at a
deeper level and propose the concept of usage control
[5,6,8,9,10]. A series of models that can express time and
consumptive attribute emerge in the UCON model [5].
Zhang et al. [10] give the specifications for these models.
Sandhu [8] summarizes the principals for next-generation
access control. Although the UCON model has features
for future access control, it is complex in authorization
management and hard to implement. So the TUCON
model proposed in [11] suggest applying valid time and
usage time constraints to simplify the implement of usage
control. But we argue that there is defect in authorization
in TUCON too. For example, the assumption of usage
time constraint is unreasonable for many applications.

So we propose TMAAC model in this paper which
supports valid time constraint of temporal access control
and quantitative authorization. The latter makes users
with authorizations can only have limited access
permission to resources. And by continuous decision the
system can control the whole usage process of
authorization.

The rest of this paper is organized as follows. Section 2
analyzes the application requirements and gives the
TMAAC authorization features and state transition.
Section 3 defines the basic components of TMAAC. Then
we analyze model capability and prove the properties of
authorization rules and constraints. Section 4 discusses
implementation of model and gives algorithms for access
control decision. In section 5, we conclude the paper.

Il. SYSTEM STATE AND MUTABLE ATTRIBUTE

A. Mutable Attribute

In order to establish a more reasonable model, we first
consider actual application scenarios. We conclude that
many applications need to exert more thorough control
upon usage of authorization. In the media access service,
for example, users need to pay in advance to obtain
certain authorizations. Then users can access resources
and system will deduct a certain amount of money based
on accounting about the user. Another example is the
online reading, the privilege consumption occurred when
each chapter have been read by the user. In addition,
Enterprise applications need to protect sensitive
documents from been accessed too much. A reasonable
approach is restrictions on the authorized user's
possession of sensitive information by setup the number
of available times of authorization.

The restrictions on authorization of the three
applications above can be summed up as limited usage
time, amount and times available by the user. So, the
permissions granted to users will be revoked through the
following conditions:

e Revoked by authorization attribute: authorization

attributes is mutable, that is, it can be consumed

by users. User’s action reduces the attribute value.

e Revoked by valid time interval: Authorization is
valid in a certain time interval and will be
revoked immediately when expired.
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e Mandatory revocation: System revokes user

authorization by explicit operation.

The model must have the ability to describe the three
conditions above. In order to control user’s behavior, the
following three policies are needed:

e Authorization attributes: Users should have
greater authorization attributes than resources’ to
access.

e Access request: The point when access occurred
is valid based on authorization.

e Temporal conditions: The events occurred in the
process of access support access action continue.

B. Authorization Features

In order to study the characteristics of mutable
attributes introduced in model, we need to classify
authorization features firstly. The TMAAC model
features with time and mutable attribute.

1) Time Features

Based on different semantics of time constraints, time
features are classified as valid time interval and valid
time pattern.

a) Valid Time Interval

Valid time interval means that system authorizations
are always valid in certain time interval and will be
revoked after expired.

b) Valid Time Pattern
Valid time pattern means that although authorization is
valid, user can not access resources if it is not in
permitted time period.

2) Mutable Attribute Feature

Based on different owners of mutable attributes,
authorization features are classified as authorization
attributes and resource attributes.

a) Authorization attributes

Authorization attributes are access constraints set by
system. So, users can only get a certain amount of
authorization.  These  constraints  can  prevent
authorizations from being abused.

b) Resource Attributes

Resource attributes are access constraints made by
system before user accessing. In order to access resource,
user’s authorization attribute must not less than resource
attribute.

3) System State Transition

We give states of the systems with mutable
authorization attribute and state transitions in Fig. 1 based
on analysis above. The meaning of states and transitions
in Fig. 1 are given below:

e Initial: Initial state of the system, which is the
starting point of all user access and transfer
actions.

e trigger: A set of conditions that cause the system
grant access to users.
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Figure 1. The state transition

e Authorized: The state that the users have been
authorized to some resources.

e request: User behaviors of applying for resources.
It may be access request or transfer request.
Users must wait for validity check implemented
by system before accessing or transferring.

e Checking: The system implements validity check
to decide whether or not the request should be
allowed.

e permit: After validity check, user is permitted to
access resource.

e Contradiction: The set of user authorizations are
in inconsistency state. There exist different
authorizations about a user.

e transfer and Transferring: The system transfers
amount of authorization attribute from one user
to another. It is equivalent to giving amount of
authorization to others.

e merge: The system merges user’s inconsistency
authorizations and authorization state regain
consistency.

e Accessing: The user is accessing resources. The
system audits user behavior during accessing and
decides whether to terminate access or not.

e update: It is the transition that user stops
accessing resources. Audit result records the
user’s usage accounting.

e Updating: The system updates authorization
attribute according to usage. Then the system
needs to check to ensure that the value of
attribute is not less than zero. Otherwise
authorization should be revoked.

e end access: If attribute value is greater than zero,
then the system will enter into the End state after
updating attribute.

o Denied, Revoke and End: The final state of
system. If the user requests for resources do not
have enough privilege, the system will enter into
Refuse state. If attribute value equals to zero after
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accessing or transferring, the system will enter
into Revoke state.

We can conclude from the above analysis that user
access action is a continuous process that the system
audits user behaviors to update authorization. This
requires the system grant authorization quantitatively. It
is clear that existing access control models do not concern
these problems. So, we propose a new model as the
solution to such information system.

11l. TMAAC MODEL

Existing access control models support checking
validity of authorization when the user requests for
accessing resources. But these models can not keep user
behavior under control during session. Users can access
resources freely when conditions are met. Administrators
have to revoke relevant privilege from users by explicit
operation. This kind of mechanism is prone to
authorization abuse.

If the application needs to control user's access
behavior, new model must be designed to address these
problems. We attach mutable attributes to authorization
in order to control users' actions during session. Then the
system can manage the whole life cycle of authorization.

A. TMAAC Concepts

TMAAC model has two main components, that is,
authorizations with mutable attribute and access
constraints. Fig. 2 illustrates the relations among them.

1) Components of TMAAC

The interpretations for basic components in Fig. 2 are
given below.
e Sis a set composed of subject, which can apply
for access to resources and transfer authorization
to others.

e O is a set composed of object, which are
resources been protected by security system.
ATT(O) represents object attribute.

e Ris a set composed of permission, which means
access rights been authorized to subject. ATT(R)
represents its attributes.
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Figure 2.  TMAAC Components

e A is the authorization set with mutable attribute,
which includes all authorizations in system.

e AC is a set composed of access constraints, which
represents constraint on subject behavior when
activating authorization.

e ACTION is a set composed of access behavior,
which  represents the process of using
authorization. We  define ACTION as
Vae ACTION, aeSxOxR.

e TRANSFER is a set composed of transfer
behavior, which represents the transformation
process between subjects. We define TRANSFER
as Va e TRANSFER, aeSxSxR.

e SESSION is a set composed of system session,
which represents the state of system. It is the set
of all active subject behaviors.

Authorization and access constraints will be discussed
later.

2) Authorization Attributes and Update

The resources and authorizations of TMAAC model
are associated with attributes. System makes access
decision according to these attributes. The authorization
attribute represents quantitative authorization to subject.
These attributes have the same class. The subject access
actions consume a certain amount of authorization
attribute when finish accessing resources. So, no one can
abuse their authorizations.

Example: In some applications, sensitive documents
only can be accessed by users with special authorization.
But the system still needs to guarantee against too
frequent use of them. In order to meet this requirement,
the administrator may associates maximum access counts
to these documents and special authorizations. Then
system reduces authorization attribute by 1 automatically
after every access. So access frequency to sensitive
documents can be limited.

Object attributes are set by administrator beforehand.
The authorization attributes are mutable and can be set at
different opportunity:

e Object attribute set: Administrator sets object
attributes according to application requirements.
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e Set before accessing: The system grants
appropriate authorizations to subject and sets its
attributes before subject accessing.

o Decide before accessing: The system makes
decision when receives request from subject. It
checks attributes to decide whether it is a valid
request or not. Then, system allows or denies the
request.

e Decide during accessing: The system judges
through audit results and decides whether it is
necessary to terminate user access.

e Update after accessing: The system calls
consumption function to calculate loss value of
authorization. This function will be defined later.

B. Authorization of TMAAC

In this section, the formal definitions and authorization
rules are discussed in detail, and a brief proof for
completeness of rule set is given. To begin with, we first
introduce a virtual time system to establish relevant
conception about authorization.

1) Definition of Time System
Definition 1. time system.
Tr={tj |i € N} is a series of time points when events

in real system occur, Tv={tj |ie N} is a sequence of

time points which represent corresponding virtual time
point of event occurred in real system. RTime: Tv—>Tr
is the mapping function. For every virtual time point in
Tv, there exist only one time point in Tr.

The properties of virtual time system are as follows:
e lIrrelevance: The only relation between Tr and Tv
is the mapping function of RTime.

o Correspondence:  RTime(t;) = RTime(t;) and
Vit € Tv,3IRTime(t, ) eTr.

e Comparability: Vi j , RTime(t;) <RTime(t;)
or RTime(tj) > RTime(t;) .
e Incremental: Vi< j, RTime(t;) < RTime(t;).
Based on the properties of time system, we give the
definition of time interval.

Definition 2. time interval.
Time interval is defined as {(t;,t;)|i, je Nandi < j}

2TRange

and represented by TRange. P _ TRange = is the

power set of time interval.

Time intervals have a basic property:
Vrange;, range, € TRange , range; — range, if and

onIy if (tiZ <ti1) A (tJZ >tjl) .

2) TMAAC Authorization and Rules
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Definition 3. TMAAC authorization.

TMAAC authorization is defined as a triple and
represented as M_auth=(vt,tp,auth), where auth=(s,o,r,n),
s€S,0e0,reR,n=ATT(R) or n=-1,vt e TRange.
tp is a periodic expression that is a set composed of time
intervals and is defined as VieN,tp; etp and

tp; < TRange.

The time interval vt in Definition 3 is the valid time
interval of authorization. tp is a periodic expression that
represents time constraints for activating authorization in
vt. Please turn to [2,3] for detailed descriptions about
periodic expression. The definition about vt and tp
correspond to time properties described previous section.
The 4-tuple auth=(s,0,r,n) means that the system grants
permission r with attribute n on resource o to subject s.

We would like to give some explanations about
periodic expression. This kind of expression is a way to
express time pattern in concept. For example, an
expression can be written as Weeks +{1,3,5}.Days , where

Weeks and Days are calendars. The expression means that
this time pattern includes Monday, Wednesday and
Friday every week. We only use the expressions to
validate user authorizations periodically and any further
discussion about them is not given in this paper.

Sometimes the policy needs to represent authorization
of administrator. Attribute of this kind of authorization is
immutable.  Then administrator  authorization is
represented by auth=(s,o,r,-1).

Definition 4. Extensions.
CF: RxACTION —» AATT(R) . The function

calculates consumption of authorization based on subject
actions.

currenttin: ® —Tv. The function returns the current
time point in virtual time system.

start : TRange — Tv . The function returns the start

point of arbitrary time interval.
end : TRange —» Tv . The function returns the end

point of arbitrary time interval.

session : S — ACTION . The function returns all the
active actions of a subject in session.

inrange : TvxTRange — {true, false} . The function

calculates containment relationship between a time point
and time interval;
inranges: Tvx P _TRange —{true, false}. The function

calculates containment relationship between a time point
and a set of time intervals.

The function CF should be established according to
application. But it must meet several basic properties
about return value. First, return value should not less than
zero because every access will consume privilege.
Second, return value should no more than attribute value
before access because the access process should be
terminated by system before privilege consumption
exceeds maximum limit.

After the statements of authorization and extensions,
the rules changing authorizations are given below. We
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will focus on the auth 4-tuple only. Detailed constraints
will be discussed later.

Definitions 5. Authorization rule set

The TMAAC authorization rule set is composed by five
types of rules:

Grant rule: Grant(s,0,r,n)« L3 &...&L, . Grant

rule is used to grant permission r with attribute n on
object o to subject s.
Access rule: Access(s,0,r,n) <« L &...&L,. Access

rule is used to change attribute of authorization to n after
subject s has finished accessing object o.
Transfer rule: Transfer (s,0,r,n) « L; &...&L,

Transfer rule is used to change attribute of authorization
to n after subject s has finished transferring operation.
Merge rule: Merge(s,0,r,n)«L; &...&L,,. Merge
rule is used to merge multiple authorizations of subject s
into one authorization.
Revoke rule: Revoke (s,0,r,n) < L &... & L,,. Revoke

rule is used to revoke authorization of subject s.

In the above rules, L;,ie N represents the conditions

triggering execution of rules. It is the preconditions that
the system grant authorization to users in grant rule.
Although it has different meanings, the original
authorization for subject must be included in these
preconditions. After subjects finish their actions, the
consumption of authorizations are calculated by
consumption function defined in Definition 4 and
corresponding authorization rules are used to update the
attributes.

3) Completeness

It is easy to prove that the authorization rule set is the
minimal set necessary to express TMAAC policies.

Theorem 1. These authorization rules of TMAAC can
express the policies completely.

Proof:

When a transition occurs, the corresponding
authorization rule is used to make a decision. So, we can
do model checking based on the system state graph to
prove the completeness.

The system state transition is illustrated in Fig. 3. We
label the states using symbols and do model checking on
the state graph.

e In S1, authorization conditions are triggered and
the system grant authorization to subject. The
system state enters into S2.

e In S2, the subject applies for accessing object and
the system state enters into S3.

e In S3, after the system makes decision, the
system state enters into S4, S6 or S7 if the
request has been permitted, otherwise the system
state enters into S8.

e In S4, subject accesses resource being protected.
The system audits user behavior continuously.
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Figure 3. The state transition

The state enters into S5 after the subject finishes
accessing.

e In S5, the system calculates consumption of
subject authorization and updates the attribute.

e In S6, the system executes grant or transfer
operation by request. Then the authorization for
subject is in inconsistency and the system state
enters into S2 after inconsistent authorizations
have been merged.

e In S7, the request of transfer operation is
executed and the authorization will be updated
through transfer rule. After that, system state
enters into S2.

e S8, S9 and S10 are final states and need no rules.

After model checking, we conclude that the five rules
solve all problems in the process of transformation. So
the rule set is complete.

Q.E.D.

C. Access Constraints

Access constraints are conditions that must be met
during the accessing. There are two types of these
conditions, that is, the conditions set by administrator and
basic constraint. The former is set by administrator
according to application needs and we don’t plan to
discuss this issue.

1) Basic Constraint

Subject access actions can be considered as processes
with authorization attribute decreasing continuously. So,
the parallel implementations of some operations may lead
to privilege leakage. Basic constraints prevent that from
happening.

a) Constraint 1.
Va;,a, € ACTION if a; =(s,04,1) a,=(5,0,,1) ,
then (start(a,),end(a;)) N (start(a,),end(a,)) = .

Constraint 1 illustrated in Fig. 4 guarantees that
subjects can not access two objects at the same time. In
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accessing(auth,b)

v V) v Voo

accessing(auth,a) accessed(auth,a)

accessing(auth,b)

Figure 4. The constraint 1

the figure, a and b represent resources being accessed by
one subject and the starting and ending time of access
actions are marked with accessing() and accessed().

In Fig. 4, subject can not access b before finishing
accessing to a. Because the system will update
authorizations at the end of access, it doesn’t know how
to change subject authorization attribute until subject
finishes the access. Then, consumption function will be
called to calculate consumption.

b) Constraint 2.

Va, € ACTION , a, e TRANSFER if a; =(s;,0,r)
a, =(51,8,,r) ,then (t < start(a;)) v (t >end(ay)) .

Constraint 2 illustrated in Fig. 5 guarantees that subject
can not transfer authorization and access resources at the
same time. In the figure, the time point when subject
transfers authorization is marked with transfer().

In Fig. 5, subject can not transfer authorization to
others while accessing. Because the system doesn’t know
the maximum amount of authorization that subject can
transfer until the consumption caused by previous action
has been calculated.

tansfer(s1,s2)

v V) v v

accessing(auth,a) accessed(auth,a)

tansfer(s1,s2)

Figure 5. The constraint 2



516

2) Necessity of basic Constraint
Theorem 2. The basic constraint is necessary.

Proof:

Proof of necessity is divided into two parts. We prove
one of necessary conditions in one part. Firstly, we
assume that the conditions do not hold. Then we prove
the correctness of them through proof of contradiction.

Part 1: Assume that constraint 1 does not hold, then

Ja;,a, € ACTION , if a; =(s,04,1) a, =(S,0,,1)
then (start(a,),end(a;)) N (start(a,),end(a,)) # ®

If the authorization of subject s is M_Auth, where
n=ATT(M_Auth), by the assumption we have

CF(a;, M _ Auth) <n and CF(a,,M _ Auth) <n

= CF (g, M _ Auth)+CF(a,, M _ Auth) < 2n

= 0(n <CF(a, M _ Auth) + CF (a,, M _ Auth) < 2n)

Contradiction with the definition of CF occurred, so

Ja;,a, € ACTION , if a; =(s,04,1) a, =(S,0,,1)
then (start(a,),end(a))  (start(a,),end(a,)) = ®

Part 2: Assume that constraint 2 does not hold, then

Ja; € ACTION a, e TRANSFER, ifa; =(s;,0,T)

a, =(s,5,,r), then (t > start(a;)) v (t <end(a;))

If the authorization of subject s is M_Auth, where
n=ATT(M_Auth), by the assumption we have

CF(a;, M _ Auth) <nandCF(a,,M _ Auth) <n

= CF (g, M _ Auth)+CF(a,, M _ Auth) < 2n

= 0(n <CF(a, M _ Auth) + CF (a,, M _ Auth) < 2n)

Contradiction with the definition of CF occurred, so

Vva; € ACTION a, € TRANSFER , ifa; =(s;,0,T)

a, =(s,5,,r), then (t <start(a;)) v (t >end(a;))

Q.E.D.

D. Ability of the Model

The ability of TMAAC is improved in many aspects.
The following are some examples.

1) Activation Time

The time interval that subject is allowed to access
resources must satisfy the valid time interval and time
pattern constraint of authorizations.

Authorization: (vt,tp,auth)

Expression:

session(s) = ® =

inrange(currenttime, vt) A inranges(currenttime, tp)

2) Usage of Permission

The system makes access decision dynamically based
on authorization.

Authorization: auth=(s,o0,r,n)

Expression:

(s,0,r) e session(s) = n > ATT(0)

3) Accessing Resource
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The authorization constraint prevents authorization
from being abused.
Expression:

(s,01,1),(S,00,15) € 5eSSION(S) = (0 £ 09) Vv (L £ 1)
4) Transferring Privilege

The mutable attribute and Transfer rule guarantee that
the subjects must have enough privilege before
transferring it to others.

The Auth 4-tuple: (sq,0,r,n1) (S5,0,1,n5)

Expression:

(31,82,r) e TRANSFER AAATT(r)=n = n>n

So the model has the abilities for expressing more
complex policies and can provide more powerful security
protection for resources.

IV. IMPLEMENTATION OF TMAAC

A. Administration of Authorizations

The system grants or denies the access based on
authorization, and permits or terminates ongoing access
by checking authorization attribute. The TMAAC model
centers on administration of authorizations to achieve
these features. All system authorizations are organized
into a set named Mutable Attribute-based Authorization
Base (MAAB).

Definition 6. Mutable Attribute-based Authorization
Base and request

Mutable attribute based authorization base is a set of
mutable attribute based authorizations, that s,

Yae MAAB , a=(vt,tp,(s,0,r,n)) , where

seS,0e0,reR,and ne ATT(R).

Request is the application of subject for activating
authorization. It is divided into two categories, that is,
access request (ARequest) which is 3-tuple (s,0,r) and
transfer request (TRequest) which is  5-tuple

(s4,0,1,5,,n).

Given the above definition, the problems to be solved
are how to add, delete and update authorization in MAAB
and how to make access decision according to
authorization. We can deal with the first problem easily
with authorization rules. Below are detailed instructions.

e  First, the system checks the triggers of grant rule
and adds an authorization tuple
M_auth=(vt,tp,auth) in MAAB if preconditions
have been satisfied.

e |If users have accessed some resources or
transferred their permissions to others, then the
attributes of corresponding authorizations are
consumed. The access rule and transfer rule can
be used to update authorization attributes in
MAAB.

e |If authorization for a subject is inconsistent, for
example, been authorized by system once again.
The merge rule can be used to merge different
rules into a consistent one.
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e Finally, if the value of authorization attribute
equals to zero, the revoke rule can be used to
delete  corresponding  authorization  tuple
M_auth=(vt,tp,auth) in MAAB.

Algorithm 1. Maintain the Consistence of MAAB
Method name: Maintain_MAAB
Input: type (type of the rule)
Output: None
Steps:
If type = GRANT
/lthe Grant rule has been used
If it is not the first time the Grant rule is used about
some subject s
Then use the “Merge rule” to merge additional
authorization, And execute Maintain_MAAB(MERGE).
Else If type = ACCESS
/I the Access rule has been used
If the authorization attribute equal zero,
Then use the “Revoke rule” to revoke user privilege,
And execute Maintain_ MAAB(REVOKE).
Else If type = TRANSFER
[lthe Transfer rule has been used
If the authorization attribute equal zero,
Then use the “Revoke rule” to revoke user privilege,
And execute Maintain_MAAB(REVOKE).
Use the “Merge rule” to merge additional
authorization,
And execute Maintain_ MAAB(MERGE).
Else If type = MERGE
/lthe Merge rule has been used
Merge different authorizations of subject s in MAAB
into one.
Else
/lthe Revoke rule has been used
Delete the authorization 3-tuple from MAAB.

It is clear that the above algorithm may call itself
recursively. However, through careful analysis we can
find that the algorithm will call itself only when the
parameter is GRANT, ACCESS, or TRANSFER and then
it will call itself with REVOKE or MERGE. So it may
call itself at most once and the algorithm will stop
eventually.

B. Decision Function

There are two kinds of time points in time sequence
when the system needs to make decisions. One is request
time point, the other is scheduling events time point.
Before the detailed discussion, we first give some
notations to be used in algorithms. Table I lists the data
structure of event list entry.

TABLE I. DATA STRUCTURE OF EVENT LIST ENTRY
Item type
Starting point Virtual time
Ending point Virtual time
Subject S

The event list is named as event list. The system
schedules events according to entries of event_list. The
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entry can be inserted into or deleted from event list
through the following two functions.

Add(s, start_time, end_time): This function inserts an
entry about s. The starting point item equals to start_time
and the ending time point item equals to end_time.

Delete(s, end_time): This function deletes an entry
about s. The ending point item of deleted entry equals to
end_time.

1) Decision for Request

The subject requests to activate authorization for
access. The decision for request determines whether the
request is valid. The following algorithm implements
decision for request.

Algorithm 2. Decision for Request
Method name: Access_Decision
Input: Request

Output: permit or deny

Steps:

If Request = Arequest
//make decision for access request
If 3a € MAAB,a = (vt,tp,(s,0,r,n))
//check the grant preconditions
—3action € SESSION, actiong = s
(cuttenttime e vt) A (3i € N, currenttime e tp;)
ATT(r) > ATT(0)
If the above conditions are satisfied, then
Add(s, currenttime, endtime)
Return permit
Else
Return deny
Else
//make decision for transfer request
If Ja;a; € MAAB, &g = (Viy, tpg, (s1,0,1, 1))

ay = (vtp, tpy, (Sp,0,1,1y))
/lcheck the transfer preconditions
—3Jaction € SESSION, actiong = 5;

(cuttenttime e vt) A (3i € N, currenttime € tp;)
ATT(r)>n

(Vty cvtg) A(tpy =tpg)
If the above conditions are satisfied, then
Return permit
Else
Return deny

2) Decision for Scheduling Event

The system maintains an event list named event_list.
Decision function is used to make decision when events
in this list occurred. The following algorithm implements
decision for scheduling event.

Algorithm 3. Decision Function for Scheduling Event
Method name: Schedule_Decision

Input: the subject s

Output: None

Steps:
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If scheduling event about s occurred
/lcalculate the consumption
Jaction € SESSION, action = (s, 0,r)
AATT (r) =CF(r,action)
Terminate the user's access
Delete(s, endtime)
Update authorization.
Else
/[calculate the consumption
Jaction € SESSION, action = (s, 0,r)

AATT (r) = CF(r, action)

Terminate the user's access
Update authorization.

V. CONCLUSION

To meet the new requirements in recent information
system, this paper presents a new access control model
named TMAAC. The TMAAC model mainly introduces
extensions in time and mutable attribute compared with
traditional access control. All authorizations in the model
only can exist in a period of time. User access behavior
must conform to the time pattern and can not exceed the
maximum amount of permission. The discussion about
authorization administration and access decision
functions solve the problems in implementation. So, the
TMAAC model is more powerful than traditional access
control models in policy expression. Since the model is
very simple, it also can be easily used.

The future research includes enforcement of TMAAC
policies in real system. Continuous control of user
behaviors should be realized discretely in information
system. It is an approximation to policies. How to
guarantee the correctness of the realized counterparts of
policies is a challenge work. Some researchers put
forward some methods to ensure the dependable
development process. But these methods are still unable
to confirm the degree of approximation. So it is necessary
to find a way to evaluate how well the system realizes
policies.
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