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Abstract— Privacy has been a central concern of ubiquitous within those spheres. Boundaries move dynami-
(pervasive) computing. The boundary between private and cally as the context changes. ... The significance
public. moves dynamically depending on the context in of information technology in this view lies in its

which the issue is considered. As for access control for bility to di t or destabilize th lati f
ubiquitous computing, the concept ofconsensual disclosure ability to disrupt or destabilize the reguiation o

is an answer to the question of where the boundary should boundaries.

be drawn — Unless a user gives their explicit consent to Certainly, the boundary between private and public is
Opﬁnli(“%.the identity, per;‘egt F}rri]‘_’acy’ that is, anotnymity a“td dynamic, since we “disclose or publicize information
unlinkability are supported. This paper presents concrete -

protocols fz)/r anonyr?]%us and unlinpka%le gccess control that about ou'rselves, _Our opinions and pur aCt_'V'JF'es’ as means
are appropriate for ubiquitous computing partly in the of declaring allegiance or even of differentiating ourselves
sense that they support consensual disclosure. The protocols from others” [3]. Thus, perfect privacy is far from ideal.
presented in this paper are practical because they are =~ Where should the boundary between private and public
efficient and based on a model that represents the real fqr ubiquitous computing be drawn? Our answer to this

world. In particular, they support a characteristic of the . . .
key transfer: a service appliance acquires keys to decrypt problem is the concept @onsensual disclosure- if, and

contents of services, if, and only if, it accepts proof of only if, users give their explicit consent, their identity is
access rights as presented by a user, and can prove that revealed only during the relevant access event. In addition,
it is trusted by the service provider. Moreover, the protocols  their identity remains anonymous for any other access

are .provably secure. This study has been sponsored by the events, whether they have already happened in the past
Ministry of Economy, Trade and Industry, Japan (METI) or will happen in the future

under contract, New-generation Information Security R&D . .
Program. In one aspect, this paper aims to present a set of

practical access control protocols that support anonymity
and unlinkability based ononsensual disclosure
On the other hand, trust management is not an issue
In a ubiquitous (pervasive) computing environment,no less important than privacy in ubiquitous computing.
users can enjoy access to various kinds of services and Blaze et al. [4], [5] advocate distributed trust man-
resources without restrictions on time and location. Fromagement modelvhich presents a methodology to express
the viewpoint of protecting services and resources, thigind handle the varying trust structures of ubiquitous
also implies that the security functionalities of trustcomputing, and in particular, to allow users to arbitrarily
management, authentication and access control are tigigrate from one domain to another where different trust
mandatory building blocks for ubiquitous computing.  policies control access to services and resources. This
However, naive implementation of these security func-model is also important because it is a natural extension
tionalities can certainly invoke an invasion of privacy. of the trust management models widely accepted for the
Since networked sensors for ubiquitous computing easilgccess to the Internet (e.g. X.509, SPKI).
collect information about users’ personal identities and One of the central concepts of the distributed trust man-
access histories, a malicious entity, which could be amgement model is known asithorization Here, the term
organization, a system administrator or an applicatiorrauthorization” is used to represent the binding of entity
manufacturer, may possibly use the collected informatiomuthentication and access control into a unified process.
in ways such that the users would never permit. It hagor example, a basic SPKI certificate associates a public
been reported that this problem of privacy has been okey pair with not only the identity of its subject but also
central concern to people [1], [2]. the roles, qualifications, privileges and other attributes
It is also widely accepted that ubiquitous computingassigned to the subject. Hence, verifying that an entity
requires security measures that are more flexible thapossesses the private key of the key pair indicates that
those for accessing the Internet. In terms of privacy, Palethe relevant entity is the one identified by the certificate,

I. INTRODUCTION

and Dourich give the following description [3]. and also assigns to the entity the roles, qualifications or
Privacy management is not about setting privileges specified in the certificate.
rules and enforcing them; rather, it is the contin- The access control scheme presented in this paper

ual management of boundaries between differ- develops the idea of authorization so that a public key pair
ent spheres of action and degrees of disclosure is defined as being separate from an individual entity and
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represents roles, qualifications or privileges assigned tanderstanding. Some systems [7], [8] are known to be
the entity. This feature contributes to realizing anonymouslesigned based on this scheme, in which a service agent,
access control and also to making our access contratho receives a request for access to the services or re-
scheme conform to the distributed trust model at a morsources for which it is responsible, submitqueryto the
flexible level. PolicyMakersystem. On receipt of the queBglicyMaker
Thirdly, ubiquitous computing is becoming more ap-returns proof, if present, that determines whether the
plicable in the real world fueled by the recent develop-requested action can be permitted to the requesting user.
ment of infrastructures, such as the Internet, short-rang@ueries toPolicyMakertake the following form:
wireless communication (e.g. Bluetooth, IEEE 802.11)
and cellular phones. This also implies that technologies Ke¥.key, ... key, REQUESTS ActionString
for ubiquitous computing take the complexity and the
heterogeneity of the real world into consideration.
In this paper, we describe a trust model that represen

The keys are the public keys of which the requesting
Eser claims to possess the private counterparts,/fand

the heterogeneous trust structures of the real world. Th onSti\lﬂngklr;g:c?(tes thfh act:]or\lN r:a?u?sted bﬁ/ tr]le nuserr.
access control protocols in this paper are based on thi olicyViakermakes up the answer 1o tn€ query of one o

S . o ;
trust model more assertionseach of which is of the following form:

SourceASSERTSAuthorityStructWHERE Filter

Il. RELATED WORK
« Sourceindicates the relevant local policy if the asser-

tion is a policy assertion, and specifies a public key if
The term of distributed trust managememwas first the assertion is a signed assertion. A policy assertion
introduced by Blaze et al. [4], [5]. Distributed trust is axiomatic, and hence, is unconditionally evaluated
management must meet the following two requirements: as being valid. In contrast, a signed assertion is
« combining entity authentication and access control ~ accepted, if, and only if, the public key specified
into a unified process (authorization); as theSourceis trusted and the associated signature
« incorporating local policies and delegation of access  is successfully verified using the public key.
rights into the existing trust management methodol- « AuthorityStructspecifies thestructureof one or more
ogy based on PKI. public keys. It may specify a single public key, a set
By introducing an authorization certificate, Simple of public keys or a more complicated structured list
Public Key Infrastructure (SPKI, [6]) partially supports of public keys (e.g. any: instances of the: public
the above requirements and can be regarded as the first Keys in the list). _ .
step towards distributed trust management. A basic SPKI * Filter specifies a predicate that returns either true or
certificate defines the binding between authorization and ~ falseé upon an input of théctionString
a public key pair. Therefore, verifying possession of the If a signed assertion includes a single public key as
private key of the key pair immediately indicates that theAuthorityStructand the valid predicate, which returns the
certificate’s subject has access rights to certain servicesluetrue irrespective of input, afilter, the assertion is
or resources as specified in the certificate. semantically identical to an ordinary X.509 certificate.
Moreover, the certificate’s subject can issue a new Upon receipt of a queryPolicyMaker generates and
certificate meaning that the authorization of the originalreturns the smallest acyclic directed graph that satisfies
certificate is to be delegated to the subject of the newhe following: each vertex of the graph is labeled by a
certificate (whether or not the delegation itself is permittedsingle assertion; any starting vertex of the graph, which
may be specified in the original certificate). is not the target vertex of any arc, is a policy assertion; for
The methodology of the authorization certificate foreach arc, the assertion of its source vertex asSsnsce
SPKI can take the place of the existing approach obf the assertion of its target vertex; and the assertions
centralized and nested ACLs (Access Control Lists), andorresponding to the terminal vertices, any of which is not
enable a distributed management of authorization. the source vertex of any arc, collectively assert the public
However, to make trust management flexible to such &eys specified in the query. The key holder of the query
level so that it can be applicable to ubiquitous computingjs recognized as being qualified for the action requested
supporting authorization and delegation is yet insufficientin the query, if, and only if, the signatures of all the
In fact, there exist a number of administrative entities insigned assertions appearing in the graph are successfully
a distributed system of ubiquitous computing and eaclverified andActionStringsatisfies allFilters specified in
of these entities may have different trust policies. Inthe assertions.
other words, proofs of trust (e.g. a chain of authorization The PolicyMaker scheme, however, does not specify
and delegation certificates for SPKI) may be understoodoncrete ways of how a service agent verifies that the
differently, depending on the administrative entity. requesting user actually possesseskés that the user
Blaze et al. [4], [5] present an elaborate and formalclaims to possess. This may be due to a plurality of
scheme to incorporate local policies into the existingalgorithms associated with the scheme and a lack of
trust management and to fill the gap between differingknown and explicit requirements.

A. Distributed Trust Management
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However, for ubiquitous computing, it is crucial that anonymously verifiable. If a dispute arises, the auction
users agree on a method to verify their access rights withrganizer works as the TGA, and reveals the identities of
service agents from any location. Of course, the ideaimalicious bidders, based on the signatures that they have
way to support this requirement is to standardize a uniquproduced.
method. In the worst case, a negotiation mechanism may Commonly, a group signature scheme consists of the
be required through which a device worn by a user andBETUP, JOIN, SIGN, VERIFY and OPEN operations.

a service agent can agree on such a method from several, SETUP The TGA generates a group public key
candidates. pair. The TGA publicizes the public component of

The importance of this requirement is made clear, by  the pair for verification of group signatures, and
considering the following scenario. withholds the private component.

Alice always wears a smart badge that con- o JOIN: In cooperation with the TGA, a member
tains her private keys. One day, she visited a of the group generates a group signing key for
building where her friend Bob works. As soon themselves.

as she entered the building, she was faced with
problems: she could not access the directory
service, she was not allowed to get off the
elevator at the floor where Bob’s office was
located, and she could not call Bob using an
internal phone. Since she knew that Bob had
delegated the authorization necessary for Alice
prior to her visit, she could not understand why
there were such problems. The delegation was

SIGN A member of the group signs an arbitrary
message using the group public key and their own
group signing key.

VERIFY: A verifier uses only the group public
key to verify signatures that members of the group
generate.

OPEN If a dispute arises, the TGA identifies the
individual who signed a particular message. For this
purpose, the TGA uses the group public key pair.

performed by a standardized means of dele-

gation credentials. Afterward, she realized the

cause behind the problems — her smart badge . Correctness A signature generated by a group

was not compatible with the service agents in member is accepted.

Bob’s building. « Unforgeability A signature generated by anyone

One of the focuses of this paper is, based on Blaze’s other than a member of the group is denied.

distributed trust management scheme, to propose a con-« Anonymity In verifying the signature, only the
crete protocol by which a service agent communicates TGA is able to identify the originator of a signature
with users’ devices to verify their access rights. For in verifying the signature.

this purpose, the requirements that such protocols should « Unlinkability: Anyone other than the TGA is not

support, particularly in a ubiquitous computing scenario, able to correctly answer the question of whether two

are clarified. For example, anonymity and unlinkability independent signatures were produced by the same
are two of the recognized requirements. member.

o Exculpability The TGA and/or any group mem-
bers who conspire with one another is/are not able
to forge the signatures of any other group member.
The following features characterize group signatures. Traceability The TGA is able to identify the orig-

1) A group signature is a digital signature that a inator of any given signature.
member of a group produces on behalf of the group. |t is also desirable that a group signature scheme
2) Although whoever has an access to a predetermineslipports the requirement that the addition or withdrawal
group verification (public) key can verify the group of members or a change in the group signing key of a
signature, the identity of the individual who gener- member does not necessitate changing the group public
ated the group signature is never revealed. key. A group signature scheme that supports this addi-
3) Only a trusted group authority (TGA) has an ability tional requirement is consideretynamic
to identify the individual member who generated Camenisch and Stadler presented the first dynamic
the group signature. The TGA may perform this group signature scheme [10]. Their scheme has the ad-
function when there are disputes, etc. vantage that the sizes of a group public key and generated
Chaum and Heijst [9] first introduced the conceptsignatures are independent of the size of a group.

of group signatures, and since then, various technical The scheme that Ateniese, Camenisch, Joye and Tsudik

proposals to realize group signatures have been made [9present [13] has practical efficiency, in addition to all of

[12]. the features stated above.

As an application of group signatures, Chen [11] pro- The following outlines the scheme by Ateniese et

posed a secure electronic auction system that exclud@s [13].

malicious participants from participating while protecting 1) Let QR, be the group of the quadratic residues

the privacy of honest participants through using a bid of a safe RSA composite number A composite

document, which is signed by a bidder and is always n = pq is said to be safe, if, and only ifp =

A group signature scheme is required to support the
following requirements.

B. Group signatures
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2p'+ 1 and g = 2¢’ + 1 hold for some primes
p’,q . Further, the TGA selects, d, g, g1 €r QR,
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by an authority. In additiong,b and d are public
elements ofQR,.

andz €gr Z;,, and calculateyy = g* mod n.
The tuple(n, a,d, g, g1,y) is publicized as a group
public key, while the tuplép, ¢, z) is preserved by
the TGA as a group secret key.

2) A pseudonymp of a user is an element @R,
such that

p = a“b® mod n,

; L wherea and § are withheld by the user.
2) gAr(;Jj;rU takes the following procedures to join the 3) A Icre_dential that ;he authgrity gengratgs iISdtgr;
. ital signature to the pseudonynp. Precisely, the
) {0 lhe TO soobersie W ach T 0 credena i  pa(. 1) sueh hale € QR, e
tively confident thatry distributes uniformly & = pd = a®b?d mod n
in its domain.z,, is a secret o/ andy, = . .
a™ mod n is kept by the TGA. Consequentlyy is Qata such that only the authority
b) The TGA randomly selects a prime, and can generate, whilee and 3 are user secrets.
calculatese, as shown below: 4) The user presents zero-knowledge proof of the
) fact that they knowa, 3 and ~ satisfying ¢? =
¢y = (Yud)* mod n a®b?d mod n. The proof does not reveal anything
The strong RSA hypothesis guarantees that b‘fta’b’ c',d.andn. ] ]
only the TGA, who knowsp and g, can Idemix [18] is |mplementat|qn of this scheme.
calculate(cy, e,). _ The problem o_f this scheme is the overhead of perform-
c) The TGA issues(c,,e,) to U. Eventually, "9 t_|me-consur_n|ng zgro-knowl_edge proof proc_e_dur_es. In
(Zu, cu, ¢4) becomes a group signing key of particular, certain services require continual verification of
U. credentials and the overhead of verification would harm
3) A group signature to a messageis non-interactive the quality of the services. For example, a rendering

service using video signals may be required to render
contents only while the authorized persons are in front
of the screen. To support this requirement, the service
must continually verify the credentials of people in front
of the screen and the resulting overhead would reduce the
CPU capability that the service can allocate to decoding
video signals.

In fact, sacrificing security, [19] presents a simple
technique that does not involve cryptography to avoid

proof of the knowledge ofc,, e, x,) satisfying
cov = da®™ mod n.

According to the Fiat-Shamir heuristic, the chal-
lenge is dependent oim.

In addition, U encryptsc, with the keyy, and
issues the encrypted, with non-interactive proof,
showing that the encryption is in the correct form.
For OPEN, the TGA decrypts, to reveal the such overhead.

identity of U. Thus, another focus of this paper is to realize anony-

More group signature schemes [14]-{16] have beeR,q,s access control that requires only small amount of
presented after [13]. However, if we measure efficiency.g culation to verify access rights.

of verification by the number of times of executing | particular, when continual verification is required,
scalar multiplication over an elliptic curve and modular e pyrden of executing the subsequent verification should
exponentiation over a large composite or prime nuMbelye ek Jighter than that of executing the initial one.
none of them is more efficient than the scheme by [13].on example of a technique to support this requirement is
to use the common key cryptography for the subsequent

C. Anonymous credentials verification based on keys exchanged during the initial

Camenisch et al [17] present a highly sophisticatedverification. Hence, the access control protocol presented
algorithmic scheme for anonymous credentials. Mordn this paper is, in one aspect, a key exchange protocol.
specifically, the scheme supports the following features.

« An authority can issue non-transferable credential®. Problems

under the pseudonym of a user. . Both group signatures and anonymous credentials seem

« A verifier can verify the fact that a user retains ; pe applicable to the anonymous access control required
a credential issued by a certain authority withoutsor ypiquitous computing. However, they, in fact, involve
knowing his/her pseudonym or the credential. some deficiencies to be used for this purpose.

« An authority can verify that a user, who is known  pjrst traceability for group signatures requires that
to the authority by a certain pseudonym, retains arye TGA is capable ofopering the identity of the
credential issued by a different authority. originator of a signature. This means that in accessing

The technical principles of the scheme are as followsservices and resources, the privacy of users is always

1) QR, is the group of quadratic residues modulo anthreatened by an overpowering “big brother”, namely

RSA compositer. The composite: is public infor-  the TGA, who is authorized to open users’ identities
mation, while the prime factors ot are withheld without their consents at all. In particular, we should

4)
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note that the role of the TGA is played by a serviceare certainly a serious threat to the security of services
provider or a resource manager, who determines whethand resources.

access rights are to be granted to users. Since the serviceWe present two basic measures to counter the threat:
provider and the resource manager are poteeti@mies prevention and after-the-fact detection. In the real world,
to users, against whom users want to protect their privacprevention is more desirable than after-the-fact detection,
the most, this setting contradicts one of the fundamentadince even a single occurrence of unauthorized access to
requirements for anonymous access control. critical resources may be fatal.

On the other hand, it is also a fact that access to Two approaches exist for prevention: one approach
certain services and resources requires having users &sumes safe (tamper-resistant) hardware at the user's
reveal their identities. For example, entering a criticalpoint, while the other does not. Camenisch et al. [17]
area, manipulating an important machine or browsing conpropose a strong measure for the latter, nanzhor-
fidential information may require recording the identitiesnothing non-transferability, where a user transfer of a
of accessed users. single instance of credentials results in a transfer of all the

An answer to this problem may be the concept ofcredentials that the user retains. However, the proposed
consensual disclosurevhich represents that, if, and only scheme for all-or-nothing non-transferability [17] is not
if, @ user gives their explicit consent, their identity is efficient enough in practice. Moreover, it is not certain
revealed during verification of their access rights. Inthat the measure is effective in the real world.
addition, any other anonymous access events performed Thus, this paper assumes the existence of a safe hard-
by this user remain anonymous and unlinkable. ware module in the computer that a user carries with

Secondly, the schemes known to be the most efficienthem. However, this setting may pose the threat bfca
for group signatures and anonymous credentials may ndfrother, from the user’s view, the hardware, a black box,
be efficient enough to be applied to access control fomay leak private information. To avoid this threat, we
ubiquitous computing. For example, both the group sigdeploy the idea of thavallet-with-observemmodel [20]:
nature scheme by Ateniese et al. [13] and the anonymous black box hardware module (an observer) supervises
credential scheme by Camenisch et al. [17] requires 22he user’'s behaviors, while communication between the
time execution of the modular exponentiation for theobserver and the outside is under full control of the user.
single occurrence of simple verification of a signaturePrecisely, theSP-Aplay the role of an observer.
or possession of a credential. In ubiquitous computing, From a practical point of view, the tamper-resistance
it is naturally presumed that access control events occlwharacteristic of th&P-Ais the key to maintaining secu-
much more frequently, and therefore the requirement fority in the scheme, and in particular, to preventing unau-
efficiency in ubiquitous computing must be stricter. Thus thorized transfer of access rightsg.credentials). Recent
while the efficiency of the schemes presented in [13]-applications like UIM (User Identification Module) for
[16] and [17] may be sufficient for group signatures andcellular phones and digital cash schemes that deploy smart
credentials, they may not be applicable to access contr@lard technology have proven that this tamper-resistance

for ubiquitous computing. technology is effective.

In particular, when a service is continuously provided Thus, theSP-Ahas the following properties:
during a certain period of time, the efficiencyadntinual « The SP-Aworks on behalf ofSP. In other words
authenticationof access rights is important. In the previ- SP-Aprevents abuse of access rights including unau-

ous scenario of a rendering service using video signals, it horized transfer of access rights.
is desirable that continual and subsequent authentication | Tne SP-Aalways works as a “slave™ it is basically

be executed more efficiently than the initial authentication inactive. It wakes up when an outside program ac-

of access rights. cesses it through the equipped interfaces and remains
awake until the access ceases.
IIl. UNDERLYING MODEL « TheSP-Ais tamper-resistant. The programs and data
A. Players that exist within theSP-Aare protected from any sort

The design for the access control protocol presented in ~ Of access from the outside.
this paper is based on a model that represents the real2) UA: TheUA is a module that exists in the computer
world. The model defines four playerdser AgentUA), that a user carries with them, and is controlled by the
Service Provide(SP) Service Provider Agen{SP-A, and  user. TheUA plays the role of supervising th&P-Aon
Service AppliancgSA). behalf of the user so that Token will not leak any data

1) SP-A In ubiquitous computing, it is unrealistic to that possibly infringe on anonymity or unlinkability.
assume that users’ accesses are controlled in a centralizedThe following is an example of the implementation of
manner €.g.by means of an ACL (Access Control List) UA and SP-A The SP-Ais a smart chip embedded in a
in a centralized server), since access may occur iofan  cellular phone, and th&lA is the device driver program
line environment. Moreover, since a user migrates froninstalled in the same cellular phone that interfaces the
one domain to another at will, a user naturally carries theiSP-Awith the OS of the cellular phone.
access rightse(g. credentials) with them. In this setting, 3) SP. TheSPis an operator of services and is the only
unauthorized transfer of access rights by malicious usemntity eligible to grant users access rights to the services.
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In granting access rights, tH&P communicates with the the SAthat it is communicating with is trusted by the
SP-Avia the UA. SP.

4) SA: The SA is a software program, device, or
apparatus that renders services on behalf ofSReThe IV. REQUIREMENTS
SA communicates with th&SP-Avia the UA to verify Based on the discussion in the previous sections, the
access rights granted to the user carrying SffeA access control scheme presented in the subsequent sec-

tions is designed to support the following requirements.

B. Trust between players « Anonymity and unlinkability.
) o ) « Compliance to the distributed trust management
To represent the real world faithfully, it is extremely im- model presented by Blaze et al. [4], [5].

portant that the four players are defined to be completely , \erifier authentication.
independent of each other. In other words, any two of , Efficiency.

them independently determine whether to trust each other , proyaple security.
based solely on mutual agreement.

For example, assume that ttf&P is a record label
(e.g. Sony BMG Music Enterprise), and provides digital
contents of music to portable music playeesg(iPod),
which play the role of theSA In this setting, the man-
ufacturers of portable music players.d. Apple Corp.)
are companies independent of t8B This indicates that
the SP cannot control theSAin any sense. As another
example, when th&P-Ais incorporated into a cellular
phone, it is likely that theSP-Ais manufactured by the
same manufacturer as the cellular phoegy.(Motorola), . .
which is different from theSP or the manufacturers of proprietary SEIvIces of thst'_ ,
the SA Thus, to represent the real world, the four players 11US, theSP-A which remains in a users computer,
are assumed to be independent of each other. is regarded as an a.gent for tB€ This |mplles'that the

In addition, it is necessary to understand that trus;P'AmaY wor_k against the user, and, in particular, may
between the players is arbitrary and heterogeneous. ak the identity of the user o thP and theSA
record label may provide its contents only to portable, The_ role of the UA,‘ IS _to preve.nt theS_P-A from
players manufactured by major manufacturezsg.(Ap- infringing on the user’s privacy by interfacing ti&P-A

ple Corp, Panasonic), and may reject small third part)}'v'th kt)he SP angét;\eSAa Tﬁeé?;gre, twohmtet;faces exEt:
ventures for security reasons. Conversely, it is natura ne between t and the A another between the

; ; ; ; A and theSP-A
that a single music player may play back music prowdedJ . : . Iy
by different SPs (e.g. Sony BMG Music Entertainment, . Thl.JS’ the requirement for anonymity and unlinkability
Toshiba EMI), and refuse pirated contents. is refined as follows.

i . a) Interface between th&lA and the SRSA: The
be-{v?,ezl;pgﬁg tf}g Z.cr):] p:ﬁglt¥oﬁlg$i: et(ia;og:][i\r(]e gé/ ?)f trtl:]ztUA randomizes (anonymize) the messages that are to be
model. PIAYETS, g y issued to theSP or the SA

b) Interface between thgA and theSP-A There

o The SP permits theSAs to render its services, if, zre no means to prevent tf8P-A from submitting ar-

and only if, it trusts them and they are authenticatedyjtrary messages. Therefore, if tI&P-A colludes with
at the point of access events. We call this featurgyn adversary who can observe communication through

The following is a small, detailed illustration on
“anonymity and unlinkability”.

To protect services from unauthorized access 3ReA
is required to play the following roles on behalf of the

« The SP-Aprevents users from unauthorized transfer
of granted access rights;

o The SP-Acooperates with th&Ato prevent users
without valid access rights from accessing services.

o The SP-Aprevents unauthorize8A from rendering

verifier authentication this interface, the adversary may acquire information, thus
« Reversely, theSArenders services of those t8s  nyading the user's privacy. The best possible measure to
that it trusts. _ _ _ this invasion is the assurance that, if t8€-Adeviates
« The SPgrants access rights to its services to onlyfom the specification of the protocol, théA will detect
the users who carry the trust&P-A it.
« In contrast, theSP-Adoes not have any preference
for particular SPs. It is the user that draws a line V. BASIC PROTOCOLS

between the trusted and non-trus®#s.

o The SAby itself does not have any preference for
a particularSP-A either. It renders services, if, and
only if, the following conditions are satisfied: ti$d°-

A can present a valid proof of possession of access )
rights, and theSP-Aauthenticates th&Aon behalf ~A- Outline of protocols
of the SP for the relevant services. One of the basic ideas in achieving the goal of

o TheSP-Aby itself does not have any preference for aanonymity and unlinkability is to use a public key pair

particularSA either. TheSP-Aonly inspects whether to identify a service [21]. Since verifying users’ access

In this section, the basic protocols for granting and
verifying access rights are presented.
For the key transfer protocol, refer to Section VI.
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rights is carried out using the assigned public key instead « u(key, x) is a secure MAC generation (verification)
of a user’s certificate, in principle, th8A does not use function.
information that may reveal users’ identities.

Our access control scheme is comprised of the follow  Access ID

ing three phases. . .
L L ; The Access ID is data that th&P issues to a user
1) Identifying servicesThe SPgenerates a public key as a representation of the access rights granted to the

pair and assigns 't. to a service th"?lt It mtgnds o .prOVIdeuser. The Access ID, denoted bid, is generated through
to users. The public key of the pair (service public key) i L

. L b e . -”’cooperation between tH&P and theSP-A In fact, aid is
is publicized as a public identifier of the service, while

the SPwithholds the private key (service private Key). th_e service private key of the relevant service masked
. . ) with a random secret shared between th8P and the
2) Granting access rights:By request from a user,

the SP mathematically transforms the requested serviceS P-A

private key and issues the transformed dataharess ID
to the requesting user. This is a one-way transformation The UA may anonymize the Access ID when requested
with a trap door; it is impossible to reveal the serviceto present it to theSA The anonymized form of the
private key from the Access ID without the key that 82  Access ID, denoted bgnm is the Access Iaid masked
and the user'SP-Aexchanged prior to the transformation. with a random secret € [0, n5) generated by th&JA.

3) Verifying access rights;The SA verifies that the
anonymizedAccess ID presented by a user was properly
generated from the private key of the requested service.
Since the verification of the anonymized Access ID isD. Anonymous rights granting protocol
performed using only the public key of the service, and To generate and issue an Access ID, $fthas to share
the UA randomizes the messages that 8f2Agenerates, 3 random secret with the SP-A The following are the

the communication does not reveal any information indi-requirements that the protocols used for shafinmust
cating the user’s identity or linking the current access tosypport.

any past or future accesses by the same user.

aid = o — k mod ng.

anm= aid — p mod ng

o The SPauthenticates aBP-Agroup without know-
ing the individualSP-Athat initiated the communi-

B. Notation cation for sharingk.

o The SP does not sharek with anyone but the
initiating SP-A In particular, any otheSP-A even
if it belongs to the same group, does not knbw

From here, this paper employs the following notation.
e Gr and Gg are both additive groupsir (Gs) is
associated with the th8P-A(Service resp.) and is . The UA randomizes the messages that BB-A

used for Qra”t'gf (verg)g mg,l re'sp.) access rights. submits to theSPto prevent the user’s identity from
« The notationr = y (r = y) indicates thatc andy leaking from theSP-A
are identical to each other Gy (Gg, resp.).

o Gr (Gs) satisfies the property that solving the equa-
tion A Z +B (A gs xB, resp.) inx is intractable

Figure 1 depicts the protocol for granting rights, which
is based on thenilateral version of the MQV (Menezes-
Qu-Vanstone) protocol for exchanging keys [22].

for randomly selected! and B from Gr (Gs, resp.). The public keyT represents arSP-A group instead
« Gr (Gs) is a base element ifr (Us, resp.) with o g individual instance. In other words, all of tS®-
ordersny (ng, resp.). As belonging to the same group share the same private

T

« T = 7Gr is a public key of theSP-A while 7 key 7. An SP-Agroup may consist of products that are
is its private counterpart, which is securely confinedaccredited by an authority or manufactured by a trusted
within the SP-A An SP-Agroup shares the same manufacturer. Because of these settings forthe SP

(T, 7). cannot distinguish between instances of 8R-A

. S5E oGg is a public key of the service, while On the other hand, only the instance of tBE-Athat
is its private counterpart, which is securely confinedknowse; andey can actually calculaté. Therefore, an
within the SP. attack, such as those in which malicioB®-As generate

o A aGg is a public key of theSA while o is commoner to sharek is not effective, since thaJA

its private counterpart, which is securely confinedpreventsey from leaking. Moreover, th&A randomizes
within the SA Er by using a randoney, and therefore th&P cannot
o w(x) IS a one-to-one mapping that transforms anobtain any information about a user’s identity even if the
elementz of Gy or Gg into a bit string of a fixed SPandSP-Acollude with each other.
length. Authentication of theSPis assumed to be carried out
» w(x) is a pseudo random function, which takes ain an out-of-band manner. A technical reason for this is
variably long bit string as an input and outputs abecause it is not desirable to assume thatSRaalways
bit string of a fixed length. Since(x) is a pseudo has its public key irG;. Moreover, from a practical point
random function, it is also one-way and collision- of view, it is natural to assume that the rights granting
free. protocol works over the existing authentication protocols
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SP UA SP-A
er €r [0,n7)

— Er r erGr.
ev €r [0,n7)

Ey £ evGr + Er

ep €r [0,n7) 2
Ep g:T GPGT B
k= W(GP(EU =+ EUT))
aid=oc—kmodn
o, Storeaid.
gl — Erey Ey i (ev +er)Gs
k= 71'((€U +er + EUT)EP)
Storek.

Figure 1. Rights granting protocol

(e.g.SSL), whose deployment may be required by outside « The SAverifiesr received from theJA by:
applications. g

Anonymity of the rights granting protocol is apparent, (r+c-anmGs = cS+W 1)
since whatSP gains through the communication is only

e, . i )
Ey, which uniformly distributes ovegr due toey €g « The UA verifies " received from theSP-Aby:

[0, n7). (r' +c-aid)Gs Z ¢S+ W' )

_ o « By verifying Eqg. (2), theUA can investigate whether
E. Anonymous rights verifying protocol the SP-A deviated from the specification of the

The SAcommunicates with th&P-Athrough theUA to protocol. B
verify the access rights of the user carrying 8R-A In « If the UA successfully venﬁe; Eq. (2), an attacker
the same communication, tf&P-Aexamines, on behalf who can observe the communication betweerlthe
of SP, whether the relevar8Ais one of theSAs trusted and theSP-Acan only perform theg_uess-and-verlfy
by the SP attack, where the attacker has a list of one or more
guesses odid’'s and tests whether each guess makes

Figure 2 depicts the anonymous version of the rights
verifying protocol, which supports the following require-
ments.

Eqg. (2) hold.
o The SP-Averifies that Service Appliance is trusted

) ) ) by the SP (verifier authentication). For this purpose,
« TheSAexamines an anonymized Access ID to verify the SA and theSP-Afirst exchange a secret using

whether theSP-Aretains the secret. the Diffie-Hellman key exchange algorithm and then
« The UA randomizes all of the messages that §ie- respectively derive a MAC keyi.e. key from the
A submits to theSA in order to hide the identity of exchanged secret. TH&P-Aauthenticates th&Aby
the user. verifying the MAC generated by th8A using the
« The UA can detect if theSP-A deviates from the key,

specification of the protocol.

The protocol is designed based on the Schnorr identi- . . o
fication algorithm [23], which fulfills the condition for F. Proof of anonymity and unlinkability for V-E
perfect ZKIP (Zero-Knowledge Interactive Proof). The The following discussion asserts the anonymity and
difference between our scheme from the original Schnorunlinkability of the communication between tt8A and
scheme is that theSP selectsc from a much wider the UA.
interval [0, ng). This modification reduces the probability =~ We consider the following two cases.
of a dishonestUA cheating theSA so that it is almost If the UA successfully verifies Eq. (2), then the commu-
nonexistent, even if thBAand theUA exchange the triplet nication between th&JA and theSAis a statistical ZKIP.
(W,¢,r) of a witness, challenge and response only onceTherefore, what th&Alearns from the communication is
In exchange, this modification harms the simulatabilityonly anm but asanmuniformly distributes ovef0, ng),
of the scheme in that the simulator may not stop inthis implies that theSAlearns nothing after all.
polynomial time. To fix this deficiency, our scheme makes If UA fails to verify Eq. (2), whatSA gains through
the SP submit the cryptographic secure one-way hashthe communication are onlgnmand W. Since the two
w(c) of the challenge: prior to receiving the witnesd’.  independent random numbepsand w” uniformly dis-

By this, our scheme becomes a statistical ZKIP. tribute over[0,ng), anmand W are also independent of
The following are to be noted regarding the anonymougach other and uniformly distribute over their respective
rights verifying protocol. domains.
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SA UA SP-A
p €r [0,ns)
anm= aid — p mod ng
anm
c€r [0,ns) —
eo = w(c) = — = w' €r [0,ns)

!
¥ owEwaes
w” €r [0,ng)

WL w'Gs + W

key= w(m(aW)|c) —
e1 = w(key) &4,

— key= w(r((w’ +w'")A)|c)
Unlesseg and e; are valid, abort the
session.

— r’ = ck+ w 4+ w” mod ng
Unlessr’ is valid, abort the session.
r =714 cp mod ng

r

Unlessr is valid, abort the session. —

Figure 2. Anonymous rights verifying protocol

G. Non-anonymous rights verifying protocol small. This immediately asserts that the non-anonymity
of our protocol.

Figure 3 depicts the non-anonymous protocol for veri- X . . .
fying rights. The important differences between this non- SUPPOrting of the second requirement of unlinkability

anonymous version and the anonymous version are it due to the fact that the protocol is a statistical ZKIP, if
follows we neglect(U, s) sent in the last message to tbié.

o The UA presentsaid instead ofanmto the SA

« The SP-Asignsr’. VI. KEY TRANSFER

A. Protocol specification

The key transfer is the feature that tBé receives a
. . - secret key that th&P has generated, if, and only if, the
In terms of non-anonymity and unlinkability, the fol- g succeeds in the rights verifying protocol. That is, the
lowing are the requirements that the non-anonymouga verifies the possession &fby the SP-A and theSP-

H. Proof of non-anonymity and unlinkability for V-G

protocol for verifying rights must support. A authenticates th&A based on theSAs public key A.
o The SAcan detect if thdJA presentecanminstead Apparently, this feature augments the support for verifier
of aid. authentication.
o What SAlearns from the communication &d and Let K denote the key that th8P intends to transfer
(U, s). to the SA K satisfiesk % kS, wherex €z [0,ns) is
The following discussion asserts that the protocol givera random number that ti@P generates. For the transfer,
by Figure 3 supports the above requirements. the SPissuesL £ kG to the SA and theSArecaptures
The UA can modify the signature so that it can be K through the protocol.
verified usinganm instead ofaid. The modification is The key transfer protocol consists of an anonymous

performed only by addingu(7(U) | r')p to s, where version and a non-anonymous version, as is the same
p = aid — anmmod ng. In fact, the following equality for the rights verifying protocol. Figure 4 depicts the
holds. anonymous version.
, , In performing the protocol, th&A does not send raw
(s +w(m(U) [)p +w(x(U) [ ')anm) G L, since any observer of the communication includiny
s wrr(U) | r)S+U could also reveal<, otherwise.
1) The SA selects a randonk € [0,ng), and then

calculatesC' % \L.
2) The SAsendsC instead ofL to the SP-Avia the

However, theUA cannot modifyr’ in the same way as
it can dos, sincer’ is signed bySP-A Hence, thaJA can
cheat theSA if, and only if, it has obtained a signature

4 : UA.
to ' + ¢p by the SP-Ain the precedent conversations .
with SP-A since the Schnorr signature scheme is non- 3) fOOlrlwore%emt offz from theUA, the SAcalculates the
malleable. However, this is unlikely to happen, since the wing.
UA has to presentainm prior to receivingr’. At the K % aam-C+R
moment thatUA presentsanm the probability that the Gs
UA receivesc and r’ such that a signature to/ + cp = (0—k=p)C+(k+p)C
exists in the list of the received signatures is vanishingly % 50 % kS
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SA UA SP-A
aid
Phisnall

c€r[0,ng)

eg eg
eo = w(c) — — — w',u' €g [0,ng)
W/7U/ . /
L wEwas UL Gs

w’ v €r[0,ns)
W E WG+ W

key= w(mw(aW)|c) X
e1 = w(key) &4,
e key= w(m((w' 4+ w")A)|c)
Unlesseo and e; are valid, abort the
session.
r = ck 4+ w 4+ w” mod ng
Uy + u”’Gs mod ng
o2 s=w(m(U)|r") k+u +u” mod ng
UL was+U
Unlessr’, U, s are valid, abort the session.
r=r
Unlessr, U, s are valid, abort the ses- Pl
sion.
Figure 3. Non-nonymous rights verifying protocol
SA UA SP-A
P ER [0,%5)
anm= aid — p mod ng
CER [0, ns) anm
eo = w(c) N — =, w' €r [0,ns)
¥ W’ L WG
w"” €r [0,ns)
W E w'Gs + W
key= w(mw(aW)|c) A
e1 = w(key) @8
z,y € [0,ng)
U 9s xGs +yC
CrSET key= w(m((w +w")A)lo)
Unlessey and e; are valid, abort the
session.
R E kC
v U
&Y r' = ck+w + w” mod ng
Unlessr’ and R’ are valid, abort the session.
r =71+ cpmod ng
RER +pC
Unlessr is valid, abort the session. o

K/Q:Sanm-C+R

Figure 4. Anonymous key transfer protocol

4) Finally, theSArecapturesk’ gs (A"'mod ng)K’.  supported using the key transfer feature, since only the

A typical example of the usage &f is to use it as keys trustedSAis capable of recapturing’,

that encrypt contents of the relevant service. For example, ) ) -

let SAbe a music player that provides users with a servicd- Proof of anonymity and unlinkability

of playing back music. From the viewpoint of tH&P To supports anonymity and unlinkability, tHéA has
(e.ga record label), the clear (decrypted) music data shalio verify that R’ is the right form, or thaf®’ is identical

be processed only by theusted music players, which with £C. Otherwise, theéSP-Acould send arbitrary data
are only those music playersd, the SA that theSP- revealing the identity of the user. For this purpose, we de-
A authenticates on behalf of tI®&P. This requirement is ploys a well known method for investigating a decisional
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Diffie-Hellman tuple — a method that determines whethercontrol scheme supports “anonymity and unlinkability”,
z = zy mod n for a given quadrupldG, 2G, yG, 2G),  “verifier authentication”, and “provable security”.
whereG is an arbitrary point on an elliptic curve and
is the order ofG.

In fact, on receipt ofR’ from the SP-A the UA inves-
tigates whethef(Gg, S — aid- Gg,C, R') is a decisional

A. Efficiency
First, readers should note the following.

Diffie-Hellman quadruple, or in other words, whethgf « The efficiency of the protocol is impacted the most
is identical tokC without knowing k. For this purpose, by the calculation performed by ti&P-A since the
the UA performs the following. computing power of th&P-Ais usually restricted.

o Scalar multiplication over an elliptic curve and
equivalently modular exponentiation are much heav-
ier than any other calculation including addition over
an elliptic curve, a hash function, MAC generation
and verification, and modular addition and multipli-

1) The UA selects a pair of mutually independent
random numbers, y € [0, ng).

2) TheUA calculates/ gs xGg +yC and submitd/
to the SP-A

3) On receipt of R’ and V from the SP-A the UA

verifies Eq. (3) cation.
e In this regard, our rights verifying protocol based on
V E 2(S —aid- Gs) + yR' (3) the Schnorr zero-knowledge identification algorithm [23]

g is efficient, since th&P-Ahas to execute scalar multipli-

If the SP-Acalculatesi?’ andV correctly by R’ = kC' cation overGs only 2 times for the witnes§l” and the
andV & kU, it is apparent that the)A has successfully shared secreékey. In addition, the calculation of witnesses
verified Eq. (3). can be done prior to execution of the protocol, if Bie-

Conversely, if Eq. (3) holdsR’ %5 1C holds except A has enough room in its memory to store pre-calculated
for an almost nonexistent, small probability. This fact iswitnesses.

proven as follows. For a fixetl, there existng pairs of As for the total number of times of executing
(z,y) satisfyingU 9 2Gg + yC, since scalar multipli_cation and_the modular exponentiatio_n, our
scheme requires 6, while the schemes by Ateniese et
logg, U = + Aky mod ng. (4)  al. [13] and Camenisch et al. [17] require 22.
On the other hand, Eqg. (3) implies that In the situation \(vhere .continuall.ver'ifice}tion between
the SAand theSP-Ais required, verification is performed
logg, V = ak + ylogg, R’ mod ns. (5)  very efficiently using the shared seciesy.

Therefore, unleskg, R’ = Axk mod ng, only a single
(x,y) satisfies Eq. (5) out of thes candidates that satisfy B. Compliance to the distributed trust management model

Eq. (4). Since all what th&P-Acan know aboulz, y) It is easy to extend the protocol so that verification by
is that it satisfies Eq. (4), the probability that th#A  SAjs based on multiple service public keys and multiple
succeeds in verifying Eq. (3) with an incorre€t is only  aid. This extension is necessary to fully conform to the

=, which is vanishingly small. Blaze’s distributed trust management model [4], [5].
The deployment of this method allows the key transfer | gt (S;,0;) be the public key of the-th service { =
protocol to support anonymity and unlinkability. 1,...,k). Then, thei-th anonymized Access-IBnm is

If the UA successfully verifies Eq. (3), the SA gains defined by
no new knowledge from the communication except for
the value ofsC. In other words, since generating is anm = o; — k; — p; mod ng.
simulatablewith the knowledge onmandoC (i.e.o L),
the protocol remains a statistical ZKIP. This means that
the communication is anonymous and unlinkable. u )

What should be noted here is thatdoes not contain "= Zw(ch)(ki +pi) +wmod Gs.
any information indicating the identity of the user. For =1
example, consider the scenario whdres contained in  Therefore, theSAverifiesr by
the header of encrypted data of a music file. If a user < k ) k

For the challenge, SP-Aalculates the responseby

downloads the music file from the same site where they Zw(c|¢)anm +r)Gs L2 ZW(C\i)Si +W.
purchasedid, the site {.e. the SP) has the opportunity to i=1 i=1

generateL so that it indicates the identity of the user.

Thus, to protect his/her own privacy, the user should

acquire music file data through procedures completely

separate from the procedures used for purchasidg
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