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Abstract— Recently, Wang et al. proposed a set of double 
auction protocols with full privacy protection based on 
distributed ElGamal encryption. Unfortunately, their 
protocols are expensive in computation, and are not robust 
in dealing with system malfunction or user misbehavior. In 
this paper, we propose a secure and practical double auction 
protocols based on a hybrid trust model, where computation 
load is distributed to buyers and sellers while a semi-trusted 
manager handles the registration phase. A prominent 
feature of the proposed protocol is its high robustness, 
achieved by using a publicly verifiable secret sharing 
scheme with threshold access structure. 
 
Index Terms—Double auction, security, trust model 
 

I.  INTRODUCTION 

Currently, many auction services exist on the Internet 
that satisfies a variety of requirements. Auction protocols 
can be classified into two types, namely one-sided 
auction protocols in which a single seller (or buyer) 
accepts bids from multiple buyers (or sellers), and two-
sided or double auction protocols in which multiple 
buyers and sellers are permitted to bid/ask1 for designated 
goods [1]. For one-sided auctions, such as English 
auction, Vickrey auction and sealed-bid auction, there 
have been many papers in the literature considering 
various security properties [2,3]. However, not much 
research has been done regarding the security issues in 
double auctions. 

Recently, Wang and Leung proposed a set of double 
auction protocols with full privacy protection [4], in 
which trust and computation are distributed among sellers 
and buyers themselves. 

Although their protocols possess good security 
properties, they are expensive in computation and weak 
in robustness. Specifically, to identify the winning buyers 

                                                           
1 We use the term bid  for a buyer's declaration of value, and ask for a 
seller's declaration of value. 

and sellers in an auction after the determination of the 
trading price, all participating buyers and sellers are 
required to perform a distributed ElGamal decryption. 

The auction process fails even if only one seller or 
buyer does not contribute to the distributed decryption. 
This requirement is apparently too strong and therefore 
impractical - lost or failed buyers and sellers may refuse 
to corporate or drop out from the auction session early; 
even if all buyers and sellers are willing to perform the 
distributed decryption, they may be cut off from the 
auction session due to system or network malfunctions. 

In this paper, we propose a secure, efficient and highly 
robust double auction protocols based on McAfee’s and 
Yokoo’s protocols. The high robustness of the protocols 
is realized by using a publicly verifiable secret sharing 
scheme with threshold access structure. In our protocols, 
the computation related to the determination of winning 
traders is distributed to all the buyers and sellers; 
however, a participation of a subset of buyers and sellers 
is sufficient for an auction session to be successfully 
completed. In addition, to meet most of the properties for 
a secure double auction, we employ a semi-trusted 
manager who is only trusted not to disclose the 
pseudonyms of participants until the announcement stage 
of winners. 

The rest of this paper is structured as follows. Section 
2 specifies the requirements for secure double auctions 
and introduces our assumptions. Section 3 reviews the 
necessary cryptographic primitives, and Section 4 
presents our secure and practical double auction protocols. 
We analyze security and efficiency of our protocols in 
Section 5, and discuss the characteristics of TPD protocol 
in Section 6. Finally, Section 7 contains our conclusions.  

II.  REQUIREMNETS AND ASSUMPTIONS 

A. Requirements for Secure Double Auction 
Security requirements for secure double auctions are 

similar to these for one-sided auctions. The following 
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properties that are desirable in secure electronic auction 
systems have been identified in the literature [5]. 

 
- Anonymity: During the auction process, identities 

of participants remain confidential except winners 
identification or user misbehavior. 

- Impossibility of Impersonation: No one can 
impersonate any other traders. 

- Robustness and Correctness: Malicious behavior 
of any party should not collapse the system or lead 
to an incorrect result. That is, if some party acts 
honestly, the correct trading price and winners will 
be identified according to auction rules. 

- Non-repudiation: All participants including the 
winning and lost buyers/sellers cannot deny that 
they have submitted bids/asks. 

- Public Verifiability: Everybody can verify the 
validity of asks/bids and can confirm whether 
asks/bids are submitted from valid participants or 
not. 

B. Assumptions and Model 
In most of the previous secure auction protocols, trust 

models can be classified into three types. In the threshold 
trust model, there are m  auctioneers, out of which a 
fraction are assumed to be trustworthy [6]. The third-
party trust model assumes a third party who is not fully 
trusted but does not collude with other parties including 
auctioneers [7]. The buyer/seller self-resolving model 
distributes trust to all the buyers/sellers [8]. These models 
might be selected based on the security requirements and 
the application environments. However, any of these trust 
models alone cannot achieve most of the properties for 
secure double auction. 

In our proposed double auction protocols, we employ a 
hybrid model with the relevant assumptions. First, we 
distribute both trust and computation for the 
determination of winners and trading price to buyers and 
sellers themselves. With a publicly verifiable secret 
sharing scheme based on a threshold access structure, the 
proposed auction protocols work well even if some 
buyers or sellers do not fully corporate in an auction 
process due to an unstable network or malicious 
behaviors, so that it can achieve flexibility and robustness. 
Second, we make use of a semi-trusted manager who is 
assumed not to release the pseudonyms of participants 
except at the winner announcement stage or because of 
user misbehavior. The manager may impersonate a valid 
trader and illegally attend an auction using an auction 
ticket of other participants. However, the manager's 
action can be monitored by buyers and sellers, thus his 
misbehavior can be detected.  

III.  CRYPTOGRAPHIC PRIMITIVES 

A. Signature of Knowledge 
We use the signature of knowledge introduced by B. 

Lee et al. [9] as anonymous signature, in which they 
extended the signature of knowledge discrete logarithm 
introduced by Camenisch and Stadler [10]. 

That is, it can be used as an anonymous signature if 
),( rr gy  are challenged for a secret random number 

qZr∈  instead of ),( gy  of Camenisch and Stadler' 

scheme. The signer computes ),( sc  satisfying 

))()(( crsrrr yggymc ⋅=  for challenged ),( rr gy . We 

denote this signature as 
        ),]()(:[ mgyxSKV xrr ==                  (1) 
where SK represents both the proof of knowledge of 

the private key x and a signature on message m. Readers 
are refereed to [9] for the technical details. 

B. PVSS Scheme 
The proposed protocols require a publicly verifiable 

secret sharing (PVSS) scheme rather than a verifiable 
secret sharing (VSS) scheme [11]. In a VSS scheme, the 
objective is to resist malicious players such as 

 
- a dealer sending incorrect shares to some or all of 

the participants, and 
- participants submitting incorrect shares during the 

reconstruction phase. 
 
In a PVSS scheme, however, it is an explicit goal that 

not just the participants can verify their own shares, but 
that anybody can verify that the participants received 
correct shares [12]. To allow for public verifiability in 
double auction, we employ Schoenmakers' PVSS [13] 
which is much simpler than other schemes [12,14]. 
Readers are refereed to [13] for technical details.  

C. McAfee’s Protocol 
The first of our proposed double auction protocols is 

based on McAfee's PMD protocol [15]. We first review 
PMD protocol. Let declared buyers' evaluations (bids) be 

mbb ,...,1 and declared sellers' evaluations (asks) 
be nss ,...,1 , where 

)()2()1( mbbb ≥≥≥ L  and )()2()1( nsss ≤≤≤ L . 
Please note the different orderings for buyers' and 

sellers' evaluations. We use the notation i  for the i -th 
highest evaluation value of buyers and the i -th lowest 
evaluation value of sellers. Choose k  so that )()( kk sb ≥  

and )1()1( ++ < kk sb  hold. Since for (1) to k , the evaluation 
value of the buyers is larger than that of the sellers, at 
most k  trades are possible. The candidate of a trading 
price tp  is defined as 

)(
2
1

)1()1( ++ += kkt sbp .    (2) 

The PMD protocol works as follows, 
1. If )()( ktk bps ≤≤  holds, the buyers/sellers form (1) 

to )(k  trade at price tp . 
2. If )(kt bp >  or )(kt sp <  holds, the buyers/sellers 

from (1) to )1( −k  trade. Each buyer pays )(kb , and 

each seller gets )(ks . 
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If the second condition holds, since the price for 
buyers  )(kb  is larger than the price for sellers )(ks , the 

amount )()1( )()( kk sbk −⋅− is left over. It is usually 
assumed that the auctioneer receives this amount. In our 
protocol, the manager receives this amount. This protocol 
is proven to be dominant-strategy incentive compatible if 
there is no false-name bid. Since our double auction 
protocol prevents malicious buyers and sellers from 
submitting false bids and asks by non-repudiation, and 
removes them before the determination of the trading 
price and winners, our protocol is obviously dominant-
strategy incentive compatible.  

D. Yokoo’s Protocol 
The second of our proposed double auction protocols 

is based on Yokoo’s TPD protocol [16], which is a robust 
extension to the PMD protocol against false name bids. 
We review the TPD protocol in short. 

First, the auctioneer determines a threshold price r . 
Auctioneer is a non-trading agent who does not desire to 
buy or sell the goods. He determines this threshold price 
without consulting the declared valuation of buyers and 
sellers. The declared buyers’ valuations are mbb ,...,1  and 
declared sellers’ valuations are nss ,...,1 , where 

 

 
.

,

)()1()()1(

)()1()()1(

njj

mii

ssrss
bbrbb

≤≤<≤≤
≥≥>≥≥≥

+

+

LL

LL
   (3) 

 
TPD protocol is defined as follows, 

1. When ji = : the buyers and sellers from (1) to )(i  
trade at the price .r  

2. When ji > : the buyers and sellers from (t) to )( j  
trade. Each buyer pays )1( +jb  and each seller gets .r  

The auctioneer gets the amount of )( )1( rbj j −+ . 

3. When ji <  : the buyers and sellers from (1) to )(i  
trade. Each buyer pays r  and each seller gets )1( +is . 

The auctioneer gets the amount of )( )1( +− isri . 

IV. PROPOSED DOUBLE AUCTION PROTOCOL 

The double auction process, to be presented below, 
consists of the following four phases: system set-up, 
registration, bid/ask submission, and bid/ask opening.  

A. Notations 

iB  is the identity of i -th buyer for 1...,1,0 −= mi  and 

jS  is the identity of j -th sellers for 1...,1,0 −= nj . 

ji SB TT , is auction ticket for iB , jS , respectively and 

ACert  represents the certificate of A issued by 
CA(Certification Authority). In addition, )(mSig A  means 
the digital signature of message m  generated by entity 
A , and )( 1 nmmH L  is one-way hash function with 

input strings ,,...,1 nmm  where )( 1 nmm L represents 
concatenation of n  binary strings. 

B. System Set-up 
The entities involved in the proposed double auction 

protocol include a manager M , m  buyers iB  for mZi∈  
and n  sellers jS  for nZj∈ . The role of each entity is as 
follows: 

 
Manager M  
- is in charge of the registration of buyers/sellers 

and provides each participant with an auction 
ticket as pseudonym. 

- publishes the signature scheme, the public key for 
verification of signature and the certificates. 

- announces the offer valuation range. 
- releases qG  which has a group of prime order q . 
- on behalf of participants, verifies the proofs of 

buyers and sellers in reconstruction step of 
bids/asks, and then determines the trading price 
and winners according to the auction rules. 

- publishes the original identity of participants at the 
winner announcement step or because of user 
misbehavior. 

- In case of determination of the trading price based 
on TPD protocol, he selects the threshold price .r  

 
Buyer iB  
- registers with the manager and receives an auction 

ticket 
iBT . 

- submits a bid in the submission phase, and in the 
ask opening phase, decrypts the encrypted shares 
that a seller jS  has submitted. 

 
Seller jS  
- registers with the manager and receives an auction 

ticket 
jST . 

- submits an ask in the submission phase, and  in the 
bid opening phase, decrypts the encrypted shares 
that a buyer iB  has submitted. 

 
In the proposed protocols, 4 bulletin boards are used, 

i.e., a registration bulletin board, a submission bulletin 
board, an opening bulletin board, and a winner 
announcement bulletin board. A bulletin board is a public 
communication channel which can be read by anybody 
but only be written by the legitimate party in an authentic 
way [9]. 

C. Registraion Phase 
All iB  and sellers jS  register with the manager M  as 

follows: 
1. Suppose that every buyer iB  has private key ix and 

the corresponding public key ix
i gy = certified by 

CA, where 1...,,1,0, −=∈ miZx qR  and iB  is the 
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identity information of the buyer(e.g., ID card 
number). 

2. iB chooses a random number ir  and qi Zk ∈ , and 
keeps them confidential. 

3. The buyer iB  computes )( iii krr
iii ggymHc =  and 

iiiii xckrs ⋅−⋅= −1 , where Buyer indicates that he 

wants to buy goods and )( BuyerCertBm
iBii = . 

4. iB  sends ),,,,( ii rr
iiii gyscm  to M  secretly. 

5. M  checks ))()(( iiiiii cr
i

srrr
iii yggymHc ⋅= . 

6. After verifying the correctness of ),( ii sc  and 
authenticating the buyer, the manager computes 

)( ir
ii yHh =  and )( i

r
iMi hySigv i= , generates an 

auction ticket )( ii
r
iB vhyT i

i
=  and shuffles it on the 

registration bulletin board.  
After the above registration, each buyer iB  can easily 

confirm whether his auction ticket is on that bulletin 
board or not. Because the auction ticket 

iBT  can be 

recognized only by the buyer who knows the relevant iy  
and ir  for

iBT , it could be used as a pseudonym for 
anonymity. 

Similarly, seller jS  registers with the manager M  and 

obtains her auction ticket )~~~(
~

jj
r
jS vhyT j

j
= 2  from the 

registration bulletin board. 

D. Bid/Ask-Submission Phase 
Every buyer and seller first determines their own 

evaluation for an item traded by auction. Note that the 
proposed double auction protocol assumes w  possible 
discrete bidding/asking price steps. 

First consider the submission from a buyer iB . Each 
buyer iB  chooses an evaluation weLle ...,,1, =∈ and 
selects a random polynomial )(xpi  such that 

∏
−

=

−
− ++==

1

0
0

1
1)(

t

k

t
t

k
ki xxxp ααα L ,  (4) 

where el=0α  and nt ≤ , n  is the total number of 
sellers participating in the auction. The buyer iB  keeps 
this polynomial secret. Each buyer then computes shares 

)1( +kpi  for 10 −≤≤ nk  and encrypts them using the 
auction ticket of the seller, i.e., using the anonymous 
public key jr

jy
~~  included in the auction ticket 

jST on the 

registration bulletin board. Then, the buyer iB  signs the 
encrypted shares including the pseudonym of sellers as 
follows: 

                                                           
2  To avoid the notation confusion between buyers and 
sellers, we just use the tilde symbol on some parameters 
related to sellers. 

)]()(:[ i
xrr

iiB mgyxSKV iii
i

== ,    (5) 

)))~(,())~(,(( )(~
1

)1(~
0

1
1

0
0

npr
nS

pr
Si

in
n

i yTyTm −
− −= L  (6) 

and sends the signed message 3 to the submission bulletin 
board.  

In a similar way, each seller jS  chooses the 
polynomial, computes shares and signs the message 
including both the encrypted shares and the auction 
tickets of buyers. Table 1 indicates the information 
published on the submission bulletin board after the 
bid/ask submission phase is finished 4.  

TABLE I.   

SUBMISSION BULLETIN BOARD 

Buyers Sellers 

1BT  
1BV  

1ST  
1SV  

M  M  M  M  

1−mBT  
1−mBV  

nST  
nSV  

mBT  
mBV  - - 

 

E. Bid/Ask-Opening Phase 
The bid/ask opening phase consists of the following 

four steps: decryption of encrypted shares, reconstruction 
of bid/ask, determination of the trading price, and winner 
announcement. 

 
Decryption of Encrypted Share. Each participant first 

verifies the correctness of auction tickets related to the 
entities that have sent the messages. To have a clear 
understanding, we consider a simple example. Assume 
some buyers 10 , BB and 2B encrypted their shares 

)1(),1( 10 pp  and )1(2p  using an auction ticket 
0ST  in the 

bid submission phase, and then they submitted the 
encrypted shares to the submission bulletin board. For 
decryption of encrypted shares, the seller 0S  first 
confirms whether her auction ticket exists in the 
messages that the buyers submitted to the submission 
bulletin board. 

After checking the integrity of her own auction ticket, 
she verifies the correctness of the auction tickets 

10
, BB TT  

and 
2BT  corresponding to the buyers 10 , BB  and 2B , 

respectively. If the verification is correct, she decrypts the 
encrypted shares )1(~

0
)1(~

0
1000 )~(,)~( prpr yy and )1(~

0
20 )~( pry using 

her secret keys 0
~x  and 0

~r  as follows: 

                                                           
3  The buyer iB  should prove the correctness of the 
encrypted shares using the methods such as Chaum’s 
proof of equality of discrete logarithm [11] or DLEQ 
protocol [13]. 
 
4  We assume that the total number of buyers m  is larger 
than the total number of sellers n . 

36 JOURNAL OF COMPUTERS, VOL. 1, NO. 2, MAY 2006

© 2006 ACADEMY PUBLISHER



)1(~~/1)1(~~~~/1)1(~
0

)1(~~/1)1(~~~~/1)1(~
0

)1(~~/1)1(~~~~/1)1(~
0

2002000020

1001000010

0000000000

))(())~((
))(())~((
))(())~((

prxprxrxpr

prxprxrxpr

prxprxrxpr

ggy
ggy
ggy

==

==

==

⋅⋅⋅

⋅⋅⋅

⋅⋅⋅

  (7) 

After decrypting the encrypted shares, the seller 
0S signs the decrypted shares and releases the signed 

messages 5  to the opening bulletin board as follows:                        
   ),~]()(~:~[ 0

~~~
00

000
0

mgyxSKV xrr
S ==    (8) 

)),(),(),((~ )1()1()1(
0

2
2

1
1

0
0

p
B

p
B

p
B gTgTgTm =   (9) 

Now, consider the decryption for the encrypted shares 
of sellers in a generalized case. Like the seller in the 
previous example, each buyer iB  verifies the messages 
and auction tickets of sellers and decrypts the shares 
encrypted by them. Then he signs the message 

)),(),(( )1(~)1(~
1

1
0

0

++ −
−

= ip
S

ip
Si

n
n

gTgTm L , where mZi∈ , 

and publishes it on the opening bulletin board. 
 
Reconstruction of Bid/Ask. To recover an evaluation of 

each participant, at least t  correctly decrypted shares are 
needed. After verifying the messages and proofs of sellers 
submitted in the previous step, on behalf of participants, 
the manager M  recovers the evaluation el  of buyer iB  
using Lagrange interpolation(Suppose that t  sellers 
produce correct values for ,)(kpig  for tk ...,,1= ): 

 ,)(
1

)0()()( 1∏
=

∑ == =

t

k

pkpkp ik
t
k iki ggg λλ            (10) 

where ∏ ≠ −
=

kjk kj
jλ  is a Lagrange coefficient and 

ei lp =)0( . Because the manager holds w  discrete 
bidding/asking prices in the system set-up phase, he can 
pre-compute elg  for we ,...,1=  so that he gets the 

evaluation el  of the buyer from the above value )0(ipg .  
In the same way, the manager recovers the evaluation of 
each seller jS . 

 
Determination of the Trading Price. In this step, the 

trading price can be determined into two types according 
to McAfee’s and Yokoo’s protocol.  

First, assume that the determination of the trading price 
is based on McAfee’s PMD protocol. Let fSB  be the set 
of auction tickets corresponding to buyers who have 
bidden at the price wfl f ,...,1, = . Also, fSS indicates 
the set of auction tickets related to sellers who have asked 
at the price fl . For the reverse ordering of McAfee's 

                                                           
5  The signed message must include the proof that the 
decrypted shares are correctly computed, which is 
possible by a zero-knowledge such as DLEQ protocol 
[13] or Chaum's proof of equality of discrete logarithm 
[11]. 

protocol, let )(is  denote the representing ask of the set 

fSS  and )(ib  denote the representing bid of the set 

wiSB f ,...,1, = . We use the notation )(i  for the i -th 

highest evaluation value of fSB  and the i -th lowest 

evaluation value of fSS . At this time, the order statistics 
are as follows. 

 

 
 

Note that mSB
w

f f =∑ =1
(total number of buyers) and 

nSS
w

f f =∑ =1
 (total number of sellers), where fSB  

and fSS  are size of sets fSB  and fSS , respectively.  

Now, the manager determines the trading price. That is, 
he first chooses a k  such that )()( kk bs ≤  and 

)1()1( ++ > kk bs , then defines the candidate of a trading 

price )(
2
1

)1()1( ++ += kkt sbp . The protocol is defined as 

follows. 
 

1. If )()( ktk bps ≤≤  holds, each buyer fSB for 

wkwf ,...,1+−= and each seller fSS  for 

kf ,...,1=  trade at price tp . In other words, those 
buyers whose bids are equal to or higher than )(kb  
trade with those sellers whose asks are equal to or 
lower than )(ks . 

2. If )(kt bp >  or )(kt sp <  holds, fSB for 

wkwf ,...,−= and fSS  for 1,...,1 −= kf  trade, 
which means those buyers whose bids are equal to or 
higher than )1( −kb  trade with those sellers whose 

asks are equal to or lower than )1( −ks . Each buyer 

pays )(kb  and each seller gets )(ks . 
 
Second, suppose that the determination of the trading 

price is based on Yokoo’s TPD protocol that is proven to 
be a dominant-strategy incentive compatible protocol 
even if participants might submit false-name bid. Like the 
first type based on McAfee’s PMD protocol, let fSB  be 
the set of auction tickets corresponding to buyers who 
have bidden at the price .,...,1, wfl f =  Also, 

fSS indicates the set of auction tickets related to sellers 

who have asked at the price fl . Since Yokoo’s TPD 

protocol is based on the reverse ordering, let )(is  denote 

the representing ask of the set fSS  and )(ib  denote the 
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representing bid of the set wiSB f ,...,1, = . We use the 

notation )(i  for the i -th highest evaluation value of fSB  

and the i -th lowest evaluation value of fSS . At this time, 
the order statistics are as follows. 

 

 
 

Note that the manager chooses the threshold price r  
before buyers/sellers attend an auction. Note that 

mSB
w

f f =∑ =1
(total number of buyers) and 

nSS
w

f f =∑ =1
 (total number of sellers), where fSB  

and fSS  are size of sets fSB  and fSS , respectively.  

Now, according to TPD protocol, the trading price is 
determined as follows: 
 
1. When ,kj =  fSB  for wjwf ...,,1+−= and fSS  

for jf ...,,1=  trade at the price .r  
2. When ,kj >  fSB  for wkwf ...,,1+−= and fSS  

for kf ...,,1=  trade. The set of buyers, fSB  

for wkwf ...,,1+−= , pays  )1( +kb  and each seller 

fSS  for kf ...,,1=  gets .r  At this time, the 

auctioneer gets the number of ).( )1( rbk k −+  

3. When ,kj <  fSB  for wjwf ...,,1+−=  and fSS  

for jf ...,,1=  trade. Each buyer fSB  

for wjwf ...,,1+−= , pays  r  and each seller gets 

)1( +js . At this time, the auctioneer gets the number 

of ).( )1( +− jsrj  
 

Winner Announcement. After determining the winning 
sets, the manager releases the original identities of the 
winners on the winning announcement bulletin board. For 
public verification, he publishes the information 

),,),(,,(
i

ii
i B

rr
iBiiii TgyBuyerCertBmsc =  related to  

registration of winning buyers. Note that ),,( iii msc  are 
values used to authenticate an identity. Therefore, all 
entities including the lost participants or observers can 
identify the winning buyers. In the same way, the 
manager releases the registration information 
corresponding to the winning sellers, so that any entities 
can identify the winners. 

V. ANALYSIS 

In this section, we perform an informal analysis of our 
protocols with respect to security and efficiency. 

A. Security 
Anonymity. We have assumed the semi-trusted 

manager who does not open the real identity during the 
auction process except at the winner announcement step 
or because of user misbehavior, while he may try to 
illegally attend an auction by impersonating other 
participants. Thus, as long as the manager does not open 
the real identity, the anonymity is guaranteed by the 
following Lemma 1. 

 
Lemma 1. Nobody, except the manager, can associate 

an auction ticket 
ji SB TT ,  with the real identity ji SB ,  of 

buyer or seller, respectively.  
 
Proof: An auction ticket is in the form of )( vhyT r= , 

where )( ryHh = , )( hySigv r
M=  and xgy = , and it 

does not include the identity information. That is, to 
recover the original ID , one has to be able to at least find 
the parameter y  from anonymous public key ry . Since 
the manager does not release the public key y , the only 
way to break anonymity is to find the private key x  from 

rxg ⋅ and compute xgy = , then finally compare it with 
some certificate lists 6. However, this is to solve discrete 
logarithm problem, and it is also too difficult to 
determine a correct x because another random secret 
number r  is used. 

 
Impossibility of Impersonation. Since an anonymity 

service is provided in the proposed double auction 
protocol, an entity may try to illegally submit a faked bid 
or ask and impersonate a legal entity using the auction 
ticket of other participants. However, impersonation is 
technically impossible in our scheme, as shown in the 
following Theorem 1. 

To induce Theorem 1, we first prove the following 
lemmas. 

 
Lemma 2. If solving the discrete logarithm problem is 

hard under a group for the given quintuplet 
),,,,( scgym rr , where x  is the secret key and )( xgy =  

is the public key, finding random element k  of the group 
satisfying both )( krr ggymHc = and xckrs ⋅−⋅= −1  

is equivalent to the difficulty of the discrete logarithm 
problem. 

 
Proof: It is straightforward to show the proof. Since we 

do not know the value of x  and r  from rxg )(  by the 
intractability of DLP under a group that solving DLP is 
hard in the polynomial time and k  is also random 
elements, the only way to get k  is to find the discrete 

                                                           
6 We also consider the case that y and the corresponding 
certificate have been released in another auction, so that 
people have some lists related to them. 
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logarithm of )))(())(( crxsr gg ⋅  such that 

)))(())(( crxsrk ggg ⋅= . It leads to solve DLP again. 
 
Lemma 3. An attacker who intercepts the valid 

signature information, ),( rr gy , of another entity and 
then injects the faked bid or ask cannot generate a valid 
signature. 

 
Proof: Suppose an attacker can generate a valid 

signature ),( sc ′′  to inject a faked bid or ask message m′  

using the intercepted valid value ),( rr gy . The attacker 

then releases ),,,,( rr gyscm ′′′  on the submission bulletin 
board, so that he can impersonate an entity corresponding  
to the parameter ry . To pass successful signature 
verification, the following equation should be satisfied: 

))()(( crsrrr yggymHc ′′ ⋅′=′                (11) 

That is, the attacker generates c′  as follows: 
   

  )( krr ggymHc ′′=′                (12) 

From equations (9), (10) the following equations are 
induced: 

 rxcsrcrsrk gygg ⋅⋅+′⋅′′′ =⋅= )()(                 (13) 
From equation (13), we know that the attacker needs to 

generate k ′  such that rxcsrk ⋅⋅′+′⋅=′ . However, the 
only way to get both r  and x  is to find the discrete 
logarithm of rg , and then to solve another discrete 

logarithm problem of xrrxr ggy )()( == , respectively. 
Since this is contradictory to the intractability of DLP 
under a group, our assumption that an attacker can 
generate a valid signature using the parameters ),( rr gy  
of another entity is not valid. 

 
Lemma 4. The manager also cannot impersonate a 

valid trader. 
 
Proof: his can be proved straightforwardly by means of 

Lemmas 2 and 3, so we will omit the detailed proof. 
From Lemmas 2, 3 and 4, we can induce the following 
security theorem. 

 
Theorem 1. In our proposed double auction protocols, 

nobody, not even manager, can forge the valid signature 
to submit a faked bid or ask, so that he cannot 
impersonate other entities. 

 
Non-repudiation. Every trader, who has his unique key 

pair i.e., private key x  and the corresponding public 
key y  certified by CA, signs all messages related to bid 
or ask information. Thus, we can also induce the 
following theorem by the foregoing sentence and 
Theorem 1. 

 

Theorem 2. In the proposed schemes, every entity 
participating in auction process cannot deny that he has 
submitted ask or bid. 

 
Robustness and Correctness. Even though some buyers 

and sellers cannot participate in or are dropped from an 
auction process due to an unstable network environment 
or their misbehavior, the proposed auction protocol still 
works well as long as at least t  sellers and buyers among 
n  sellers and m  buyers are able to honestly attend an 
auction process. This robustness and correctness, which 
is a major property being emphasized in our protocol, is 
satisfied by the threshold access structure, and the 
evaluation of participants is obtained by using Lagrange 
interpolation as follows: 

 ,)( )0(

1

)()( 1 p
t

k

kpkp ggg
t

k kk ==∏
=

∑ =
λλ             (14) 

where ∏ ≠ −
=

kik ki
iλ  is a Lagrange coefficient and 

elp =)0( . 
 

Public Verifiability. In the proposed protocol, any one 
can check the validity of submitted signatures and offers 
from traders. This is achieved by the publicly verifiable 
secret sharing scheme, the signature of knowledge, and 
some zero-knowledge proofs. 

B. Efficiency 
Communication. Our protocols have very low 

communication overheads: one round for registration, one 
round for bid/ask submission, one round for bid/ask 
opening, one round for determining the trading price and 
winners. 

 
Computation. In terms of computation overheads, we 

compare the proposed protocols with Wang et al.’s 
protocols [4], because both schemes are based on 
McAfee's PMD and Yokoo’s TPD protocols. Excluding 
the computational cost of registration, we only consider 
the cost from the bid/ask submission phase to the bid/ask 
opening phase. The computational cost is considered in 
terms of modular arithmetic, including modular 
exponentiation )(E and modular multiplication ),(M and 
zero-knowledge )(ZK for proving the correctness of 
private key, encrypted shares and decrypted shares. We 
assume that both protocols use the same zero-knowledge.  

Table 2 represents the total computational overheads, 
from which we can see the price w  has no effect on the 
computational overheads in our protocols. As a result, our 
protocols are more efficient than Wang et al’s protocols, 
especially when w  becomes large, where m  and n  are 
the number of buyers and sellers, respectively. 

Note that in the proposed two protocols, there is no 
difference in terms of computation loads even though the 
trading price of protocols are based on McAfee’s MCD 
and Yokoo’s TPD protocols, respectively. That is, the 
process for the determination of trading price does not 
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give the computational loads buyers, sellers and manager 
directly.  

 
TABLE II.   

COMPUTATION COMPARISON 

Computational cost Wand and Leung’s  
protocols 

Proposed 
protocols 

E  mw2  mn3  

M  mw3  m2  Buyer 

ZK  )12( +mw  mn2  

E  nw2  mn3  

M  nw3  n2  Sellers 

ZK  )12( +nw  mn2  

E  - t2  

Manager 
M  

)1(
)1()1{(2

+++
−+−

nmw
mm ww

 - 

 

VI. DISCUSSIONS 

We proposed two double auction protocols according 
to the determination of the trading price, which are based 
on McAfee’s MCD and Yokoo’s TPD protocols, 
respectively. The TPD protocol is the first non-trivial 
double auction protocol that is dominant-strategy 
incentive compatible even if participants can submit 
false-name bids [16]. However, the TPD protocol has 
some weakness. One limitation is that the revenue of the 
auctioneer becomes large compared with the MCD 
protocol. This fact is not desirable, since if the revenue of 
the auctioneer is large, the buyers/sellers are discouraged 
from participating in trading. The auctioneer cannot 
simply return the revenue to the participants since it will 
affect incentives of participants [17]. Another weakness 
is that the auctioneer may desire to make more profit by 
choosing the relevant threshold price r  even though he 
cannot attend an auction process. We give an example 
where the earnings of the auctioneer and the number of 
traders change with the threshold price r . 

 
Example1. Let us assume the true valuation of buyers 

and sellers are as follows. 
 
- Buyers’ valuations: 4789 >>>  
- Sellers’ valuations: 12432 <<<  

 
1. When the auctioneer chooses ,6=r because this 

corresponds to case (1) of TPD protocol, the buyers 
and sellers from (1) to (3) trade at the price 6=r . At 
this time, the auctioneer cannot have any profit by 
the rules of TPD protocol. 

2. When the auctioneer chooses ,5.3=r  because this 
corresponds to case (2) of TPD protocol, the buyers 
and sellers from (1) to (2) trade. Each seller gets the 
threshold price 5.3=r  and each buyer pays 7. At 
this time, the auctioneer gets the profit 

.7)5.37(2 =−⋅  

3. When the auctioneer selects ,5.8=r  because this 
corresponds to case (3) of TPD protocol, only buyer 
and seller can trade. The buyer pays the threshold 
price 5.8=r  and the seller gets 3. At this time, the 
auctioneers gets the profit .5.5)35.8(1 =−⋅  

 
In the above example, the auctioneer’s profit depends 

on his choice of the threshold price ,r so that the 
auctioneer will determine the threshold price r  as 3.5 to 
get the maximum profit. (In fact, the auctioneer can 
choose another threshold price r  by considering not only 
above 3 cases but also other cases.)   

In TPD protocol, since the threshold price is released 
after all participants have bidden, the auctioneer can 
choose the relevant r  to make more earnings. His action 
can determine not only his own earnings but also the 
number of traders. That is, the number of traders 
including both winning buyers and sellers is 6, 4, 2 in 
cases (1), (2), (3), respectively. Even though many buyers 
and sellers participate in the auction process, the number 
of traders can be limited by the auctioneer due to his 
profit. In fact, this property is not desirable because the 
trading price does not depend on the demand and supply 
of buyers and sellers but is determined by the auctioneer's 
profit. 

VII. CONCLUSION 

We presented secure and practical double auction 
protocols with hybrid trust model under realistic 
assumptions, which are based on McAfee's and Yokoo’s 
protocols. As a threshold access structure is used, even if 
some participants dropped out of the auction process 
early due to an unstable network or misbehavior, the 
proposed protocols are still able to be successfully 
completed. Our proposal satisfies most properties for 
secure double auction, and is relatively efficient in terms 
of computation and communication. 
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