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Abstract— In this paper we introduce two operations of
access structure to build large monotone span programs
MSPs from small MSPs. Furthermore, we point out a new
method of constructing secret sharing schemes realizing any
access structure, using MSPs.
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I. INTRODUCTION

Secret sharing schemes are methods designed to split a
secret among a group of participants in such a way that
the secret can be reconstructed only by specified groups
of participant (called authorized sets) while unauthorized
groups of participants cannot do so. The scheme is called
perfect if any unauthorized group, even if they pool their
shares, has no any information about the secret (in the
information-theoretic sense). Let P={pi1,p2,...,pn} be
the set of participants. The family of authorized subsets
' C 27 is called the access structure, which is closed
under teking supersets (A e '’ AC B= B eT). The
set of minimal elements in T, denoted by I'y, uniquely
determines the access structure I" and is called the basis
of I'. The family of unauthorized subsets A C 2F
is sometimes caled the adversary structure, which is
monotonically decreasing: A € AJA D B = B € A.
The set of maximal elements in A, denoted by AT,
uniquely determines the structure of A. It is obvious that
' N A=(). If the union of T and A is equal to 27 (so I’
is equal to A¢, the complement of A), then we say the
access structure is complete. The dual access structure I'*
of an access structure I" defined on P is the collection of
sets A C P such that P\ A=A° € A.

A particular class of secret sharing schemes is that of
(t,n) threshold schemes which were introduced indepen-
dently by Blakley [1] and Shamir [3], where the (¢,n)
threshold access structure consists of al subsets of P
with at least t out of n participants. That is, To={A|A C
P,|A| = t}. When t = n the (n,n) threshold access
structure only consists of P. Monotone span programs
(MSPs) were introduced by Karchmer and Wigderson[8]
to construct (¢, n) threshold schemes. In what follows, for
short we shall denote a (¢,n) threshold access structure
smply by (t,n).
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It is obvious that there are large numbers of access
structures defined on the set of participants, P. The
problem is whether there exists secret sharing scheme
realizing any access structure. In fact, this problem has
been solved by M.Ito, A.Saito, T.Nishizeki[8]. But in
this paper we mainly study the +(sum) and x (product)
operations of access structures in order to construct large
MSPs from small MSPs and present a new solution of
constructing secret sharing scheme realizing any access
structure.

The paper is organized as follows. In Section Il we
recall the concepts related to secret sharing schemes and
give the definition of the monotone span program (MSP).
We aso define various operations for the general access
structure and show how to use the MSP to realize a (t,n)-
threshold scheme. In Section |1l we give a construction
of secret sharing schemes with general access structures
from the M SPs, using the operations on access structures
introduced. Finally we conclude the work in Section 1V .

Il. PRELIMINARIES

Definition 1. [4] Suppose we have a perfect secret sharing
scheme realizing an access structure I'. The information
rate for p; the ratio

i = log, |K|
" (logy [S(pi)])’
where K is set of all possible secrets for the perfect secret
sharing scheme and S(p;) is set of all possible shares for

p; € P. The information rate of the scheme is denoted
by p and is defined as

p=min{p;: 1 <i<n}.

The motivation for this definition is as follows. Since
the key K comes from a finite set 1, we can think
of K as being represented by a bit-string of length
log, |K], by using a binary encoding, for example. In a
similar way, a share given to p; can be represented by a
bit-string of length log, |S(p;)|. Intuitively, p; receives
log, |S(pi)| bits of information( in his or her share), but
the information content of the key islog, |K| bits. Thus
p; is the ratio of the number of bits in a share to the
number of bits in a share to the number of bits in the
key. A secret sharing scheme is called ideal if p = 1.
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Notice that in general we always have p < 1. An access
structure T' is called ideal if there is an ideal scheme
realizing it.

Definition 2. [5]A Monotone Span Program (MSP) M
is a quadruple (F,M, 7 o), where F is a finite field, M
is a matrix (with m rows and d < m columns) over F,
e:{1,...,m} —{1,...,n} is a surjection function and
7 is a fixed non-zero vector, called target vector. The
size of M is the number of rows, m, and is denoted as
size(M).

As ¢ labels each row with anumber ¢ from {1, ..., m},
corresponding to participant P, ;y, we can think of each
participant as being the “owner” of one or more rows.
Also consider a “function” from {p1,p2,...,pn} 10 {
1,..., m}, which gives for every participant p; the set of
rows owned by him (denoted by &(p;)). In other words,
¢ can be viewed as the “inverse” of . For any set of
participants A C P, let M 4 be the submatrix consisting
of the rows these participants own in M. But we should
stay aware of the difference between M4 for A C P and
for AC{1,...,m}.

An MSPis said to compute the access structure I when
T e Im((M4)T) if and only if A is a member of T
In other words the participants in A can construct the
secret if and only if the target vector is the transposition
of some linear combination of the rows they own. We say
that A is accepted by M if and only if A € T". Otherwise
we say A is rejected by M. Note that the change of
the basis for the vector space will result in changing the
target vector as well: If (F, M, T, ¢) computes the
access structure T' then for any invertible matrix B with
appropriate dimensions (F, M BT, BT, ©) computes the
same access structureI', sincefor all A ¢ P thefollowing
holds:

T e Im((Ma)") < BT e Im((MBT)4)T).

Remark 1: In this paper, T' stands for the transposition
of a matrix or vector.

Remark 2: Im((Ma)T) is the space of the transposition
of al linear combinations of rows participants own in A.

Remark 3: 7 € Im((Ma)T) < 3 z € F4,
= (Ma)Tz < V dxd invertible matrix B, B
B(Ma)'z) = (MaB")")z = (MB")a)"z <=
Bt e Im((MBT)4)T).

T
T=

Theorem 1. [3,5]Any (¢,n)-threshold access structure
defined on P={p1,p2,...,pn} can be computed by MSP
(F, M, &, ¢) with the matrix of size n. e= [1,0,...,0]"
e Ftox; € F,1<4<n,

2 t—1
1z xy - a3 P1
2 t—1
1 xo x5 - x4 b2
M = ) :
2 t—1
1 =z, z Ty, Pn
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Definition 3. [2,6]Assume I'; and T’ are defined on P,
and P, respectively. Then one can definethe sumT'y + 15
and the product I'; x I'y as the monotone access structures
defined on P, U P, such that for A C P U P,

AceTl1+ T« ANP,el'yor ANP, €Ty.
Ael i xTy<—= ANP, el and ANP, €.

Remark: Naturally, the definition above can be extended
to the case of more than two access structures, Assume
'y, g, ..., T, aredefined on Py, Ps, .. ., P, respectively.
I+D9+. . 41, andT'y xT'y ... x I, are defined on P, U
P,U...UP, asfollows, for AC PLUP,U...UP,.

Aeli+T9+... 4+, <= ANnP el or ANk, €
I'sor ... or ANP, €T,,.

Ael | xTy.. xI'y <= AnPiecTiand ANP €
I'sand ... and ANP, el,.

In the below Theorem 2 and Theorem 3, we set the
target vector 7 of their MSPsto ¢ := [1,0,...,0]7.

Theorem 2. [5,6]Let T'; and I'; be monotone access
structures defined on P, and P, with MSPs M of size
my and M, of size mo respectively. Then there exists an
MSP M of size m; + mo that computes the sum 'y + .

Remark 1: Suppose M7, M- be corresponding matrices
with MSPs My, My. Let My = (uy, MY, My =
(ug, MSY), where uy,uy are their first columns. Then
the MSP M with the matrix

fw M® 0

M=1u 0o M@

computesthe sum I'; +T's. Note that M isa (mq +msz) %
(d1 + d2 — 1) matrix, and the labelling of M is carried
over in a natural way from M; and M..

Remark 2: Given monotone access structuresI'y, ..., I,
with MSPs M; of size m;, we can obtain an MSP of size
mi+meo—+...+m, by applying Theorem 2 m—1 times.

Theorem 3. [6] Let I'; and I'; be monotone access
structures defined on P, and P, with MSPs M of size
my and My of size my respectively. Then there exists
an MSP M of size m; + mo computing the product
Fl X FQ.

Remark 1: Suppose M;, M, be corresponding matrices
with MSPs My, M. Let My = (uy, MY, My =
(uz, M), where uy,uy are their first columns. Then
the MSP M with the matrix
up —Uux
0 U 0

MO 0
M= M@
computes the product I'; x I';. Note that M is a
(m1 +mg) X (dy + dz) matrix, and the labelling of M
is carried over in a natural way from M; and M..
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Remark 2: Given monotone access structuresI'y, ..., T,
with MSPs M; of size m;, we can obtain an MSP of size
mi1+ms+...+m, by applying Theorem 3 m — 1 times.

Remark 3: Given monotone access structures I'q, ...,
I',., with MSPs M; of size m;, we can obtain an MSP of
sizemi +mg+...+m, computing I'y « T'g % ... % T (x
is either + or x) by applying Theorem 2 and Theorem 3
finite times.

I1l. THE OPERATION

In this section, we study two operations on the
access structures: +(sum) and x (product).

Lemma 1. [7] If T’y and T'; are defined on P, and
P», respectively. Then the dual of the sumI'; + I's and
the product I'; x I's, as the monotone access structures
defined on P, U P;, satisfy the following:

(Fl X FQ)J_ = FlJ_ +F2J_, (Fl +F2)J_ = FlJ_ X FQJ_.

Demorgan’s Rule. Assume I'y, I's and I'; are defined
on Py, P, and Ps, respectively. Then T'; x (I'; + T's)
and I'y + (I's x I'3), as the monotone access structures
defined on P, U P, U Ps, satisfy the following

FlX<F2+F3):(F1XF2)+(F1XF3) (1)
F1+<F2Xrg):(F1+F2)X(F1+F3) (2)

Proof :

A€F1X(F2+F3)
ANP el ANP el
ANP el ANP;eTls

<~ Am(PlLJPQ) eI'y xI'y orAﬂ(Plng) €
F1XF3@A€(F1XF2)+(F1XF3).

Ty + (T2 x Ts) = (If x (T3 +T4)*t = (TF x
T3) + (Tf x T§))" = (01 +Ta) x (U1 +Ty).
Remark: There exists the MSPs computing both sides
of the equalities (1) and (2), respectively. But we could
improve the information rate if we use the left side of
the equality.

Theorem 4. Let I'; and I's be monotone access
structures defined on P; and P, with MSPs (F, M, T,
©1) My of size my and (F, Ma, T, p3) M, of size
mo, respectively. Then there exists an MSP (F, M, T,
) M of size m; +ms that computes the product 'y x T's.

Proof : Suppose access structures Iy and T’y are
computed by MSPs M; and M- for the target vector
T. Let My beam; x d; matrix and Mo be ams x ds.
Let M; and M, be the corresponding matrices. Then the
MSP

I Ml 0
w1

computing I'; x I'y for the target vector T.The labelling
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of M’ is carried over in the natural way from M; and
M.

We show this MSP computes the access structure I'; x
T';. We have :

AelT = (AnP ey and ANP, eTy)

A € T if and only if there exists the vector by
satisfying (M/)” X = T, here X = (0, & )"
e Flmtma) "X ¢ Fm X5 € F™2 if and only if
(My)anp,)T X =T and (M2)anp,)"As = T if and
onlyif ANP,el’;and ANP, €.

Remark: In the Theorem 4 the first target vector 1 €
Fm™i thesecond T € F™2 and the third T € Fmi+mz,

The below results show that there exists MSP which
can compute any monotone access structure. Next we
will consider it from the +(sum) operation of the access
structure.

Theorem 5. Let T be an access structure defined on P.
Then there exists an MSP computing T'.

Proof : Suppose the set of minimal authorized subsets in
T", denoted by Ty, is {Al,. .. ,At}. Let |Az‘ = ’l"i,V’L. €
{1,...,t}. Because A, C P, we have | J;_, 4; C P, Let
P = |Ji_,A;. Let T; be (|4, |A;|)-threshold access
structure. For short we shall denote T'; = (r;, ;). In fact,
we can always assume P’ = P. Indeed if P’ # P then
there are some participants who belong to none of the
minimal authorized subsets. Therefore these persons do
not play any role in the system and thus can be removed
from P.

Ael < ANA; e (7’1,7’1) orANAs e (7"2,?"2) or
. Oor ANAL € (ry,m) <= A€ (r1,r1) + (ro,7m2) +
oot (rt,rt).

So T = (r1,7m1) + (ra,r2) + ... + (rt, r4), there exists
an MSP M, computing (r;, ;) based on Theorem 1, for
Vi € {1,...,t}. Suppose My, ..., M; be corresponding
matriceswith MSPs M, ..., M,. Let My = (uy, M),
My = (ug,Mél)), v My = (ut,Mt(l)), where uq ... us
are their first columns. Then the MSP with

w MY 0 .0

u, 0 MY ... 0
M = . .

w0 0 MY

computes (ry,71) + (ra,r2) + ...+ (r¢, 7). Here M isa
(mi4+mo+...+my)x(dy+do+...+dy —t+ 1), and
the labelling of M is carried over in a natural way from
My, ..., My, the target vector of M is [1,0,...,0]%.
This result could be easily obtained by applying Theorem
2 t—1times.
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IV. CONCLUSION

In this paper we deal with the secret sharing schemes
with the general access structure, we show that any
access structure could be computed by the monotone
span program, the proof is a simple and new method. To
our regret, the information rates of some secret sharing
schemes are quite low. In other words, the efficiency of
these secret sharing schemes is not high. So we are going
to consider how to construct ideal secret sharing schemes
realizing some access structures and show some of its
applications.
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